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UNITED STATES INTERNATIONAL TRADE COMMISSION
Washington, D.C.

In the Matter of

Investigation No. 337-TA-945

CERTAIN NETWORK DEVICES, (Modification 2)

RELATED SOFTWARE AND
COMPONENTS THEREOF (II)

GRANT OF JOINT MOTION TO TERMINATE THE MODIFICATION PROCEEDING
BASED ON A SETTLEMENT AGREEMENT;
TERMINATION OF THE MODIFICATION PROCEEDING IN ITS ENTIRETY

AGENCY: U.S. International Trade Commission.
ACTION: Notice.

SUMMARY: Notice is hereby given that the U.S. International Trade Commission has
determined grant a joint motion of complainant Cisco Systems, Inc. of San Jose, California
(“Cisco”) and respondent Arista Networks, Inc. of Santa Clara, California (“Arista”) to terminate
the above-captioned modification proceeding concerning a limited exclusion order and a cease
and desist order issued against Arista in Inv. No. 337-TA-945. The modification proceeding is
terminated in its entirety.

FOR FURTHER INFORMATION CONTACT: Megan M. Valentine, Office of the General
Counsel, U.S. International Trade Commission, 500 E Street, S.W., Washington, D.C. 20436,
telephone (202) 708-2301. Copies of non-confidential documents filed in connection with this
investigation are or will be available for inspection during official business hours (8:45 a.m. to
5:15 p.m.) in the Office of the Secretary, U.S. International Trade Commission, 500 E Street,
S.W., Washington, D.C. 20436, telephone (202) 205-2000. General information concerning the
Commission may also be obtained by accessing its Internet server at https.//www.usitc.gov. The
public record for this investigation may be viewed on the Commission’s electronic docket
(EDIS) at hiips://edis.usitc. gov. Hearing-impaired persons are advised that information on this
matter can be obtained by contacting the Commission’s TDD terminal on (202) 205-1810.

SUPPLEMENTARY INFORMATION: The Commission instituted this investigation on
January 27, 2015, based on a Complaint filed by Cisco. 80 FR 4313-14 (Jan. 27, 2015). The
Complaint alleges violations of section 337 of the Tariff Act of 1930, as amended, 19 U.S.C.

§ 1337 (“section 337”), by reason of infringement of certain claims of U.S. Patent Nos.

7,023,853 (“the *853 patent”); 6,377,577 (“the 577 patent”); 7,460,492 (“the 492 patent™);
7,061,875 (“the *875 patent”); 7,224,668 (“the *668 patent”); and 8,051,211 (“the "211 patent”).
The Complaint further alleges the existence of a domestic industry. The Commission’s Notice of
Investigation named Arista as the respondent. The Office of Unfair Import Investigations
(“OUII”) was also named as a party to the investigation. The Commission terminated the



investigation in part as to certain claims of the asserted patents. Notice (Nov. 18, 2015) (see
Order No. 38 (Oct. 27, 2015)); Notice (Dec. 1, 2015) (see Order No. 47 (Nov. 9, 2015)).

On June 11, 2016, the Patent Trial and Appeal Board (“PTAB”) of the U.S. Patent and
Trademark Office instituted separate inter partes review (“IPR”) proceedings concerning
the 577 and 668 patents. Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00303
(regarding the *577 patent); Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00309
(regarding the *668 patent).

On May 4, 2017, the Commission found a violation of section 337 with respect to certain
of the asserted claims of the *577 and *668 patents. Notice (May 4, 2017); 82 FR 21827-29
(May 10, 2017); see also Notice of Correction (May 30, 2017); 82 FR 25811 (June 5, 2017).
The Commission issued a limited exclusion order (“LEO”) and a cease and desist order (“CDO”)
against Arista. Id. The Commission did not find a violation with respect to the "853, *875, 492,
and 211 patents. Id.

On May 25, 2017, the PTAB issued its final written decision finding certain claims of
the *577 patent unpatentable based on prior art not presented in the Commission investigation.
On June 1, 2017, the PTAB issued its final written decision finding certain claims of the '668
patent unpatentable based on certain combinations of prior art not presented in the Commission
investigation. Both decisions affected the claims upon which the Commission found a violation
of section 337.

On June 30, 2017, Cisco filed a notice of appeal with the United States Court of Appeals
for the Federal Circuit (“Federal Circuit”), seeking review of the Commission’s finding of no
violation as to the *853, *875, 492, and *211 patents. Cisco Sys., Inc. v. Int’l Trade Comm n,
Appeal No. 17-2289. On July 21, 2017, Arista filed a notice of appeal with the Federal Circuit,
seeking review of the Commission’s finding of violation as to the ’°577 and 668 patents. Arista
Networks, Inc. v. Int’l Trade Comm’n, Appeal No. 17-2336. On August 3, 2017, the Federal
Circuit consolidated the Arista and Cisco appeals. Cisco Sys., Inc. v. Int’l Trade Comm’n,
Appeal No. 17-2289, Dkt. No. 20. '

On August 25, 2017, Arista filed a motion with the Federal Circuit seeking to stay the
Commission’s remedial orders pending resolution of the appeal on the merits. On September 22,
2017, the Federal Circuit denied this request “subject to the condition that the product redesign
on which Cisco relies to deny irreparable harm must be permitted to enter the country, without
being blocked by the Commission order under review in this case, unless and until Commission
proceedings are initiated and completed to produce an enforceable determination that such a
redesign is barred by the order here under review or by a new or amended order.” Cisco Sys, Inc.
v. ITC; Arista Networks, Inc. v. ITC, Appeal Nos. 2017-2289, -2351, Order at 3 (Fed. Cir. Sept.
22,2017).

On September 27, 2017, Cisco petitioned for a modification proceeding to determine
whether Arista’s redesigned switches infringe the patent claims that are the subject of the LEO
and CDO issued in this investigation and for modification of the remedial orders to specify the
status of these redesigned products.



On November 1, 2017, the Commission instituted the modification proceeding. 82 FR
50678 (Nov. 1, 2017). On November 7, 2018, the Commission issued a notice clarifying that
OUII is not named as a party in the modification proceeding. 82 FR 52318 (Nov. 13, 2017).

On February 14, 2018, the Federal Circuit summarily affirmed the PTAB’s decision
finding the claims of the *668 patent unpatentable. Cisco Systems, Inc. v. Arista Networks, Inc.,
Appeal No. 17-2384, Order (Feb. 14, 2018). The Court issued the mandate on March 23, 2018.
Id , Dkt. No. 54.

On March 23, 2018, the ALJ issued a recommended determination in the modification
proceeding (“MRD”), finding that Arista’s redesigned products infringe the relevant claims of
the *668 patent but do not infringe the relevant claims of the *577 patent. MRD (Mar. 23, 2018).
Also on March 23, 2018, the ALJ issued an order denying Arista’s motion to stay the
modification proceedings or to stay the remedial orders with respect to the 668 patent. Order
No. 20 (Mar. 23, 2018).

On April 5, 2018, the Commission determined to modify the remedial orders to suspend
enforcement of those orders with respect to the ’668 patent. Notice (Apr. 5, 2018); Comm’n
Order (Apr. 5, 2018).

On June 26, 2018, the Commission accepted the ALJ’s recommended determination
finding no infringement with respect to the *577 patent and determined to modify the remedial
orders to exempt Arista’s redesigned products that were the subject of the modification
proceeding. The Commission also determined to suspend the modification proceeding as to
the 668 patent. The *577 patent expired on June 30, 2018.

On August 27, 2018, the Federal Circuit granted a motion of the parties to voluntarily
dismiss the consolidated appeal from the Commission’s final determination on violation. Cisco
Sys., Inc., Appeal No. 17-2289, Dkt. No. 121 (Aug. 27, 2018).

On August 27, 2018, Cisco and Arista filed a joint motion to terminate the modification
proceeding in its entirety pursuant to Commission Rule 210.21(b)(1) (19 CFR 210.21(b)(1))
based on a settlement agreement between the parties. The motion indicates that the Agreement
fully resolves the disputed issues in the modification proceeding, that there are no other
agreements, written or oral, express or implied, between them concerning the subject matter of
this proceeding, and that the motion includes a public version of this Motion along with an
accompanying public version of the Agreement. The motion also contends that termination of
the modification proceeding will not adversely affect the public interest.

The Commission has determined to grant the joint motion and terminate the modification
proceeding in its entirety. We note that only the 668 patent remains in the modification
proceeding.



The authority for the Commission’s determination is contained in section 337 of the
Tariff Act of 1930, as amended (19 U.S.C. 1337), and in part 210 of the Commission’s Rules of
Practice and Procedure (19 CFR part 210).

By order of the Commission.

Lisa R. Barton
Secretary to the Commission

Issued: September 14, 2018
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UNITED STATES INTERNATIONAL TRADE COMMISSION
Washington, D.C.

In the Matter of

Investigation No. 337-TA-945

CERTAIN NETWORK DEVICES, (Modification 2)

RELATED SOFTWARE AND
COMPONENTS THEREOF (II)

MODIFICATION OF LIMITED EXCLUSION ORDER
AND CEASE AND DESIST ORDER;
TERMINATION OF THE MODIFICATION PROCEEDING AS TO
U.S. PATENT NO. 6,377,577 AND SUSPENSION OF THE MODIFICATION
PROCEEDING AS TO U.S. PATENT NO. 7,224,668

AGENCY: U.S. International Trade Commission.
ACTION: Notice.

SUMMARY:: Notice is hereby given that the U.S. International Trade Commission has
determined to modify a limited exclusion order and a cease and desist order (“the remedial
orders”) issued against Arista Networks, Inc. of Santa Clara, California (“Arista”) in Inv. No.
337-TA-945. The above-captioned modification proceeding is terminated as to U.S. Patent No.
6,377,577 (“the *577 patent”) and is suspended as to U.S. Patent No. 7,224,668 (“the 668
patent™).

FOR FURTHER INFORMATION CONTACT: Megan M. Valentine, Office of the General
Counsel, U.S. International Trade Commission, 500 E Street, S.W., Washington, D.C. 20436,
telephone (202) 708-2301. Copies of non-confidential documents filed in connection with this
investigation are or will be available for inspection during official business hours (8:45 a.m. to
5:15 p.m.) in the Office of the Secretary, U.S. International Trade Commission, 500 E Street,
S.W., Washington, D.C. 20436, telephone (202) 205-2000. General information concerning the
Commission may also be obtained by accessing its Internet server at htips.//www.usitc.gov. The
public record for this investigation may be viewed on the Commission’s electronic docket
(EDIS) at htips.//edis.usitc.gov. Hearing-impaired persons are advised that information on this
matter can be obtained by contacting the Commission’s TDD terminal on (202) 205-1810.

SUPPLEMENTARY INFORMATION: The Commission instituted this investigation on
January 27, 2015, based on a Complaint filed by Cisco Systems, Inc. of San Jose, California
(“Cisco”). 80 FR 4313-14 (Jan. 27,2015). The Complaint alleges violations of section 337 of
the Tariff Act of 1930, as amended, 19 U.S.C. § 1337 (“section 337”), by reason of infringement
of certain claims of U.S. Patent Nos. 7,023,853 (“the ’853 patent™); the *577 patent; 7,460,492
(“the 492 patent™); 7,061,875 (“the *875 patent”); the *668 patent; and 8,051,211 (“the *211
patent”). The Complaint further alleges the existence of a domestic industry. The Commission’s



Notice of Investigation named Arista as the respondent. The Office of Unfair Import
Investigations (“OUII”) was also named as a party to the investigation. The Commission
terminated the investigation in part as to certain claims of the asserted patents. Notice (Nov. 18,
2015) (see Order No. 38 (Oct. 27, 2015)); Notice (Dec. 1, 2015) (see Order No. 47 (Nov. 9,
2015)).

On June 11, 2016, the Patent Trial and Appeal Board (“PTAB”) of the U.S. Patent and
Trademark Office instituted separate inter partes review (“IPR”) proceedings concerning
the *577 and 668 patents. Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00303
(regarding the *577 patent); Arista Networks, Inc. v. Cisco Systems, Inc., Case JPR2016-00309
(regarding the *668 patent).

On May 4, 2017, the Commission found a violation of section 337 with respect to certain
of the asserted claims of the ’577 and *668 patents. Notice (May 4, 2017); 82 FR 21827-29
(May 10, 2017); see also Notice of Correction (May 30, 2017); 82 FR 25811 (June 5, 2017).
The Commission issued a limited exclusion order (“LEO”) and a cease and desist order (“CDO”)
against Arista. Id. The Commission did not find a violation with respect to the *853, *875, *492,
and *211 patents. Id.

On May 25, 2017, the PTAB issued its final written decision finding claims 1, 7-10, 12-
16, 18-22, 25, and 28-31 of the *577 patent unpatentable based on prior art not presented in the
Commission investigation. On June 1, 2017, the PTAB issued its final written decision finding
claims 1-10, 12, 13, 15-28, 30, 33-36, 55-64, 66, 67, and 69-72 of the 668 patent unpatentable
based on certain combinations of prior art not presented in the Commission investigation.

On June 30, 2017, Cisco filed a notice of appeal with the United States Court of Appeals
for the Federal Circuit (“Federal Circuit”), seeking review of the Commission’s finding of no
violation as to the *853, *875, *492, and 211 patents. Cisco Sys., Inc. v. Int’l Trade Comm’n,
Appeal No. 17-2289. On July 21, 2017, Arista filed a notice of appeal with the Federal Circuit,
seeking review of the Commission’s finding of violation as to the-’577 and *668 patents. Arista
Networks, Inc. v. Int’l Trade Comm’n, Appeal No. 17-2336. On August 3, 2017, the Federal
Circuit consolidated the Arista and Cisco appeals. Cisco Sys., Inc. v. Int’l Trade Comm n,
Appeal No. 17-2289, Dkt. No. 20. The consolidated appeal is currently pending before the
Federal Circuit. ‘ -

On August 25, 2017, Arista filed a motion with the Federal Circuit seeking to stay the
Commission’s remedial orders pending resolution of the appeal on the merits. On September 22,
2017, the Federal Circuit denied this request “subject to the condition that the product redesign
on which Cisco relies to deny irreparable harm must be permitted to enter the country, without
being blocked by the Commission order under review in this case, unless and until Commission
proceedings are initiated and completed to produce an enforceable determination that such a
redesign is barred by the order here under review or by a new or amended order.” Cisco Sys, Inc.
v. ITC; Arista Networks, Inc. v. ITC, Appeal Nos. 2017-2289, -2351, Order at 3 (Fed. Cir. Sept.
22,2017).



On September 27, 2017, Cisco petitioned for a modification proceeding to determine
whether Arista’s redesigned switches infringe the patent claims that are the subject of the LEO
and CDO issued in this investigation and for modification of the remedial orders to specify the
status of these redesigned products.

On November 1, 2017, the Commission instituted the modification proceeding. 82 FR
50678 (Nov. 1,2017). On November 7, 2018, the Commission issued a notice clarifying that
OUII is not named as a party in the modification proceeding. 82 FR 52318 (Nov. 13, 2017).

On February 14, 2018, the Federal Circuit summarily affirmed the PTAB’s decision
finding the claims of the *668 patent unpatentable. Cisco Systems, Inc. v. Arista Networks, Inc.,
Appeal No. 17-2384, Order (Feb. 14, 2018). The Court issued the mandate on March 23, 2018.
- Id., Dkt. No. 54.

On March 15, 2018, Arista filed a motion before the Commission to stay the
Commission’s remedial orders as to the 668 patent. On March 26, 2018, Cisco filed its
response stating that it takes no position on Arista’s motion.

On March 23, 2018, the ALJ issued a recommended determination in the modification
proceeding (“MRD”), finding that Arista’s redesigned products infringe the relevant claims of
the *668 patent but do not infringe the relevant claims of the ’577 patent. MRD (Mar. 23, 2018).
Also on March 23, 2018, the ALJ issued an order denying Arista’s motion to stay the
modification proceedings or to stay the remedial orders with respect to the 668 patent. Order
No. 20 (Mar. 23, 2018).

On April 5, 2018, the Commission determined to modify the remedial orders to suspend
enforcement of those orders with respect to the *668 patent. Notice (Apr. 5, 2018); Comm’n
Order (Apr. 5, 2018).

Also on April 5, 2018, Cisco filed comments to the MRD, requesting review of the ALJ’s
findings that Arista’s redesigned products do not infringe the¢ relevant claims of the *577 patent.
On the same day, Arista filed comments to the MRD, requesting review of the ALJ’s finding that
its redesigned products infringe the relevant claims of the *668 patent and preserving certain
alternative grounds of affirmance regarding the ALJ’s finding that the redesigned products do
not infringe the relevant claims of the *577 patent.

Further on April 5, 2018, Arista filed a motion to stay the modification proceeding as to
the *668 patent based on the Federal Circuit’s affirmance of the PTAB’s determination that the
relevant claims of the 668 patent are unpatentable.

On April 12, 2018, Cisco and Arista filed responses to each other’s comments.
On April 16,2017, Cisco filed a response to Arista’s stay motion.

Having examined the record of this modification proceeding, including the MRD, the
comments to the MRD, and the responses thereto, the Commission has determined to find that
Cisco has failed to show by a preponderance of the evidence that Arista’s redesigned products
infringe claims 1, 7, 9, 10, and 15 of the *577 patent or that Arista has indirectly infringed those

3



claim by contributing to or inducing infringement by its customers. Accordingly, the
Commission has determined to modify the remedial orders to exempt Arista’s redesigned
products that were the subject of this modification proceeding. The modification proceeding is
terminated with respect to the *577 patent.

The Commission has also determined to suspend the modification proceeding with
respect to the *668 patent and to deny Arisa’s motion to stay the modification proceeding as to
the *668 patent as moot in light of the Commission’s prior suspension of the remedial orders with
respect to the 668 patent.

The authority for the Commission’s determination is contained in section 337 of the
Tariff Act of 1930, as amended (19 U.S.C. 1337), and in part 210 of the Commission’s Rules of
Practice and Procedure (19 CFR part 210).

By order of the Commission.

Lisa R. Barton
Secretary to the Commission

Issued: June 26, 2018
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PUBLIC VERSION

UNITED STATES INTERNATIONAL TRADE COMMISSION
. Washington, D.C.

In the Matter of
Investigation No. 337-TA-945
CERTAIN NETWORK DEVICES,
RELATED SOFTWARE AND (Modification 2)
COMPONENTS THEREOF (II)

COMMISSION OPINION

I. BACKGROUND

The Commission instituted this investigation on January 27, 2015, based on a Complaint
filed by Cisco Systefns, Inc. of San Jose, California (“Cisco™). 80 Fed. Reg. 4313-14 (Jan. 27,
2015). The Complaint alleges violations of section 337 in the sale for importation, importation,
and sale within the United States after importation of ;:ertain network devices, related software
and components thereof, by reason of infringement of certain claims of U.S. Patent Nos.
7,023,853 (“the *853 patent™), 7,061,875 (“the *875 patent™), 7,460,492 (“the 492 patent”),
8,051,211 (“the ’211 patent), 6,377,577 (“the °577 patent”), and 7,224,668 (“the *668 patent™).
Tfle Complaint further alleges the existence of a domestic industry. The Commission’s Notice of
Investigation names Arista Networks, Inc. of Santa Clara, California (‘;Arista”) as the \
respdndent. The Office of Unfair Import Investigations (“OUII”") was also named as a- pafty to
the investigation. The Commission later terminated the investigation in part as to certain claims
of the asserted patents. Notice (Nov. 18, 2015) (see Orde£ No. 38 (Oct. 27, 2015)); Notice (Dec.

1, 2015) (see Order No. 47 (Nov. 9, 2015)).



PUBLIC VERSION

On June 11, 2016, the Patenf Trial and Appeal Board (“PTAB”) of the U.S. Patent and
Trademark Office (“PTO”) instituted separate inter partes review proceedings concerning
thé ’577 and *668 patents. Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00303
(regarding the ’577 patent); Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00309
(regarding the 668 patent).

On May 4, 2017, the Commission issued its final determination, finding a violation of
section 337 with respect to claims 1, 7, 9-10, and 13 of the *577 patent and claims 1, 2, 4, 5,7, 8,
10, 13, 18, 56, and 64 of the 668 patent. Notice (May 4, 2017); 82 Fed. Reg. 21827-29 (May
10, 2017); 82 Fed. Reg. 25811 (June 5, 2011) (notice of correction). As noted above, the
Commission issued remedial orders against Arista. Id.

On May 25, 2017, the PTAB issued its final written decision finding claims 1, 7-10, 12-
16, 18-22, 25, and 28-31 of the ’577 patent unpatentable based on prior art not presented in the
Commission investigation. On June 1, 2017, the PTAB issued its final written decision finding
claims 1-10, 12, 13, 15-28, 30, 33-36, 55-64, 66, 67, and 69-72 of the 668 patent unpatentable
based on certain combinations of prior art not presented in the Commission investigation.

On July 21, 2017, Arista filed a petition with the Federal Circuit, seeking review of the
Commission’s finding of violation of section 337. Arista Networks, Inc. v. Int’l Trade Comm’n,

Appeal No. 17-2351.! Arista also filed a motion with the Federal Circuit to stay enforcement of

! Cisco filed an appeal from the Commission’s determination of no violation of Section 337 in
the underlying investigation on June 30, 2017, with respect to the "853, *875, °492, and °211.
patents. Cisco Sys., Inc. v. Int’l Trade Comm ’'n, Appeal No. 17-2289. On August 3, 2017, the
Federal Circuit consolidated the Arista and Cisco appeals. Id., Dkt. No. 20.
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the rerﬁedial orders pending the appeal. The Court subsequently denied Arista’s motion for a
stay but ruled that Arista be allowed to import its redesigned products pending adjudication of
those products by the Commission. Order (Dkt. No. 57) (Sept. 22, 2017).

On September 27, 2017, Cisco filed a petition requesting the Commission to institute a
modification proceeding pursuant to Commission Rule 210.76(a)(1) (19 C.F.R. § 210.76(a)(1))
to determine whether Arista’s redesigned products infririge the claims of the 668 and *577
patents upon which the Commission based its determination of violation of section 337.. On
November 1, 2017, the Commission instituted the current modification proceeding. 82 Fed. Reg.
50678 (Nov. 1, 2017). On November 7, 2018, the Commission issued a notice clarifying that
OUII is not named as a party in the modification i)roceeding. 82 Fed. Reg. 52318 (Nov. 13,
2017). |

On February 14, 2018, the Federal Circuit summarily affirmed the PTAB’s decision
finding unpatentable certain claims of the *668 patent. Cisco Systems, Inc. v. Arista Networks,
Inc., Appeal No. 17-2384, Order (Feb. 14, 2018). The Court issued the mandate on March 23,
2018. Id., Dkt. No. 54. 2 The time for Cisco to file a petition for a writ of certiorari has expired.
As of the date of this opinion, the PTO has not yet issued a certificate of cancellation regarding
the relevant claims of the 668 patent.

On March 15, 2018, Arista filed a motion before the Commission to stay the

Commission’s remedial orders as to the *668 patent. On March 22, 2018, before Cisco filed its

2 The Court’s decision regarding the PTAB’s final determination with respect to the 577 patent
remains pending as of the date of this opinion.
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response to Arista’s March 15, 2018 motion before the Cémmission, Arista filed a motion with
the Federal Circuit asking for identical relief and argﬁing thét the Court need not wait for the
Commission to act because the Commission would likely deny Arista’s motion.

On March 23, 2018, the ALJ issued a recorﬁmended determination in the modification
proceeding (“MRD”),’ finding that Arista’s redesigned products infringe the relevant claims of
the 668 patent but do not infringe the relevant claims of the ’577 patent. MRD (Mar. 23, 2018).
Also on March 23, 2018, the ALJ issued an order denying Arista’s motion to stay the
modification proceedings or to stay the remedial orders with respect to the *668 patent. Order
No. 20 (Mar. 23, 2018). In particular, the ALJ found that only the Commission has the authority
to stay enforcement of its remedial orders. /d. at 7.

On April 5, 2018, the Commission determined to modify the remedial orders to suspend
enforcement of those orders with respect to the *668 patent. Notice (Apr. 5, 2018); Comm’n
Order (Apr. 5, 2018). On April 11, 2018, the Federal Circuit denied as moot Arista’s stay
motion before the court. Cisco Sys., Inc. v. Int’l Trade Comm’n, Appeal No. 17-2289, -2351,
Dkt. No. 89 (Apr. 11,2019).4

Also on April 5, 2018, Cisco filed comments to the MRD requesting review of the ALJ’s

findings that Arista’s redesigned products do not infringe the relevant claims of the *577 patent.’

3 The ALJ incorrectly styled the MRD as an “Initial Determination.” See 19 C.F.R. § 210.76(b).

4 Cisco did not petition the Federal Circuit for rehearing of its affirmance of the PTAB’s
determination regarding the 668 patent and did not pursue certiorari. Accordingly, all appeals
concerning the *668 patent have been exhausted. See 35 U.S.C. § 318(b).

3 Complainant Cisco Systems, Inc.’s Comments on the Recommended Determination (Apr. 5,
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On the same day, Arista filed comments to the MRD requesting review of the ALJ’s finding that
its redesigned. products infringe the relevant claims of the *668 patent and preserving certain
alternative grounds of affirmance regarding the ALJ’s finding that the redesigned products do
not infringe the relevant claims of the *577 patent.®

Further on April 5, 2018, Arista filed a motion to stay the modification proceeding as to
the *668 patent based on the Federal Circuit’s affirmance of the PTAB’s determination that the
relevant claims of the *668 patent are unpatentable.%

On April 12, 2018, Cisco and Arista filed responses to each other’s comments on the
MRD.?

On April 16, 2018, Cisco filed a response to Arista’s stay motion.”

2018) (“Cisco Cmm’t.”).

6 Respondent Arista Networks, Inc.’s Comments to the “Initial” Determination on Violation of
Section 337 in Modification Proceeding 2, and Recommended Determination Regarding
Modification of Remedy (Apr. 5, 2018) (“Arista Cmm’t.” ).

7 Respondent Arista Network’s Inc.’s Motion to Stay the Modification Proceeding as to the *668
Patent (Apr. 5, 2018).

8 Complainant Cisco Systems, Inc.’s Response to Arista’s Comments on the Recommended
Determination (Apr. 12, 2018) (“Cisco Resp.”); Arista Networks, Inc. Response to Cisco’s
‘Comments to the “Initial” Determination on Violation of Section 337 in Modification Proceeding
2, and Recommended Determination Regarding Modification of Remedy (Apr. 12, 2018)
(“Arista Resp.”).

® Complainant Cisco Systems, Inc.’s Response to Respondent Arista Network, Inc.’s Motion to
Stay the Modification Proceeding as to the 668 Patent (Apr. 16, 2018).

5
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11 Relevant Law
1. Claim Construction

Claim construction “begin[s] with and remain[s] centered on the language of the claims
themselves.” Storage Tech. Corp. v. Cisco Sys., Inc., 329 F.3d 823, 830 (Fed. Cir. 2003);
Phillips v. AWH Corp., 415 F.3d 1303, 1312 (Fed. Cir. 2005) (en banc). The language used in a
claim bears a “heavy presumption” that it has the ordinary and customary meaning that would be |
attributed to the words used by persons skilled in the relevant art. Phillips, 415 F.3d at 1312-13.
To help inform the court of the ordinary meaning of the words, a court may consult the intrinsic
evidence, including the claims themselves, the specification, and the prosecution history, as well
as extrinsic evidence, such as dictionaries aﬁd treatiseé and inventor and éxpert testimony. /d. at
1314. In particular “the specification is always highly relevant to the claims construction
analysis. Usually, it is dispositive; it is the single best guide to the meaning of a disputed term.”
Id. at 1315 (internal quotations and citations omitted).

A court must “take care not to import limitations into the claims from the specification.”
Abbott Labs. v. Sandoz, Inc., 566 F.3d 1282, 1288 (Fed. Cir. 2009). “When the specification
déscribes a single embodiment to enable the invention, this court will not limit broader claim
language to that single application unless the patentee has demonstrated a clear intention to limit
the claim scope using words or expressions of manifest exclusion or restriction.” /d. (internal
quotations and citations omitted). “By the same token, the claims cannot enlarge what is
patented beyond what the inventor has described as the invention. Thus this court may reach a
narrower construction, limited to the embodiment(s) disclosed in the specification, when the
claims themselves, the specification, or the prosecution history clearly indicate that the invention

6
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encoinpasses no more than that confined structure or method.” Id. (citations omitted).

“IT]he distinction between using the specification to interpret the meaning of a claim and
importing limitations from the specification into the claim can be a difficult one to apply in
practice . . . [hJowever, the line between construing terms and importing limitations can be
discerned with reasonable certainty and predictability if the court’s focus remains on
understanding how a pérson of ordinary skill in the art would understand the claim terms.”
Phillips, 415 F.3d at 1323 (citations omitted). In attempting to discern whether a “patentee is
setting out specific examples of the invehtion .. . or whether the patentee instead intends for the
claims and the embodimenté in the specification to be strictly coextensive . . . [tlhe manner in
which the patentee uses a term within the specification and claims usually will make the
distinction apparent.” Id.

2. Infringement

The unfair acts covered pnder Section 337 include “all forms of infringément, including
direct, contributory, and induced infringement.” Suprema Inc. v. Int’l Trade Comm’n, 796 F.3d
1338, 1352-53 (Fed. Cir. 2015) (en banc) (upholding the Commission’s authority to cover “goods
that were used by an importer to directly infringe post-importation as a result of the seller’s
inducement™). To establish infringement, there must be a preponderance of evidence. See Kéo
Corp. v. Unilever United States, Inc., 441 F.3d 963 (Fed. Cir. 2006).

a. Direct Infringement

A determihation of patent infringement encompasses a two-step analysié. Advanced
Cardiovascular Sys., Inc. v. Scimed Life Sys., Inc., 261 F.3d 1329, 1449 (Fed. Cir. 2001)
(“Scimed”). First, the court determines the scope and meaning of the patent claims asserted, and

7 . ~
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then the properly construed claims are compared to the allegedly infringing device. Id. “Literal
- infringement of a claim exists when each of the claim limitations reads on, or in other words is
found in, the accused device.” Allen Eng. Corp. v. Bartell Indus., 299 F.3d 1449, 1345 (Fed. Cir.
2002). |

Direct infringement includes the making, using, selling, offering for sale and importing
into the United States an infringing product, without authority. 35 U.S.C. § 271(a). To prove
direct infringement, the plaintiff must establish by a preponderance of the evidence that one or
more claims of the patent read on the accused device either literally or under the doctrine of
equivalents. Scimed, 261 F.3d at 1449.

b. Indirect Infringement

The Federal Circuit has held that “to prevail on contributory infringement in a Section
337 investigation, the complainant must show, inter alia, that: (1) there is an act of direct
infringement in violation of Section 337; (2) the accused device has no substantial non-infringing
uses; and (3) the acciised infringer imported, sold for importation, or sold after impdrtation
within the United States, the accused components that contributed to another’s direct
infringement.” Spansion, Inc. v. International Trade Comm’n, 629 F.3d 1331, 1353 (Fed. Cir.
2010). Section 271(c) also requires knowledge of the existence of the patent that is infringed.
Global-Tech Appliances, Inc. v. SEB S.A., ‘131. S. Ct. 2660, 2068 (2011).

“Whoevef actively induces infringement of a patent shall be liable as an infringer.” 35
U.S.C. § 271(b). “A finding of inducement requires both knowledge of the existence of the

patent and knowledge that the induced acts constitute patent infringement.” Commil USA, LLC
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v. Cisco Systems, Inc., 720 F.3d 1361, 1367 (Fed. Cir. 2013) (internal quotations omitted), aff’d
and vacated in part on other grounds, 135 S. Ct. 1920, 1926-28 (2015). A paténtee asserting a
claim of inducement must show (i) that there has been direct infringement and (ii) that the
alleged infringer “knowingly induced infringement and possessed specific intent to encourage
another’s infringement.” Minnesota Mining & Mfg. Co. v. Chemque, Inc., 303 F.3d 1294, 1304-
05 (Fed. Cir. 2002). The intent to .irllduce infringement may be proven with circumstantial or
direct evidence and may be inferred from all the circumstances. Commil, 720 F.3d at 1366.
With respect to the direct infringement requirement, the pateﬁtee “must either point to specific
instances of direct infringement or show that the accused device necessarily infringes the patent
in suit.” ACCO Brands, Inc. v. ABA Locks Mfrs. Co., Ltd., 501 F.3d 1307, 1313 (Fed. Cir. 2007)
(citation omiﬁed). This requirement may be shown by circumstantial evidence. Vita-Mix v.

. Basic Holding, Inc., 581 F.3d 1317, 1327 (Fed. Cir. 2009). “[A] finding of infringement can rest
on as little as one instance of the claimed method being performed during the pertinent time
period.” Lucent Techs., Inc. v. Gateway, Inc., 580 F.3d 1301, 1317 (Fed. Cir. 2009).

IHI. ANALYSIS

A. ’668 Patent

As noted in the procedural history, the Commission has suspended enforcement of the
remedial orders with respect to the *668 patent in light of the Federal Circuit’s affirmance of the

PTAB’s decision finding the claims of the *668 patent unpatentable. Notice (Apr. 5, 2018);
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Comm’n Order (Apr. 5, 2018).1% Accordingly, the modification proceeding with fespect to
the ;668 patent is suspended. Arista’s motion to stay the modification proceeding as to the *668
patent is denied as moot.

B. ’577 Patent

1. Overview of the Technology — 577 Patent

U.S. Patent No. 6,377,577 is entitled “Access Control List Processing in -
Hardwafe.” >577 Patent (JX-0005). The Commission found a violation of section 337 based on
Arista’s infringement of claims 1, 7, 9, 10, and 15 of the *577 patent (“the relevant claims”). |

The 577 patent provides generally for hardware processing of access control lists
(“ACLs”) and hardware enforcement of access control. 577 Patent (Abstract). Network
devices, such as a router!! or a switch, in a computer network may implement access control by
restricting the transmission of information from specified source devices to specified destination
"devices. *577 Patent at 1:4-8. One technique for implementing access control involves reference
to one or more ACLs, which describe whether the transmission of information is permitted or
prohibited from a certain sender (or range of senders) to a certain destination (or range of
destinations). Id. at 1:10-15. ACLs are associated with input interfaces and independently with

output interfaces for each network device, e.g., a router. Id. at 1:20-22. Each ACL includes a

10The PTO has not yet issued a certlﬁcate of cancella’uon regarding the relevant claims of the
’668 patent.

1 Routers route messages (in the form of individual packets of information) from source devices
to destination devices. /d. at 1:8-10.

10
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plurality of access control specifiers, each of which selects Internet Protocol (IP) address prefixes

t'2 addresses, or port numbers, for a range of sender and destination devices. Id. at 1:15-

or subne
18. As packets of information arrive at a router for transmission, the router checks the packets'
against the access control specifiers that were provided in the ACL to determine whether
transmission frorﬁ the selected set of senders to the selected set of destinations is either
specifically permitted or specifically denied. /d. at 1:18-20.

The *577 patent recognizes that the prior art implementations of processing packets to
enforce access control according to an ACL are slow and processdr—intensive, especially-when
access control is implemented using software processing instead of hardware processing. Id. at -
2:3-26. In particular, if the ACL includes numerous entries of access control specifiers, moré
time is required to process the access control specifiers for each pvacket. Id. at 2:9-17. Moreover,

for large ACLs, routing speed can be several orders of magnitude lower than the wirespeed rate

of incoming packets. Id. at 2:18-24."

12 A subnetwork, or subnet, is a logical, visible subdivision of an IP network. The practice of
dividing a network into two or more networks is called subnetting. Computers that belong to

a subnet are addressed with a common, identical, most-significant bit-group in their IP address.
Comm’n Op. at 22-23 n.13.

13 Messages exchanged in a computer network are in the form of packets of information. *577
Patent at 1:6-10. A packet includes a header containing the identifications of the source device
and the destination device. Id. at Fig. 2, 2:41-43, 4:1-4.

4 The *577 patent provides a circa year 2002 example of router speed being reduced to as low as
about 10,000 packets per second, while the wirespeed rate of incoming packets (for relatively
short packets) is in the range of about tens to hundreds of millions of packets per second for
gigabit networks. /1d.

11
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To address the slowness problem, the ’577 patent teaches hardware processing of ACLs,
which is faster than software processing, and teaches processing the access control specifiers in
parallel, which is faster than sequential processing. Id. at 2:27-30, 38-40, 3:41-44, 7:40-44.
First, access control specifiers from an ACL are recorded in a content-addressable memory
(CAM) of a router. Id. at 2:29-32, 40-41. When a packet arrives at the router, it extracts certain
| information from the headér, such as the source and destination IP addresses, port numbers, and
any relevant protocols. /d. at 2:33-34, 41-43. The router then attempts to match the packet
header information to all the access control specifiers stored in the CAM in parallel. Id. at 2:34-
35, 43-44, 7:40-42. One or more successful matches are sent to a priority selector, which selects
the match with the highest priority (the match that is first in the sequence of access control
specifiers), and the selected match determines whether to permit or deny the transniission of the
packet. Id. at 2:44-49. These steps are performed in hardware without the need for software
processing, thus increasing the speed at which access control is enforced. Id. at 2:28-30, 38-40,
49-50.

The relevant claims of the *577 patent are directed to methods for making a routing
decision for a packet by matching in parallel a packet label derived from the; packet with access
control patterns stored in memory. *577 Patent at 7:34-8:28. The.relevant claims are listed
below:

1. A method, including the steps of maintaining a set of access
control patterns in at least one associative memory;

receiving a packet label responsive to a packet, said packet label
being sufficient to perform access control processing for said packet;

12
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matching matchable information, said matchable information
being responsive to said packet label, with said set of access control
patterns in parallel, and generating a set of matches in responsethereto,
each said match having priority information associated therewith;

selecting at least one of said matches in response to said priority
information, and generating an access result in response to said at least
one selected match; and

making a routing decision in response to said access result.

2. A method as in claim 1, including the step of performing at
least two of said steps of receiving, matching, selecting, and making a
routing decision, in parallel using a pipeline technique.

7. A method as in claim 1, wherein said associate memory
includes a ternary content-associative memory.

9. A method as in claim 1, wherein said priority information for
each said access control pattern is responsive to a position of said
access control pattern in a memory. ‘

10. A method as in claim 1, wherein said priority information
includes a position in said associative memory, and said step of
selecting includes choosing a first one of said matches.

15. A method as in claim 1, wherein said routing decision includes
permitting or denying access for said packet.

’577 patent at 7:34-8:28.

2. Arista’s Accused Redesigns

Arista’s redesigned products (“Redesigned Switches™) consist of device models 7010,

7020 (including 7020R), 7048, 7050 (including 7050X), 7060X, 7150, 7160, 7250X, 7260X,

7280 (including 7280E and 7280R), 7300 (including 7300X), and 7500 (including 7500E and

7500R), running EOS'S versions 4.18.2-REV2-FX, 4.v18.2-REV2-FX.1, 4.19.0F through

15 «EOS” stands for extensible operating system. Final ID at 191.

13
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4.19.2.2F, and 4.19.2.3F (and laterj and 4.20.1F (and later). MRD at ii n.1 (citing Black Tr. at

291:10-292:18; ' RX-9001C (Sweeney Witness Statement) at Q/A 32-33, 338-39, 365; RBr.,

App. C.)).
The primary hardware change was introducing an [ ] into
[ 11 ] to prevent redesigned versions of EOS software (which [
]5 from supporting infringing functionality. The Redesigned Switches are denoted
as [ ] hardware.'® Id. at 7-8. The Redesigned Switches include only models that have
[ | ]. Id. at 8 (Black Tr. at

291:10-292:18; RX-9001C (Sweeney Witness Statement) at Q/A 32-33, 338-39, 365). The
[ ] switches run only EOS versions [

] (“Redesigned EOS”) and versions [ ]

16 All transcript citations are to the 2018 hearing in the modification proceeding unless otherwise
" indicated.

17«EPROM? stands for erasable programmable read-only memory.

8 Dr. Richard Black, Arista’s expert witness, explained the various [ ] for
Arista’s switches during the 2018 Hearing. Black Tr. at 291:12-292:18 (“So Your Honor got it
exactly right this morning about the [ ]. The [ ] was [ ]. And then
as response to the 944 | ]. And in that instance, Arista, whose
products are a combination of both hardware and software, ran on legacy, older versions of EOS,
and those products had [ ] ACLs ... At the [ ],
which I believe was [ ], Arista released [ ; ], which could not
use the existing versions of EOS. So also, in addition, Arista produced redesigned software to
run on its redesigned hardware, and those are [ ~]... you can run the
newer software [on pre-redesigned hardware]. If you run it on pre-redesigned hardware, you will
get [ ] ACLs, but that combination [ 1)

14 | <
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(“-Hardened Redesigned EOS™). Id. at 8-9.1°

3. Direct Infringement

Cisco accuses two features of the Redesigned Swifches as each providing an independent
basis for finding infringement of claims 1, 7, 9, 10, and 15 of the *577 patent: (1) “disabled”
[ ] ACL” functionality; and (2) filtered port mirroring. Id. at 98. The MRD
finds that neither feature practices the relevant claims of the *577 patent and, thus, does not
infringe. Jd. For the reasons discussed below, the Commission agrees and adopts the MRD’s
| ultimate finding of non-infringeﬁent with respect to the 577 patent.
a. “Disabled” [ ] ACL” Functionality
) MRD
The MRD notes that Arista represented both to U.S. Customs and Border Protection
(“CBP”) and to the Federal Circuit “that the infringing functionality was removed from its
products.” Id. (emphasis in original) (citing CX-9163C at 2 (“Arista’s redesign, when
implemented, would remove t‘he accused TCAM ACL feature from all of its switch products.;’)).
The MRD finds, however, that “Arista has not removed from its Redesigned Switches a sﬁbset of
[ ] ACL’ functionality found to infringe in the Underlying Investigation.”

Id. (citing Black Tr. at 291:2-9).2° Specifically, the MRD finds that “Arista’s Redesigned

19 Hardened Redesigned EOS was created after [
]. 1d. at9

n.14 (citing Black Tr. at 296:24-297:8; RX-9001C (Sweeney Witness Statement) at Q/A 347-50;
Almeroth Tr. at 183:3-22). '

20 Arista’s expert witness, Dr. Black, explained that he used the term “‘[ JACL’...to
capture the types of features” that were accused in the Underlying Investigation. Black Tr. at

15
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Switches still include, for example, [

1,2 hardware required to use it (such as TCAMs), and the same ‘ip access list® CLI
command used to configure [ ] ACLs.” Id. at 99 (citing Almeroth Tr. at 111:21-
112:19, 117:23-118:3; CX-9201C at 40:19-41:9, 108:6-9).

The MRD further finds, based on tests conducted by both Cisco’s expert witness, Dr.
Almeroth, and Arista’s expert witness, Dr. Black, that the Redesigned Switches “[ ]
the [ ] ACL’ functionality.” Id. (citing Almeroth Tr. at 112:25-1 13‘:5, 177:10-
179: 16>; Black Tr. at 290:14-291:9; RDX9000C-9). Specifically, the MRD finds that when the
parties’ experts “attempted to [

| - 17 Id. (citing id.;
- see also RX-9001C (Sweeney Witneés Statement) at Q/A 15, 27, 246-47; CPX-9047C
[ ]; IX-9014C at 1). ‘
The MRD notes that Dr. Almeroth was [

]. Id. (citing Black Tr. at

293:21-296:2; RDS9000C-13). Cisco asserted that “Dr. Almeroth did not [

]” but merely “did what, in theory . .. [ ]: that EOS is

‘an “open” system allowing users complete access to configure, customize, and program EOS.””

288:18-20.

2 The MRD notes that this [ ] is true for only the Redesigned Switches running
Redesigned EOS, not Hardened Redesigned EOS. /d. at 99 n.50. ‘

16
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Id. at 99;100 (citing (CX-9129 at 1 (“It’s okay to leave the door unlocked™); JX-9017 at 1
(“Arista’s EOS makes it possible to provide customization”); Almeroth Tr. at 113:10-114:23).
Arista argued that “‘Dr. Almeroth relied on [
],> which is not |
]”” and that he relied on Arista’s [ -], to which he had access due to his

- participation in the Underlying Investigation, to [

] ACL’ functionality.” Id. at 100-101. Arista noted that the “[
]’ Id. at 100 (citing Black Tr. at 297:9-19).
The MRD finds that Dr. Almeroth’s [
] was due to his “access to Arista’s highly confidential internal documents and
source code . ...” Id. at 111 (citing Almefoth Tr. at 183:3-22 ([
| 1)). The MRD rejects “Cisco’s assertion that Dr. Almeroth’s
[ ] was based on ‘publicly-accessiblé files apd publicly-available user instructions from
Arista’” because Cisco failed to produce “evidence of similar behavior by Arista’s customers
‘possess[ing] a high level of téchnological sophistication . . . .” Id. (citing CBr. ét 48; Almerothv
Tr. at 114:17-23, 116:1-117:8; JX-9017 (Arista Parser 101) at 1).
The MRD also finds that Cisco failed to “prov[e] by a preponderance of the evidence that
Arista’s éustomers have used [ | ] ACL’ functionality within [the] Redesigned
Switches.” Id. at 114. Specifically, the MRD notes that “Cisco’s primary example of Arista’s

customers’ purported use of [ ] ACL’ functionality occurred in [

17
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].” Id. (citing CBr. at 39; RRBr. at 2,-34 (citing Black Tr. at
298:19-299:25; RX-9019C; RX-9020C; RX-902lé)). The MRD finds, however, that those
switches are not at issue in this modification proceeding. 1d.; see also zd at 110 n.54.

Ciséo argued that Arista should be “precluded from arguing that there is no evidence of
customer use of ‘disable’ [ ] ACLs’ functionality in [the] Redesigned
Switches.” Id. at 109. Cisco further argued that it was entitled to an “adverse inference of
customer use” because Arista violated a discoveryvorder (Order No. 12) “by refusing to produce
customer communications on the use of [ ] ACL’ functionality in [the]
Redesigned Switches™ before the hearing, with Arista “purportedly attempt[ing] to produce such
communications” only after the hearing. Id. at 109-110; see Order No. 12 (Jan. 19, 2018).

The MRD finds that Arista violated Order No. 12 and, thus, “is now precluded from
arguing that there is no evidenc.e of direct infringement of the 577 patent based on [

] ACL’ functionality in the Redesigned Switches.” Id. at 113. Moreover, the MRD
finds, “Arista’s behavior has given rise to an adverse inference that it communicates with its
customers regarding ways to use [ ] ACL’ functionality in [.

1.7 Id. (citing Certain Video Graphics
Display Controllers, Inv. No. 337-TA-412, Order No. 47, *at 5-6 (U.S.L.T.C. Jan. 14, 1999)
(failure to comply with discovery orders and an “extremely late production of a large volume of
responsive documents” on the eve of trial resulted in “the entry of a rebuttable adverse factual
inference.”)).

The MRD explains, however, that the adverse inference does not apply to Arista’s

18
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Redesigned Switéhes running the redesigned EOS because “Arista has presented evidence that
its Redesigned Switches [ ' ] ACL’ functionality.” Id.
Specifically, the MRD finds, that “Arista presented undisputed evidence that Dr. Almeroth’s
[ Tis[

].” Id. (citing Black Tr. at 333:2-17; RX-9001C (Sweeney Witne;:s
Statement) at Q/A 344-47)). The MRD also finds that “Arista has also presented undisputed
evidence that Dr. Almeroth’s | ] is not possible in Hardened Redesigned EOS versions
[ - ].” Id. (citing RBr. at App. C). Id. at 114.

2) Discussion

a) Arista Failed to Remove the | ] ACL”
Function from the Redesigned EOS

The first question presented is whether the Redesigned Swi'tchesvac.tually contain [
] ACL” function found td infringe in the Underlying Investigation. The dispute
concerns only the Redesigned EOS, which Arista [
]. MRD at Appx B. After that date, Arista has imported only
[ | . ], which does not support any
[ | ] ACL” function. Id. at 99 n.50,
113. Cisco does n.ot accuse this version of Arista’s redesigned products of Violati;lg the remedial
orders due to a;ﬁy retention of [ ] ACL” function. See Cisco Cmm’t. at 7-8,
15. \
The MRD notes that Arista represented to both CBP and the Fedc;ral Circuit that it

intended to “remove the accused TCAM ACL feature from all of its switch products.” MRD at
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98 (citing CX-9163?2at 2 (“Arista’s redesign, when implemented, would remove the accused]

\M] ACL feature from all of its switch products.”)); see also CX-9164C*> at 3 § 11 (“Arista is
now in the process of completing and releasing its second redesign, which removes all of the
accused, industry-standard features and replaces some of them with alternative features designed
specifically to avoid the functions the Commission found to infringe.”). |

Concerning the technical question of whether the Redesigned Switches contain the
| [ ] ACL” function, the MRD finds that Arista has not removed the
functionality. MRD at 98 (citing Black Tr. at 291:2-9). Arista asserts that “[w]hile the
[ | | ] ACLs [ ] imported and sold
before the LEO and CDO, it does not [ ] ACLs [
].” Arista Cmm’t. at 80-81 (empha51s in original) (citing Almeroth Tr. at 112:25-113:5,

177:10-179:16; Black Tr. at 290:14-292:18; RDX-9000C-9-10). Specifically, Arista admits that

“the [
-] ACLs.” Arista Resp. at 22.
The dispute is whether “removal” of the [ : ] ACL” function requires
that the [ ‘ ] from the Redesigned EOS or whether merely disabling or

22 Declaration of Anshul Sadana in Support of Respondent Arista Networks Inc.’s Emergency
Petition to Modify, Suspend, or Rescind Remedial Orders Pending Appeal of the Patent Trial and
Appeal Board’s Invalidation of Complainant Cisco Systems, Inc.’s U.S. Patent No. 6,377,577
and Request for Shortened Response Time and Expedited Consideration.

2 Declaration of Anshul Sadana in Support of Emergency Motion to Stay Enforcement of
Limited Exclusion Order and Cease and Desist Order.
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réstricting user access to the functiqnaﬁty in the Redesigned EOS is sufficient. The MRD
interpfets the term to require the former, finding insufficient the testimony of Arista’s expert, Dr.
Black, that “[u]sers can’t access” the furiction in the Redesigned EOS. MRD at 98 (citing Black
Tr. at 291:2-9).

We agréé with the MRD that the [ | ] ACL” function was not
téchnically ;‘remoyed” from the Redesigned EOS (as opposed to the Hardened Redesigned

EOS). As the MRD notes, Cisco’s expert, Dr. Almeroth, was [

Pl
]. MRD at 99 (citing Black Tr. at 293-296:2; RDX9000C-13).
Whether, however, Cisco’s expert’s [ |
] is sufficient to show infringement is a separate question, which we éddress infra.

b) Cisco is Required to Show Direct Infringement

Even accepting that the [ : ] ACL” functionality found to infringe in
the Underlying Investigation [ | ],
| Cisco must still satisfy its burden in showing that Arista’é customers have used the infringing
functibnality. See Scimea’, 261 F.3d at 1449 (party alleging infringement bears the burden of
- proof); 19 C.ER. § 210.37(a). |
Cisco contends that it need show onls;'fhat Arista has not removed the [

] ACL” function found to infringe in the Uﬁderlying Investigation. Cisco Cmm’t. at 9.

24 This version refers to the non-“Hardened” version. See MRD at 8-9.
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Cisco argues that “[iJmposing the burdén to prove actual use of the infringing features conflicts

with the statutory provision and rule governing modification proceedings.” Id. at 10 (citing 19

U.S.C. § 1337(k); 19 C.F.R. § 210.76)). Cisco contends that “the changed conditions of fact”

warranting institution of the modification proceeding “were Arista’s redesign, which Arista

: represented had removed the ibnfringing features.” Id. Cisco argues that the MRD’s finding that
the Redesigned Switches “continue to have the very functionality that was purportedly removed
... is a sufficient reason to modify the scope of the exclusion order to make clear this redesign is
excluded.” Id. at 11. Cisco further asserts that “Arista’s provision of the products with [the
infringing] functionality is plainly in violation of the Commission’s cease-and-desist order.” Id.

Arista argues that “Cisco conflates the standard for instituting a modification proceeding
and determining whether it is appropriate to modify existing remedial orders.” Arista Resp. at
15. We agree. Cisco points to no law that would authorize the Commission to determine
whether previously unadjudicated products fall within the scope of remedial orders without first
determining whéther those products infringe the relevant claims of the patent-at-issue. In fact,
the Commission has explicitly found that the issue is “whether the language of the claims reads
on the redesigned products as required under the standard two-part infringement analysis.”
Certain Network Devices, Related Software and Components Thereof (I), Inv. No. 337-TA-945
(Enforcement), Comm’n Order at (3) (Aug. 4, 2017); see MBO Labs, Inc v. Becton, Dickinson &
Co., 474 F.3d 1323, 1329 (Fed. Cir. 2007).
The relevant claims of the 577 patent are all method claims. See *577 patent at claims 1,

7,9, 10, and 15. A process or method claim is infringed only if each step of the claimed method
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is 'ﬁérformed. Muniauction, [ﬁc. v. Thomson Corp., 532 F.3d 1318, 1328 (Fed. Cir. 2008.). The
mere sale or importation of an apparatus capable of performing the patented method does not
cOﬁstitute infringemeﬁt. Joy T eéhs., Inc. v. Flakt, Inc., 6 F.3d 770, 775 (Fed. Cir. 19935. Cisco

| alleges that Arista is contributing to the infringement of or inducing its customers to infringe the
relevant claims of the "5 77 patent by practicing the method claims at issue.

¢) Imposition of Adverse Inference Sanction

The MRD notes that “[t]here was a discovery dispute over the production of documents
in Arista’s possession, custody or control containing communications that Arista provided to
customers after it redesigned its switches.” MRD at 111 n.55 (citing Dec. 8, 2017 Telephonic
Hearing Tr. at 18-20, Doc. ID No. 631471 (Dec. 8, 2017)). The MRD finds that Arista is
“precluded from arguing that there is no evidence of dire;:t infringement of the *577 patent based
on [ ] ACL’ functionality in the Redesigned Switches.” Id. at 113. The
MRD further finds thét “Arista’s behaviér” during discovery “has given rise to an adverse
inference that it communicates with it customers regarding ways touse [ ]
ACL’ functionality in switches running any version of EOS other than the redesigned versions.”
Id. The MRD declined, however, to draw aﬁ advérse inference concerning Arista’s Redesigned
Switches “because Arista has preseﬁted evidence that its Redesigned Switches [

] ACL’ functionality.” Id. The circumstances of the discovery
dispute are set forth below.
'On December 8, 2017, the ALJ held a teleconference as part of Cisco’s motion to compel |

from Arista, inter alia, documents related to Arista’s communication with its.customers
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cénceming the redeéigned switches. Order No. 12 at 2-3. Leading up to the teleconference,
Cisco submitted a letter to the ALJ explaining that, “[a] fter multiple meet and confers” with
Arista, “Arfsta had not produced a single communication with its customers or suppliers as of
December 7[, 2017].” Id. at Attachment 1 (Ltr. from Mr. Alper to Judge McNamara (Dec. 8,
2018) at 4) (emphasis in original)). According to Cisco, Arista never denied the existence of
such documents but, instead, delayed until two days before the teleconference to begin its search
- for responsive documents, though Cisco had served its discovery request a month prior. /d.
Cisco noted Arista’s argument that “its delay stem[med] from its request that Cisco provide
Arista with a set of search terms[,]” but contended that “Arista’s obligation to respond to relevant
discovery requests is not contingent on Cisco providing search terms.” Id. at 5. Even after
providing search terms, Cisco argued, Arista still “complained that the terms were too broad,
without providing a counter proposal.” Id.; see id. at 29 (Arista arguing that multiple rounds of
negotiation were necessary regarding the search terms). Cisco asserted that this cycle continued
at least once more, with Arista agreeing to begin its ~slearch with further revised terms Cisco
provided “with just a week left in discovery . . ..” Id. Cisco noted that Arista finally “produced
nearly 150,000 pages® of documents” early in the morning of the teleconference,?’ denying
Cisco the opportunity to conduct a meaniﬁgful review before the deposition of Arista’s corporate
witness, Mr. Sweeney, was due to begin. Id. During the teleconference,.Cisco contended that

“the ALJ held that Cisco was ‘entitled’ to documents responsive to [Cisco’s request for customer

- 25 Arista notes that it produced 144,978 pages of documents. /d. at 29.

26 Arista asserted that it produced these documents on December 7, 2017. Id.
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communications] and accepted Arista’s representation that if would provide Cisco with ‘Arista’s
search terms . . .b .” Cisco Mot. in limine No. 1 (Jan. 5,2018) at 2 (cifing EDIS Doc No. 629902
(Dec. 8, 2017 Teleconference Tr.) at 8:19-24, 11:11-23 (Déc. 12, 2017)); see also Arista Resp. at
30-31 (“the ALJ stated ‘I think Cisco is also entitled to this.””).

According to Arista, Cisco’s “sole complaint” during the teleconference regarding why it
had not yet reviewed the approximately 150,000 pages Arista had recently provided was because
it “did not ‘have any information about what terms [Arista had] actually run’ to identify the
| pages already produced.” Arista Resp. at 30 (citing (Dec. 8, 2017_Tr. at 10:3-13, 10:25-11:3).7
Arista notes that, “[i]n response, the ALJ ordered Arista to provide Cisco with its list of search
terms.” Id. (éiting Dec. 8, 2017 Tr. at 11:11-23). Arista contends that this was the only order it
received from the ALJ concerning the alleged customer communications regarding the
Redesigned Switches. Id. Arista asserts that “the ALJ acknowledged that Arista had already
produced the responsive documents to Cisco.” Id. (citing Dec. 8, 2017 Tr. at 12:7-8 (*You will

get the search terms today. You have your documents.”), 13:9-14 (“RFP 16, the
communications between Arista and the /third parties on the redesign. And that was my
.understanding—it was my understaxmlirzg7 that it was 150,000 documents that were produced
related to that . . ) (emphasis in Arista’s Resp.).

Cisco asserted that, after a further set of meet and confers, “Arista ultimately proposed

supplementing its production based on 16,535 documents that hit an expanded set of terms.”

27 Cisco actually stated that the lack of search terms was “part” of its difﬁculfy. Id. at 10:3.
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Cisco Mot. in limine No. 1 at 3; see also Arista Resp. at 30 (“During the meet and confer }
process, Arista tested modifications to Cisco’s search terms which hit on approximately 16,000
additional documents.”). Cisco argued that Arista ultimately refused to produce these
docunients, “demanding filat Cisco must agree to produce documents on prior art, domestic
industry, and customer communications.” Id. Arista asserts that Cisco subsequently “continued
to demand that Arista only use Cisco’s search terms which would have required a production of
an additional 194,000 emails.” Arista Resp. at 30. Arista contends that the parties reached an
impasse, and that “Cisco chose not te file a motion to compel during the discovery period.” Id.
at 31.

Cisco suBsequently moved in limine to preclude Arista from offering evidence or
argument on various issues on which Arista purportedly withheld relevant discovery, including
relevant communications between Arista and its customers on their use of the Redesigned
'Swiitches. In particular, Cisco alleged that “although Arista subsequently [identified to] Cisco []
mere than 16,000 customer communications using its own search terms, Arista has not produced
| fhe documents."’ Order No. 12 at 3. The ALJ granted Cisco’s motion, finding that, “to the extent
Arista seeks to argue that its allegedly redesigned products do not infringe, and is expecting to do
so by relying upon any documentation or other evidence . . . not produced to Cisco . . . Arista is
precluded from using it during the evidentiary hearing.” Id. at 11.

Arista acknowledges that the ALJ directed it “to produce some customer communications
and to provide search terms to Cisco.” Arista Cmm’t. at 79 ‘n. 17 (citing Dec. 8,2017 Tr. at

11:17-23). Arista argues, however, that it did, in fact produce the documents and that “Cisco
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ne'\:/er moved to compel any further discovery.” Id. Arista contends, therefore, that it was not
obligated to produce any additional documents. The ALJ explains, however, that she did, in fact,
order Arista to produce documents “regarding communications between Arista and third-parties,
‘such as customers and suppliers.”i Order No. 12 at 3 n. 2 (citing Dec. 8, 2017 Tr. at 8:19-22).
The ALJ elaborated that “while I was concerned that search terms were not unduly expansive
and . . . overly burdensome for Arista, that did not change the fact that Arista was ordered to
produce all available responsive documents that were relevant, not simply the search terms as
Arista argues.” Id. Thus, the ALJ concluded, “[t]he import of af least part of the discussion was
that while Aristé had produced some 140,000 documents, there might be others that Arista was
required to produce.” Id. The ALJ reiterated her decision at the evidentiary hearing. Tr. at 26:11-
27:2 (“What is absolutely clear is that Cisco was entitled to customer information . . . what I was
trying to do was narrow the scope of the search terms so that Arista was not overburdened
....”). Only after the evid¢ntiary hearing did Arista produce the additional 16,000 documents.
See Arista Cmm’t. at 79; Cisco Resp. at 55.

Arista asserts in its comments to the Commission that it “never violated any discovery
order, that Cisco never moved to compel any further production, that Arista produced all
- responsive customer communications concerning the redesign that it found during discovery, and
thaf the adverse inference and preclusion recommended by the ALJ is legal error.” Arista Resp.
at 33. Arista further argues that, as Cisco has acknowledged, “none of the [16,000] documents
wés a customer comm;mication concerning the redesign or any means of [

] ACLSs on the redesigned switches.” Id. at 33-34 (citing Exh. 3 (Decl. of Richard Pell) at
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€9 4-5); see also Ariéta Cmm’t. at Ex. G (2/8/2018 J. Homrig Ltr. to A. Alper).

The question of whether Arista violated the ALJ’s oral discovery order and the
substantive content of the evidence of record are two different issues. Based on a review of this
procedural background, we can find no error in the MRD’s finding that Arista violated her
discovery order. Aristé decided without justification not to produce the set of approximately
16,000 documents at iésue. Arista was directed to produce all documents responsive to RFP 16

- during the December 8, 2017 teleconference. To the extent Arista may have been unsure
whether it was required to produce the additional 16,000 documents that it located, it should
have reached out to the ALJ and sought guidance as to whether it was obligated to produce those
documents. Moreover, once the ALJ issued Order No. 12, Arista was under no illusion as to
how the ALJ understood her instructions from the December 8, 2017 teleconference. But, rather
than immediately peruce the. documents before the evidentiary hearing, Arista still declined to
do so.

The Commiséion therefore ﬁnds as a sanction that the ALJ was correct in ruling that
Arista is precluded from relying on any of documents not produced before the evidentiary
hearing in arguing that there is no evidence of direct infringement of the *577 patent based on
[ - ] ACL’ functionality in the Redesigned Switches. MRD at 113; Order No. |
12 at 11. Moreover, the Commission adopts the MRD’s finding that “Arista’s behavior has
givén rise to an adverse inference that it communicates with its customers regarding [

] ACL ﬁlnctionality.”'l.d.; 19 C.F.R. § 210.33(b).

We do, however, agree with Cisco that limiting the application of the adverse inference to
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[ | ' ] does not appear to
align with the discovery misconduct found by the ALJ. MRD at 113. Rather, as Cisco asserts,
its document request pertained to the operation of Arista’s fedesigned switches. Cisco Cmm’t. at
'13-14. Based on the procedural background of this dispute and the context of the ALJ’s
diséussion of this issué in the MRD, we conclude that the adverse inference applies to the

redesigned versions. In our view, however, the evidence in the record does show, as the MRD
finds, that Arista has successfully rebutted the inference drawn against it, as we discuss below.
d) Cisco Failed to Show that Arista’s Redesigned Switches Infringe

Based on Customer Use of [ ] ACL”
Functionality

A tribunai, such as the Commissioﬁ, “may properly draw an adverse inference when a
party engages in discovery abuses eveﬁ When no particular piece of evidence is missing,
destroyed, or untimely produced.” See Regeneron Pharm., Inc. v. Merus N.V., 864 F.3d 1343,
1363 (Fed. Cir. 2017) (citing Residential Funding Corp. v. DeGeorge Fin. Corp., 306 F.3d 99,
107 (2d Cir. 2002)). As Cisco notes, “an adverse inference should serve the function, insofar as
possible, of restoring the prejudiced party to the same position he would have been in” had the
misconduct not occurred. Cisco Cmm’t. at 14 (citing Kronish v. United States, 150 F.3d 112,
126 (2d Cir. 1998), overruled on otﬁer grounds, Rotella v. Wood, 528 U.S. 549 (2000)).

A finding of adverse inference against Arista therefore means restoring Cisco to its
N “previous evidentiary position” absent Arista’s withholding of the 16,000 documents that Arista
produced only after the evidentiafy hearing. Accordingly, and in keeping with the ALJ’s Order

No. 12, Arista may not rely on those documents. In addition, Arista may not argue that those
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décuments do not contain relevant customer communications.

Despite the imposition of the adyerse inference sanction, Cisco still retains the burden of
proof on infringement. As the Federal Circuit has explained, any adverse inference “completely
Vanishés upon the introduction of evidence sufficient to support a finding of the nonexistence of
the presumed. fact.” A.C. Aukerman Co. v..R.‘L. Chaides Constr. Co., 960 F.2d 1020, 1037 (Fed.
Cir.1992), abrogated on other grounds, S_CA Hygiene Products Aktiebolag v. First Quality Baby
Prods., LLC, 137 S. Ct. 954 (2017). Therefore, even assuming that the documents Arista
belatedly produced contain relevant customer communications regarding Arista’s Redesigned
| Switches, Cisco must still show that Arista’s customers have actually used the [

] ACL” functionality in [the] Redesigned Switches. As the MRD finds, Cisco has failed
to do so. MRD at 113. More specifically, Arista has shown that it has taken reasonable steps to
ensure that its customers cannot utilize the [ -] ACL functionality in [the]
Redesigned Switches. Furthermore, the evidence shows that Arista has taken steps to discourage
[ ] with thé Redesigned Switches, such as [ ] by Cisco’s expert Dr.
Almeroth.

Cisco asserts that “an Arista customercould [ ]ACLs. ..
[and] would be able to determine how to do so without any hélp from Arista.” Cisco Cmm’t. ét

17. Specifically, Cisco contends that “Dr. Almeroth followed the Arista configuration

- instructions to [

], and, thus,
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[ ', - ] ACL” functionality. Id. at 17-18.

Dr. Almeroth testified that he relied pﬁm’arily ona publicly available Arista document
entitled “Customizing EOS CLI — Pérse'r 101”7 (JX-9017) in [ ' ].” Almeroth
Tr. at 114:17-23; CDX-9603C-21. Cisco ésserts that Dr. Almeroth “relied exclusively on
instructions that Arista prQVides to its customers on how to access configuration files for EOS
software, such as the [ Iadl 1.
Cisco Cmm’t. at 18 (citing CDX-9003C-20-22; JX-9017 at 1). When asked to explain how he
[ : ] Dr. Almeroth testified as follows:

So [CDX-9003C at] slide 22, there’s | ] that’s
referenced in JX-9017. In fact, could you go back 9 to slide 21. It says
here in the middle, user live [P]ython 2.6, site packages and then there’s a
CLI plug-in directory. '

If you go to slide 22 this [
: ] specifically referenced in this
document. There’s [ ] that are shown on demonstrative 22. The [
- J,and I[
] and then [ o

_ . . ]. And that
testing is described in CX-9141C at 17 through 29.

Almeroth Tr. at 115:5-21; see also CDX-9003C-21:

2 Dr. Almeroth explained that Python is a programming language, i.e., a source code file
containing configuration information. Almeroth Tr. at 115-1:4.
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b
CDX-9003C-22:

[

]

Dr. Almeroth admitted, however, that he was [ , ], which [

], due to his involvement in this
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céée. Almeroth Tr. at '183:3-7; Arista Resp. at 10;.see alsq MRD at 111 (finding that “Dr.
Almeroth was in a unique position [ o 1.°7).

Arista contends that the [ ~]” Dr. Almeroth used is known as “[

],” which involves “[ |
. ].” Arista Resp. at 8 (citing Black Tr. at 293:15—
295:23). Arista argues that Dr. Almeroth would not have been able to [ ] without
access to Arista’s conﬁdéntial information because ““[
].” Arista Resp. at 10 (citing Black 296:3-297; RX-9001C at Q/A 347; CX-9201C

(Holbrook Dep. at 85:9-86:1, 284:13-285:24). Specifically, Arista contends that “Dr. Almeroth

relied on the secret knowledge he gained from Arista in discovery concerning [

/

] ACL functionality.” Id. (citing Almeroth Tr. at 18:3-7;
Bléck 296:3-297:8; CPX-9047C [ ]. |
Arista’s corporate witness, Mr. Sweeney,? explained that:
In the ﬁr_st place, we [ |
‘ ]. The purpose of [
], and we do not [
], and even the

]. Our customers cannot [

29 Adam Sweeney is a Vice President of Software Engineering for Arista. RX-9001C at Q/A 1.
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RX-9001C at Q/A 347. Arista’s expert, Dr. Black, further explained that:

In order to [

_ ]. And I
don’t think you could plausibly just guess at it. You have to
understand how the whole thing works.

Black Tr. at 296:12-23. Dr. Almeroth also admitted at the evidentiary hearing that the CLI
“Parser 101 document on which he relied (JX-9017) does not. [

].” Almeroth Tr. at 181:24-182:2 (“Q. There’s no
reference in fhis liet of files to [ 1?7 A No.I It doesn’t [list] that [ ]
specifically.”). Moreover,- Arista asserts that it “épeciﬁcally prohibits [ ] by its
End User License Agreement [EULA].” Id. (citing Black Tr. at 300:1-12; RX-9269C (EULA)).

Based on the evidence, the Commission adopts the MRD’s finding that Cisco has failed
to show that Arista’s customers would be able to [ ] using publicly
~ available information. MRD at 111. Moreover, the evidence shows that Arista has taken
precautionsto[ - | ' ] ACL” functionality in the
Redesigned Switches running Redesigned E0S.3°

Cisco also asserts that [

30 Again, Cisco does not assert that Redesigned Switches running Hardened Redesigned EOS are
susceptible to [ ]. See id. at 114.
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]. MRD at 114; see also Cisco CM’t. at 17, 18.
The MRD finds, however, that [
]. Id. (citing CBr. at 39; RRBr: at 2, 34 (citing Black Tr. at 298:19-
299:25; RX-9019C; RX-9020C; RX-9021C); see also id. at 110 n.54. Tn its comment to the
Commission, Cisco contihues to assert that [
]. Cisco Cmm’t. at 17, 18. Cisco does not, however,
dispute the MRD’s finding that [
13! See id. at 17 (noting that [
1); see also MRD at ii
n.‘l (specifying the accused switch models). The MRD expllains that the Redesigned Switches at
issue “include only [V : |
].” MRD at 8. As the MRD correctly finds, Arista’s legacy switches are not at issue
in this modification proceeding.>? |
Based on the preceding discussion, the Commission finds that Cisco has failed to show

by a preponderance of the evidence that Arista’s customers haveused [ ]

31 Arista acknowledges that its [
] hardware, which will [ - ]ACLs....” Arista Resp. at
23 (citing Black Tr. at 291:10-292:18; RDX9000C 10). ’

- 32 Arista admits that it “[ | :
' ]. Arista Resp. at 13. The Redesigned Switches support only
the [
]. Arista Post-Hearing Br. at 33, Appx. C see also RX-9001C (1/5/ 18 Sweeney Wltness
Statement) at Q/A 32-33, 338 (“|
].”); Black
Tr. at 291:10-292:18; RDX-9000C-10. ‘
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ACL” functionality in the Redesigned Switches.
b. Filtered Port Mirroring Functionality
1) MRD |

Separate and apart from the [ ] ACL” functionality, Cisco also
accuses the filtered port mirroring functionality in the Redesigned Switches of infringing the
relevant claims of the 577 patent. The MRD notes that filtered port mirroring functionality was
available in Arista’s legacy switches. MRD at 114 n. 57. The MRD further notes that, although
filtered port mirroring was present in Arista’s legacy switches accused in the Underlying
Investigation, “Cisco did not specifically accuse filtered port mirroring of infringement in the
Underlying InVeStigation, as requiréd by Ground Rule 11.2.” Id. at 133%; see also id. at 101
n.51. The ALJ, however, denied Arista’s “motion in limine to preclude Cisco from proffering
evidence of infringemer;t by filtered port mirroring because that functionality was not
specifically accused in the Underlying Investigation[,]” finding that Cisco “raised a legitimate
fact issue over whether filtered port mirroring in [the] Redesigned Switches was identical in
operation to filtered poft mirror in legacy switches . . ..” Id. 114 n.57 (citing Opp’n at 5-10
(EDIS Doc No. 633702) (Jan..l2, 2018); Order No. 11 at 10 (EDIS Doc No. 634262) (Jan. 19,

2018)).

33 Ground Rule 11.2, which governs pre-hearing briefs, states that “[a]ny contentions not set
forth with the level of particularity required herein shall be deemed abandoned or withdrawn,
except for contentions of which a party is not aware and could not have been aware in the
exercise of reasonable diligence at the time of filing the pre-hearing brief.” Inv. No. 945, Order
No. 2 (Ground Rule 11.2) (Feb. 2, 2015).

36



PUBLIC VERSION

The MRD describes filtered port mirroring as follows:

Filtered port mirroring is a feature in Arista’s Redesigned Switches
that creates a copy of selected packets passing through a port and sends
the copy to one or more “mirror ports.” (Tr. (Black) at 303:16- 304:3,
304:9-305:12; RX-9001C (Sweeney Witness Statement) at Q/A 294, 302-
03.). The “filtered” in filtered port mirroring refers to the selection of
packets for mirroring using an ACL. (/d.). If a packet is selected for
mirroring, a Redesigned Switch [

]. If a packet is not so selected, [ ] because,
conceptually, [ o
). (Tr. (Black) at 303:16-304:3, 304:9-305:12;
RX-9001C (Sweeney Witness Statement) at Q/A 306-12.). Filtered port
mirroring does not [ ]; instead it merely [
]. (1d.). Notwithstanding a mirroring
determination, the original packet [

]. (Id.). Filtered port mirroring does not, and
cannot, [

, ]; it’s only concern is mirroring. (Tr.
(Almeroth) at 192:8-23 (2018 Hearing); Tr. (Black) at 303:16-304:3,
304:9-305:12; RX-9001C (Sweeney Witness Statement) at Q/A 306-12;
CX-9201C (Holbrook Dep. Tr.) at 282:5-284:12.).

Filtered port mirroring operates by initiating a port mirroring session.
(IX-9020 at 742.). “A mirror session correlates a set of source ports to a
[mirrored] destination port.” (/d. at 740.). [

]. (Tr.
(Almeroth) at 108:18-110:5, 118:22-120:11, 124:1-24, 190:11-24; Tr.
(Black) at 328:16-329:6, 329:18-330:10.). The source device, destination
device, or both, can be specified in the port mirroring ACL. (Tr.
" (Almeroth) at 108:13-25, 109:13-25, 120:15-121:8, 169:25-170:2 (2018
Hearing); CDX-9003C-10; Tr. (Black) at 332:2-10.).

Id. at 102-103.
Cisco argued that “[
1.7 Id. at 103. Speciﬁcally, Ciséo asserted
that: (1) “[pJort mirroring ACLs are created through the same ‘access list’ command that was
found in the 945 Investigation to generate the infringing TCAM ACLs”; (2) “[p]ort mirroring
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ACLs also utilize the [ | Jasthe] , 1
and (3) “port mirroring ACLs use the same infringing [
1.7 Id.
Arista argued that the ACLs used in the accused filtered port mirroring functionality are
nét used for “access control” because, rather than being used as “source-destination permit-deny
ACLs,” they are instead used as a “packet classification ACL . . ..” Id. at 104 (citing JX-9023C

(Maltz Decl.” at 2, 10 (“[

170
Black Tr. at 310:10-311:2). Arista’s expert, Dr. Black, explained that “the [
]” are different wilen a f‘[
]” is applied versus wheh [ .‘ _ -] Id. (citing Biaék Tr. at 306:18;

308:10; RDX9000C-31-33). Specifically, Dr. Black explained that “[w]hen a ‘source-
destination permit-deny ACL’ was applied, the [ |
]—that is, the [
| 1.7 Id. at 104-105 |

(citing Black Tr. at 322:25-323:2 (“Q. [

]; correct? A. That’s correct.”; RDX-9000C-31 (depicting RX-9632C
(Black/Sweﬁ:ny Test Output))). By contrast, br. Black explained, “when filtered port mirroring
was appvlied, the ‘[ ) 1.7 Id. at 105-106 (citing Black
Tr. at 329:18-330:4 (“Q. - [ |

] ... A Well, [
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1.7), 325:17-21, 328:24-330:10; JX-9020 (Arista User Guide
Arista EOS version 4.20.1F 16 November 2017) at 742; Almeroth Tr. at 124:1-125:20; RDX-
9000C-32 (depicting RX-9029C (Black/Sweeny Test Output))).

The MRD notes that, in the Underlying Investigaﬁon, “the Parties agreed that ‘access
control should possess its plain and ordinary meaning.” Id. at 115 (citing Markman Order at 12;
Final ID at 129). The MRD explains that the ‘557 patent defines “access control” as follows:

In a computer network for transmitting information, messages can be

restricted from being transmitted from selected source devices to selected

destination devices. In known computer networks, this form of restriction

is known as ‘access control’ and is performed by routers, which route

messages (in the form of individual packets of information) from source
devices to destination devices.

Id.l at 115-116 (emphasis in original) (citing *577 patent at 1:4-10; Almeroth Tr. at 168:8-20;
Almeroth Tr. 2965:5-9 (945 Violation) (explaining that “access control” requires some
semblance of packet policing or control over packet movement)). The MRD notes that
“[t]ellingly, in the Underlying Investigation, [ ] packet trmsﬁission were
the only functions Dr. Almeroth and Stéff identified as satisfying the ‘access control’ limitation
in Arista’s accused products.” Id. at 116 (citing Final ID at 132). As such, the MRD finds,
“access control” involves control of packet movement from a source to a destination such that
“[a]long the way,. its transmission can be restricted.” Id. at 118-119.34 The MRD also finds that

the “access result” limitation recited in the relevant claims “flows directly from the ‘access

34 The ALJ rejected Arista’s assertion that “access control” requires “checking the source address
and/or destination address of the packet against access control rules that determine whether that
source is permitted to send packets to that destination,” noting that the claims are broader than
Arista’s narrow interpretation. /d. at 116-117.
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control” limitation such that, failing to satisfy the “access control” limitation a fortiori fails to
satisfy the “access result’; limitation. Id. at 25-26 (citing *577 patent at 7:40-46 (claim 1)
(“matching matchable information, said matchable information being responsive to said packet
label, with said set of access control patterns ... selecting at least one of said matches in response
to said priority information, and generating an access result.”); Almeroth Tr. at 167:16-19; Black
Tr. at 301:8-15).
The MRD finds that, “[u]nlike [ ] ACL’ functionality, filtered port

mirroring does not [ ]” but instead “[

].” Id. at 106 (citing Black Tr. at 303:16-304:3, 304:9—305:12; RX-9001C
(Sweeney Witness Statement) at Q/A 306-12); The MRD notes that “[nJowhere does the *577
patent associate ‘access control’ of a packet with restricting the [ ], as opposed
to restricting the transmission of a packet.” Id. at 119. Rather, the MRD finds, the “’577 patent
is silent on using ACLs to [ ] a packet” and is equally “silent on using ACLs to

[ ], such that [

1.7 Id. ét 119-120.

The MRD finds that the evidence shows that “persons of ordinary skill in the art view
ﬁltered_ port mirroring as fundamentally diffe;ent from ‘access control.”” Id. at 120 (citing Black
Tr. at 303:16-304:8). Specifically, the MRD notes the following testimony:
| “[Fliltered port mirroring never ‘[

] and never “[ '

_ ~].” (RBr. at 42-43 (citing Tr.
(Black) at 305:13-24, 308:20-309:11).). Filtered port mirroring does not,
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and cannot, determine whether the sender of the original packet is
permitted to send that packet to its destination. (Tr. (Almeroth) at 192:8-
23 (2018 Hearing); Tr. (Black) at 303:16-304:3, 304:9-305:12; (RX-
9001C (Sweeney Witness Statement) at Q/A 306-12).). “[

1.” (RX-9001C (Sweeney
Witness Statement) at Q/A 240.).

- Id. The MRD finds thaﬁ “Dr. Almeroth’s, Dr. Sweeney"s and Dr.‘ Blaék’s explanations of filtered
port mirroring is consistent with evidence that, notwithstanding the éppearance of ‘access
control’ in the term ‘access control lists,” such lists (abbreviated as ACLs) perform more than
just traditional ‘acceés -control.-”’ Id. (citing RDX-9000C-8 (Cisco materials distinguishing
between the use of the term ACL and access control)). The MRD further notes that Dr. David
Maltz, a [

1.7 Id. at 120-212 (citing JX-9023C (Maltz Decl.
at 2, 10).

The MRD posits that “filtered port mirroring functionality could be designed [

]” and that such a process “would entail transmission
restriction as taught by the *577 patent.” Id. at 121 (citing Black Tr. at 329:13-17). Thé MRD
conchides, however, that filtered port mirroring does not work in that manner in the Redesigned
Switches. Id.. Rather, the MRD finds, the . ] the one described in the *577
patent’s speciﬁcétion, [ ' ].” Id. (citing Black
Tr. at 305:13-24, 308:20-309:11). The MRD explains that “filtered port mirroring ACLs do not

[ : - ]” but instead “[
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].” Id. at 121-122 (citing Black Tr. at 303:20-
306:17,305:13-24, 329:13-17). The MRD therefore concludes that “the filtered port mirroring
ﬁinc‘tibnality of the Redesigned Switches does not.practice ‘access control’ as required by each
of the asserted claims . . . because the functionality [

].” Id. at 122 (emphasis in ofiginal).

The MRD also performed a claim-by-claim analysis. In particular, the MRD finds that,
except for the filtered port mirroring functionality failing to satisfy the “access control” and
“access result” limitation, Cisco has shown that tile Redesigned Switches practice all of the other
l.imitatiohs of claim 1 of the *577 patent except for the “making a routing decision” limitation.
Id. at 124-125. Regarding the limitation “making a routing decision in response to said access
result,” the MRD finds that, in addition to failing to satisfy the “access result” limitation,
Redesigned Switches using the filtered port mirror functionality decide “[

| ]” not how to route an existing packet. Id. at 126.

The MRD further finds that, absent “éccess control” and “access result,” the Redesigned
Switches using the filtered port mirror funétionality satisfy the limitations recited in dependent
claims 7, 9, and 10. Id. at 126-127. The MRD finds, however, that Cisco failed to satisfy the
limitation “said routing decision includes permitting or denying access for said packet” recited in
dependent claim 15. Id. at 127. Specifically, the MRD finds that the port mirroring functionality -
“I | ]” but rather “[

17 Id.
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2) Discussivon‘
a) | Claim Construction: “access control”/“access result”3’

Cisco asserts that the MRD’s finding that the filtered port mirrdring functionality in the
Redesigned Switches does not infringe the relevant claims of the 577 patent “rests entirely on
the [M]RD’s narrow cohstruction of the term ‘access confrol’ (and the related term ‘access
result’) .. ..” Cisco C_mm’t. at 20. Cisco notes that, in the Underlying Investigation, the parties
agreed to give those ternis “their plain and ordinary meaning,” which the Commission
interpreted to mean “restricting the éransmission of information from specified source devices to
specified destination devices.” Id. at 23 (citing Inv. No. 945, Comm’n Op. at 22). Cisco argues
that the MRD improperly adds “an additional restriction by requiring access control to restrict a
packet [ ], as opposed to [

].” Id. (emphasis in original) (citing MRD at 119, 122); see also id. at 24-25
(citing *577 patent at 1:4-9).
Cisco asserts that the language of the relevant claims of the 577 patent do not require
that “access cbntrol” and the subsequent “access result” “be applied only to [
], let alone that the ‘access result’ cannot be used to [
], as in the case of port mirroring ACLs.” Id. at 23-24
(citing Almeroth Tr. at 120:15-121:8, 128:15-129:1, 190:16-24). Cisco argues that “the claimed

requirement that a ‘routing decision’ occur in response to the access result is silent on these

35 Arista does not allege before the Commission that Cisco is precluded from asserting this
infringement theory under claim preclusion or any other preclusion doctrine — therefore the
Commission does not decide that issue.
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issues, and is equall‘y applicable to a [
1” Id. at 24 (citing Almeroth Tr. at
190:11-24). Nor, ‘Cisco asserts, “does the patent exclude from ‘access control’ restricting a
packet from [ ], while allowing it [ : ]. Rather, a
plain reading covers, for instance, [
].” Id. at 25 (citing Almeroth Tr.
at 124:1-125:15, 190:11-24).

As Cisco acknowledges, the Commission construed the term “access control” consistent
with its plain and ordinary meaning to mean “restricting the transmission of information from
speciﬁed source devices to specified destination devices.” Inv. No. 945, Comm’n Op. at 22.
Nowhere in that construction, in the claim language, or in the specification of the *577 patent is
- there a mention of [ o ] as opposed to packet transmission. As the MRD
notes, “in the Underlying Investigation, permitting and denying packet transmission were the
only functions Dr. Almeroth and [OUII] identifies as satisfying the ‘access control’ limitation in
Afista’s accused products.” MRD at 116. As such, we do not find that fhe MRD erred in
construing the terms “access control” and “access resul’;” o'r, indeed, that the MRD construes
those terms at all instead of simply applying the construction from the Underlying Investigation
as was appropriate. | |

We do“note, however, the MRD’s statement that “[i]nherent in the notion of transmission
is movement of a thing (in this case, a packet) from a source and to a destinatio‘n.” MRD at 119

(citing *577 patent at 1:4 (“[i]n a computer network for transmitting information . . . .”)).
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_ Speciﬁcally, the MRD overreaches in additionally stating that “[a] packet leaves and, sometime
later, the packet arrives. Along the way, its transmission can be restricted.” Id. (emphasis
added). We agree with Cisco that there is no requirement in the claims or the specification of
the *577 patent that would require “access control to restrict a packet while it is being

| traﬁsmitted, és opposed to [ - | 1. Cisco
Cmm’t. at 23 (emphasis in original).

Cisco also accuses the MRD of improperly comparing the specification of the *577 patent
to the accused products. /d. at 26 (citing MRD at 119 (finding that “[n] 6where does the *577
patent associate ‘access control’ ofa packet with restricting the [ ], as opposed
to restricting the transmission of a packet.”)). The MRD, however, appropriately looked to the
specification to determine whether the intrinsic evidenge supported Cisco’s new interpretation of
tﬁe scope of the claim language, where the Corﬁmission found i‘n the Underlying Investigation
that the term “access cdntrol” concerned only packet transmission. See Phillips, 415 F.3d at
1315 (explaining that “the specification is always highly relevant to the claims construction
analysis” and is usually dispositive).

Neifher, as Cisco alleges, does the MRD rely on extrinsic evidence to contradict the
intrinsic record. Cisco Cmm’t. at 26-27. Rather, the MRD examines the testimony of various
experts to understand the backdrop of how filtered port mirroring operates, and then properly
compares that understanding with the Commission’s construction of “access control.” MRD at
120-121. Again, the MRD never reconstrues the claim limitation, but merely applies the

Commission’s construction, which Cisco did not contest in the Underlying Investigation.
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b) Filtered Port Mirroring Does Not Infringe the Relevant Claims of
the °577 Patent

The operation of the filtered port mirroring function in Arista’s Redesigned Switches is

undisputed. See MRD at 102-103. A packet is selected for mirroring based on an ACL. /d. at

102. If the packet is selected, a Redesigned Switch [ Jto
the mirror port. Id. If a packet is not selected, [ ]. Id. Either way, the original
packet [

' ]as if the filtered port mirroring feature did not exist. Id. The ACL is not used to
determine [ : ]. Id. at 120; see Almeroth Tr. at 192:8-
12 (“Q. The port mirroring access list [] never [

]. Isn’t that true, Doctor? A. That’s correct. It doesn’t have to [in Order]
to meet the claim.”). Rather, if the packet is mirrored, the packet copy is automatically sent to
the mirrored destination port. Id. at 118; Cisco Cmm’t. at 21 (“as the [M]RD expressly found, a
match on a permit rule ‘implicitly grants access of the packet copy to the mirrored destination
port’™) (emphasis in original); see also Black Tr. at 329:7-17 (“Q. And then if I apply an ACL —
so that now I’m doing filtered port mirroring . . . If [ ]...a[

], correct? A. I;c’s true that the [
], and since it | ].'It 's not |
| ]. That’s one way you could do it, but thé Arista product doesn’t
work that way.”) (emphasis added).
Cisco asserts that the relevant claims of the *577 patent cover “preventing the feplication

of a packet for transmission to a destination as that necessarily restricts the packet’s
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transmission.” Cisco Cmm’t. at 25 (citing Almeroth Tr. at 124: 1—1 25:15, 190:11-24). However,
as discussed above, the “access control” limitation concerns restricting “transmission” of
packets, not [ o ]. Cisco does not dispute that, [

]. While the MRD states that, as a
hypothetical, ‘;[ :

] ... would entail transmission restriction as taught by the *577 patent[,]” the

MRD explained immediately after posing the hypothetical that “[t]hat is not how filtered port
mirroring works in the Redesigned Switches.” MRD at 121. Cisco’s insistence that transmission
restriction can be performed on [ ] (Cisco Cmm’t. at 24) is based
solely on its strained interpretation of the claim laﬁguage, which does not comport with the

Commission’s construction of “access control.” Neither does Cisco dispute that the |

]

Based on the preceding discussion, the Commission adopts the MRD finding that the
filtered port mirroring. functionality in Arista’s Redesigned Switches does not practice “access
control” or, by necessity, the “access result” limitations recited in independent claim 1 of
the 577 patent, and therefore, does not practice any of the relevant claims of the 577 patent, i.e.
claims 1,7, 9, 10-and 15.‘ MRD at 123-128.

Arista argﬁes that the MRD incorrectly ﬁndé that, absent the “access control” limitation,
the Redesigned Switches would prac‘;ice the additional limitations recited in dependent claims 9

and 10. Arista Cmm’t. Aat 83. Because we find that the Redesigned Switches do not infringe
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independent,claim 1, we need not reach this issue. See Beloit Corp. v. Valmet Oy, 742 F.2d
; 14_21, 1423 (Fed. Cir. 1984).
c. Indirect Infringement

) Cisco asserted that Arista indirectly infringes the relevant claims of the 577 patent by
inducing of contributing to the direct infringement of those claims by its customers. MRD at
1.25.3. The MRD finds that Cisco has failed to prove the prerequisite of direct infringement. Id. at |
129-130. Specifically, the MRD finds “no evidence that any customer ever used [

] ACLs’ in [the] Redesigned Switches, notwithstanding Dr. Almeroth’s

[ ].” Id. at 129 (citing Black Tr. at
297:20-299:25; RX-9001C (Sweeney Witness) at Q/A 340-45). The MRD further finds that,

although “Cisco has demonstrated that [

]” Cisco has not shown that the filtered port mirror
functionality practices the relevant claims of the *577 patent. Id. 129-130 (citing Almeroth) at
131:8-16, 130:21;131:16; JX-9023C at 9-10; CPX-9101 at line 1709; CX;9201C at 113:12-19;
CX-9199C at 142:3-19; CX-9120C at 1-4 [ J; CX-9113C [ |

]; CX-9119C [ ]. .
Because the Commission finds that Cisco has failed to show that Arista’s Redesigned
Switches directly infringe the relevant claims of the 577 patent using either the [
] ACL” function or filtered port mirroring, there can be no finding of
indirect infringement. Spansion, Inc., 629 F.3d at 1353 (noting that a finding of 'contributory

infringement requires a prerequisite finding of direct infringement); ACCO Brands, 501 F.3d at
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1313 (noting a finding of induced infringement requires a prerequisite finding of direct
infringement). Accordingly, the Commission has determined not to reach the issue of indirect
infringement. Beloit, 742 F.2d at 1423.

4. Modification Relief -

The MRD recommends that the remedial orders “against Arista be modified or rescinded
with respéct to” the *577 patent in keeping with the MRD’s recommended finding that Arista’s
Redesigned Switches do not infringe the 577 patent. MRD at 136. Cisco contends that
rescission is not appropriate “because rescission would permit Arista to, inter alia, import and
sell legacy products found to infringe in the Underlying Investigation.” Cisco Cmm’t. at 37. We
agree. The fact that Arista’s Redesigned Products do not infringe does not moot the
Commission’s previous finding of violation, which served as the basis for the Commission’s
" issuance of the remedial» 6rders. Rather, rescissioﬂ would be justified, for example, in view of
the PTO cancelling the relevant claims of the *577 patent, the‘patent’s expiration®; or a
settlement agreement between the parties that authorized Arista to import switches that practice
" the relevant claims of fhc ’577 patent.

Regarding the scope of the modification to the remedial orders, the Commission has
explained that, as a result of a modification proceeding to determine whether a redesigned
product falls within the scope of an existing remedial order(s), the Commission will “evaluate

the claim and, if appropriate, modify the order to specifically exempt the redesigned or new

36 The *577 patent will expire on June 30, 2018.
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product._”37 Accordingly, the Commission has determined to modify the remedial orders issued
in the Underlying Investigation to exempt the Redesigﬁed Switches running both the Redesigned
EOS and Hardened Redesigned EOS. See supra at Section II1.B.2.

IV. CONCLUSION

The Commission finds that Cisco has failed to show that Arista’s Redesigned Switches
running both the Redesigned EOS and Hardened Redesigned EOS infringe the relevant claims of
the *577 patent and declines to reach the issue of whether Arista has indirectly infringed those
claims. The Commission has determined to modify the remedial orders issued in the Underlying
Investigation to exempt the Redesigned Switches.

The Commission has further determined to s'uspend the modification proceeding with
réspect to the *668 patent. Arista’s motion to stay the modification proceeding as to the *668

- patent is denied as moot in light of tﬁe Commission’s prior suspension of the remedial orders
- with respect to the *668 patent. |

By order of the Commission.

Lisa R. Barton
Secretary to the Commission

Issued: July 12,2018
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37<Pjlot Program Will Test Expedited Procedures for USITC Modification and Advisory
Opinion Proceedings”

(https://www.usitc. gov/press_room/featured_news/pﬂot _program_will_test expedited procedur
. es_usitc.htm)
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UNITED STATES INTERNATIONAL TRADE COMMISSION
Washington, D.C.

~ In the Matter of

CERTAIN NETWORK DEVICES,
RELATED SOFTWARE AND Investigation No. 337-TA-945
COMPONENTS THEREOF (II)

NOTICE OF COMMISSION DETERMINATION TO DENY RESPONDENT’S
PETITIONS TO SUSPEND OR TEMPORARILY RESCIND REMEDIAL ORDERS

AGENCY: U.S. International Trade Commission.
ACTION: Notice.

SUMMARY: Notice is hereby given that the U.S. International Trade Commission has
determined to deny the petitions of respondent Arista Networks Inc. (“Arista”) to suspend or
temporarily rescind the limited exclusion order (“LEO”) and cease and desist order (“CDO”)
issued in the above-captioned investigation pending appeal of the Patent Trial and Appeal
Board’s infer partes review final written decisions finding unpatentable the claims of U.S. Patent
Nos. 7,224,668 (“the 668 patent”) and 6,377,577 (“the *577 patent) that the Commission found
to be infringed.

FOR FURTHER INFORMATION CONTACT: Megan M. Valentine, Office of the General
Counsel, U.S. International Trade Commission, 500 E Street, S.W., Washington, D.C. 20436,
telephone (202) 708-2301. Copies of non-confidential documents filed in connection with this
investigation are or will be available for inspection during official business hours (8:45 a.m. to
5:15 p.m.) in the Office of the Secretary, U.S. International Trade Commission, 500 E Street,
S.W., Washington, D.C. 20436, telephone (202) 205-2000. General information concerning the
Commission may also be obtained by accessing its Internet server at https.//wwiw. usitc. gov. The
public record for this investigation may be viewed on the Commission’s electronic docket (EDIS)
at https.//edis.usitc.gov. Hearing-impaired persons are advised that information on this matter can
be obtained by contacting the Commission’s TDD terminal on (202) 205-1810.

SUPPLEMENTARY INFORMATION: The Commission instituted this investigation on
January 27, 2015, based on a Complaint filed by Cisco Systems, Inc. of San Jose, California
(“Cisco”). 80 FR 4313-14 (Jan. 27, 2015). The Complaint alleges violations of section 337 of
the Tariff Act of 1930, as amended, 19 U.S.C. § 1337, in the sale for importation, importation,
and sale within the United States after importation of certain network devices, related software
and components thereof by reason of infringement of certain claims of U.S. Patent Nos.
7,023,853; the *577 patent; 7,460,492; 7,061,875; the *668 patent; and 8,051,211. The
Complaint further alleges the existence of a domestic industry. The Commission’s Notice of
Investigation named Arista as respondent. The Office of Unfair Import Investigations (“OUII”)



was also named as a party to the investigation. The Commission previously terminated the
investigation in part as to certain claims of the asserted patents. Order No. 38 (Oct. 27, 2015),
unreviewed Notice (Nov. 18, 2015); Order No. 47 (Nov. 9, 2015), unreviewed Notice (Dec. 1,
2015).

On May 4, 2017, the Commission found a violation of section 337 as to certain claims of
the *577 and *668 patents. Notice (May 4, 2017); 82 Fed. Reg. 21827-29 (May 10, 2017).
Specifically, the Commission issued an LEO prohibiting the unlicensed entry of network devices,
related software and components thereof that infringe any of claims 1, 7, 9, 10, and 15 of the *577
patent; and claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 56, and 64 of the 668 patent, and a CDO that
prohibits Arista from importing, selling, marketing, advertising, distributing, transferring (except
for exportation), soliciting United States agents or distributors, and aiding or abetting other
entities in the importation, sale for importation, sale after importation, transfer (except for
exportation), or distribution of certain network devices, related software and components thereof
that infringe any of claims 1, 7, 9, 10, and 15 of the *577 patent; and claims 1, 2, 4, 5, 7, 8, 10, 13,
18, 56, and 64 of the *668 patent.

On June 1, 2017, Arista filed an emergency petition to modify, suspend, or rescind the
remedial orders pending appeal of a May 25, 2017 final written decision of the Patent Trial and
Appeal Board (“PTAB”) finding unpatentable all of the claims of the *577 patent which form the
basis of the Commission’s determination of violation. See Arista Networks, Inc. v. Cisco
Systems, Inc., Case IPR2016-00303, Final Written Decision (May 25, 2017). Arista also
requested a shortened time for Cisco and OUII to file responses to the motion. On June 2, 2017,
Cisco opposed Arista’s request for a shortened response time.

Also on June 1, 2017, the PTAB issued a final written decision finding unpatentable all
of the claims of the 688 patent which form the basis of the Commission’s determination of
violation. See Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00309 Final Written
Decision (June 1, 2017). Arista filed a second emergency petition to suspend or rescind the
remedial orders pending appeal of both the May 25, 2017 and June 1, 2017 final written
decisions of the PTAB. See Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00309
(June 1, 2017). Arista also requested a shortened time for Cisco and OUII to file responses to the
motion.

On June 8, 2017, the parties filed a joint stipulation, agreeing that Cisco and OUII would
each file a combined response to Arista’s petitions by June 12, 2017. Pursuant to the stipulation,
Cisco filed a combined response opposing Arista’s petitions on June 12,2017, and OUII filed a
response supporting Arista’s petitions on the same day. On June 15, 2015, Arista filed a motion
for leave to file a reply in support of its petitions. On June 20, 2017, Cisco opposed Arista’s
motion for leave. On July 18, 2017, Arista filed a supplemental brief.

The Commission has determined to deny Arista’s petitions for failing to satisfy the
requirements of 19 U.S.C. § 1337(k) and 19 C.F.R. § 210.76. Specifically, the Commission finds
that the PTAB’s final written decisions do not constitute a changed circumstance such that the
remedial orders should be rescinded. The legal status of the claims at issue will not change unless
and until the United States Patent and Trademark Office issues a certificate cancelling the claims
following the exhaustion of all appeals. 35 U.S.C. § 318 (“If the Patent Trial and Appeal Board

2



issues a final written decision under subsection (a) and the time for appeal has expired or any
appeal has terminated, the Director shall issue and publish a certificate canceling any claim of the
patent finally determined to be unpatentable . . . .”).

In addition, the Commission denies Arista’s request for a shortened response time in light
of the joint stipulation by the parties, and denies Arista’s motion for leave to file a reply in
support of its petitions.

The authority for the Commission’s determination is contained in section 337 of the
Tariff Act of 1930, as amended (19 U.S.C. § 1337), and in Part 210 of the Commission’s Rules
of Practice and Procedure (19 C.F.R. Part 210).

By order of the Commission.

Lisa R. Barton
Secretary to the Commission

Issued: June 20,2017
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UNITED STATES INTERNATIONAL TRADE COMMISSION
Washington, D.C.

In the Matter of

CERTAIN NETWORK DEVICES,
RELATED SOFTWARE AND Investigation No. 337-TA-945
COMPONENTS THEREOF (II)

NOTICE OF COMMISSION DETERMINATION TO MODIFY THE REMEDIAL
ORDERS TO SUSPEND ENFORCEMENT AS TO U.S. PATENT NO. 7,224,668

AGENCY: U.S. International Trade Commission.
ACTION: Notice.

SUMMARY: Notice is hereby given that the U.S. International Trade Commission has
determined to modify the limited exclusion order (“LEO™) and cease and desist order (“CDO”)
(collectively, “the remedial orders™) issued in the above-captioned investigation to suspend
enforcement of those orders as to the claims of U.S. Patent Nos. 7,224,668 (“the 668 patent™)
that the Commission found to be infringed. The Commission has further determined to deny
Arista’s motion for stay as moot in view of the suspension of the remedial orders as to the *668
patent.

FOR FURTHER INFORMATION CONTACT: Megan M. Valentine, Office of the General
Counsel, U.S. International Trade Commission, 500 E Street, S.W., Washington, D.C. 20436,
telephone (202) 708-2301. Copies of non-confidential documents-filed in connection with this
investigation are or will be available for inspection during official business hours (8:45 a.m. to
5:15 p.m.) in the Office of the Secretary, U.S. International Trade Commission, 500 E Street,
S.W., Washington, D.C, 20436, telephone (202) 205-2000. General information concerning the
Commission may also be obtained by accessing its Internet server at Attp.// www.usitc.gov. The
public record for this investigation may be viewed on the Commission’s electronic docket (EDIS)
at http.//edis.usitc.gov. Hearing-impaired persons are advised that information on this matter can
be obtained by contacting the Commission’s TDD terminal on (202) 205-1810.

SUPPLEMENTARY INFORMATION: The Commission instituted this investigation on
January 27, 2015, based on a Complaint filed by Cisco Systems, Inc. of San Jose, California
(“Cisco™). 80 FR 4313-14 (Jan. 27, 2015). The Complaint alleges violations of section 337 of
the Tariff Act of 1930, as amended, 19 U.S.C. § 1337, in the sale for importation, importation,
and sale within the United States after importation of certain network devices, related software
and components thereof by reason of infringement of certain claims of U.S. Patent Nos.
7,023,853; the 577 patent; 7,460,492; 7,061,875; the *668 patent; and 8,051,211, The
Complaint further alleges the existence of a domestic industry. The Commission’s Notice of
Investigation named Arista Networks Inc. (“Arista”) as respondent. The Office of Unfair Import



Investigations (“OUII”) was also named as a party to the investigation. The Commission
previously terminated the investigation in part as to certain claims of the asserted patents. Order
No. 38 (Oct. 27, 2015), unreviewed Notice (Nov. 18, 2015); Order No. 47 (Nov. 9, 2015),
unreviewed Notice (Dec. 1, 2015).

On June 11, 2016, the Patent Trial and Appeal Board (“PTAB”) of the U.S. Patent and
Trademark Office instituted separate inter partes review (“IPR”) proceedings concerning
the °577 and *668 patents. Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00303
(regarding the *577 patent); Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00309
(regarding the 668 patent).

On May 4, 2017, the Commission found a violation of section 337 as to certain claims of
the *577 and *668 patents. Notice (May 4, 2017); 82 Fed. Reg. 21827-29 (May 10, 2017).
Specifically, the Commission issued an LEO prohibiting the unlicensed entry of network devices,
related software and components thereof that infringe any of claims I, 7, 9, 10, and 15 of the °577
patent; and claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 56, and 64 of the *668 patent, and a CDO that
prohibits Arista from importing, selling, marketing, advertising, distributing, transferring (except
for exportation), soliciting United States agents or distributors, and aiding or abetting other
entities in the importation, sale for importation, sale after importation, transfer (except for
exportation), or distribution of certain network devices, related software and components thereof
that infringe any of claims 1, 7, 9, 10, and 15 of the 577 patent; and claims 1, 2, 4, 5, 7, 8, 10, 13,
18, 56, and 64 of the 668 patent.

On May 25, 2017, the PTAB issued its final written decision finding claims 1, 7-10, 12-
16, 18-22, 25, and 28-31 of the *577 patent unpatentable based on prior art not presented in the
Commission investigation. On June 1, 2017, the PTAB issued its final written decision finding
claims 1-10, 12, 13, 15-28, 30, 33-36, 55-64, 66, 67, and 69-72 of the 668 patent unpatentable
based on certain combinations of prior art not presented in the Commission investigation.

On February 14, 2018, the U.S. Court of Appeals for the Federal Circuit summarily
affirmed the PTAB’s decision finding the claims of the *668 patent unpatentable. Cisco Systems,
Inc. v. Arista Networks, Inc., Appeal No. 17-2384 (Feb. 14, 2018). The Court issued the
mandate on March 23, 2018. Id., Dkt. No. 54. The PTAB’s decision concerning the *577 is
currently still pending before the Court.

On March 15, 2018, Arista filed a motion before the Commission to stay the
Commission’s remedial orders as to the *668 patent. On March 26, 2018, Cisco filed its
response stating that it takes no position on and, thus, does not oppose Arista’s motion. OUII did
not file a response to Arista’s motion.

The Commission has determined, pursuant to 19 U.S.C. 1337(k)(1) and 19 CFR
210.76(a)(1), to modify the remedial orders to suspend enforcement of those orders with respect
to the 668 patent pending rescission of the orders upon the cancellation of the asserted claims or
pending reversal or vacatur of the Federal Circuit’s decision in Cisco Systems, Inc. v. Arista
Networks, Inc., Appeal No. 17-2384.



The Commission has further determined to deny Arista’s motion as moot in view of the
suspension of the remedial orders as to the 668 patent.

The authority for the Commission’s determination is contained in section 337 of the
Tariff Act of 1930, as amended (19 U.S.C. 1337), and in Part 210 of the Commission’s Rules of
Practice and Procedure (19 C.F.R. Part 210).

By order of the Commission.

Lisa R. Barton
Secretary to the Commission

Issued: April 5,2018
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SUMMARY

On September 27, 2017, Cisco Systems, Inc. (“Cisco”) filed a petition for a modification
proceeding in which it sought a determination whether Arista Network, Inc.’s (“Arista’)
redesigned products (“Redesigned Switche_s”)1 infringe the same patent ciaims found to infringe
in the underlying 945 Investigation (“Underlying Investigation™). (Cisco’s Peﬁtion (“Cisco’s
Petition”) for a Modification Proceeding Pursuant to Rule 210.76(a)(1) at 1 (Doc. ID No. 624019

(Sept. 27, 2017). ).

Cisco’s Petition also sought to modify and, if necessary, to extend the Limited Exclusion
Order (“LEO”) and the Cease and Desist Order (“CDO”) to Arista’s Redesigned Switches that
issued against those Arista products found to infringe certain claims of U.S. Patent No.
7,224,668 (“the 668 patent”) and U.S._ Patent No. 6,377,577 (“the ’577 patent” and, with the

’668 patent, “the Asserted Patents™) in the Underlying Investigation. (/d. at7.).

Accordingly, the Commission instituted this Modification Proceeding 2 on November 1,

2017, “to determine what, if any, modifications to the limited exclusion order and/or the cease

! Arista Redesigned Switches consist of device models 7010, 7020 (including 7020R), 7048, 7050
(including 7050X), 7060X, 7150, 7160, 7250X, 7260X, 7280 (including 7280E and 7280R), 7300
(including 7300X), and 7500 (including 7500E and 7500R), running ]
[ 1. (Tr.
(Black) at 291:10-292:18; RX-9001C (Sweeney Witness Statement) at Q/A 32-33, 338-39, 365; RBr.,
App. C)). ‘

2 The 668 patent will expire on August 23, 2025. (Compl. (UI) at 10.).

* The *577 patent will expire on June 30, 2018. (Compl. (UI) at 7.).
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and desist order issued to Arista Networks, Inc. (*Arista’) are appropriate.” (Corrected

Commission Order at 2 (Doc. ID No. 628211 (Nov. 7, 2018).).

As aresult of holding an evidentiary hearing and evaluating evidence, pursuant to 19
C.F.R. §.210.76, this Initial Determination (“ID”)‘ﬁnds, in the absence of the cancellation of the
>668 patent, that Arista’s Redesigned Switches infringe claims 1,2,4,5,7,8,10,13, 18, 56, and
64 of the *668 patent. Therefore, at least with respect to the 668 patent, Arista has violated
Section 337 of the Tariff Act of 1930, as amended (19 U.S.C. § 1337) by importing, selling for
importation, or selling within the United States its Redesigned Switches. Accordingly, this ID
recommends that the LEO and CDO issued against Arista in the Underlying Investigation be

modified to cover Arista’s Redesigned Switches that infringe the 668 patent.

This ID also finds that Arista’s Redesigned Switches do not infringe claims 1, 7,9, 10
and 15 of the *577 patent. Accordingly, this ID recommends that the LEO and CDO issued
against Arista in the Underlying Investigation be modified and rescinded to remove any

reference to the 577 patc:nt.4

While the Federal Circuit Court issued a February 14, 2018 summary affirmance of the
Patent Trial and Appeal Board’s (“PTAB”)’s decision that the *668 patent is invalid, this
decision provides the analysis the Commission requested absent a current, but likely future,

cancellation of the 668 patent.

* Arista no longer imports into the United States, sells for importation, or sells in the United States after
importation, legacy switches found to infringe in the Underlying Investigation. (RBr. at App. C.).
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ABBREVIATIONS

The following abbreviations are used in this Initial Determination:

Commission
Op. (FD)

Commission
Op. (EP)

Compl. (UI)
CX

CDhX

CPX

CPBr.

CBr.
CBr. (U])

CRBr.

CPSt.
ID

JX
RX
RDX
RPX

RPBr.

Respondent’ physical exhibit

Commission Opinion announcing Final Determination (FD) of infringement
and issuing LEO and CDO in Underlying Investigation

Commission Opinion denying Arista’s Emergency Petition (EP) to Modify,
Suspend, or Rescind Remedial Orders in Underlying Investigation

Complaint in Underlying Investigation

Complainant’s exhibit

Complainant’s demonstrative exhibit

Complainant’s physical exhibit

Complainant Cisco Systems, Inc.’s Pre-Hearing Brief
Complainant Cisco Systems, Inc.’s Post-Heariﬁg Brief

Complainant Cisco Systems, Inc.’s Post-Hearing Brief in the Underlying
Investigation

Complainant Cisco Systems, Inc.’s Post-Hearing Reply Brief

Complainant Cisco Systems, Inc.’s Pre-Hearing Statement

Initial Determination on Violation, Remedy, and Bond in the Underlying

Investigation

Joint exhibit

Respondent’s exhibit

Respondent’s demonstrative exhibit

-

Respondent Arista Networks, Inc.’s Prehearing Brief
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RBr. Respondent Arista Networks, Inc.’s Post-Hearing Brief
RRBr. Respondent.Arista Networks, Inc.’s Reply Post-Hearing Brief
RPSt. Respondent Arista Networks, Inc.’s Pre-Hearing Statement
Tr. Hearing transcript, January 26, 2018

Markman Order No. 45 (Nov. 5, 2015), Construing the Terms of the Asserted Claims
Order of the Patents at Issue :

The following abbreviations for technical and business-related terms are used in this Initial

Determination:

ACL Access Control List (use of ACLs accused on infringing ’577 patent,

including[— ] ACLs” and filtered port mirroring
Control Plane Policing/Control Plane Protection (legacy feature found to
CoPP o , . . .
infringe *668 patent in Underlying Investigation)
CP-ACL Control Plane Access Control List (legacy feature found to infringe *668
, patent in Underlying Investigation)
CPU Central Processing Unit
DoS Denial of Service
Arista’s “Extensible Operating System” for legacy and Redesigned
EOS . ‘
Switches ’
EPROM Erasable Programmable Read-only Memory
PC Personal Computer
PDP Port-based Denial-of-service Protection (“redesigned” feature accused of

infringing 668 patent)
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PEAC

PiP CoPP

QoS
RAM

TCAM

PUBLIC VERSION

Control Plane Process Enforced Access Control (“redesigned” feature
accused of infringing *668 patent)

Per-Input Port Control Plane Policing (legacy feature found to infringe *668
patent in Underlying Investigation)

Quality of Service
Random Access Memory

Ternary Content Addressable Memory
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I. PROCEDURAL BACKGROUND

A Institution of Modification Proceeding 2

On November 1, 2017, the Commission issued a Notice of Modification Proceeding,
naming Cisco as complainant and Arista as respondent. 82 Fed. Reg. 50678 (Nov. 1, 2017).
The Commission did so to determine, “what, if any, modifications to the limited exclusion order
and/or the cease and desist order issued to Arista Networks, Inc. are appropriate.” (Corrected

Commission Order at 2 (Doc. ID No. 628211 (Nov. 7, 2018).).

The Initial Determination on Violation of Section 337 (“ID”) in the underlying 945
Investigation (“Underlying Investigation) found that Arista’s products infn'hged the *668 and
’577 patents. Specifically, the ID found that Arisfa’s products infringed claims 1, 2, 4, 5, 7, 8,
10, 13, 18, 56, and 64 of the *668 patent and that “ACL pfoqessing” infringed claims 1, 7, 9, 10,
and 15 of ’577 patent). (ID at 91-98, 113 (Doc. ID \No. 600435 (Jan. 9, 2017).). The
Commission elected not to review the ID’s direct infringement findings that pertain to the 577
patent, thereby making them part of the Commission’s Opinion. (Commission Op. (FD) at 7
(Doc. ID No. 613184 (June 1, 2017) (reviewed “finding that Arista has indirectly infringed the
'577 patent by importing so-called ‘Imported Components”’).). On June 1, 2017, the
Commission affirmed the ID’s infringement findings that pertain to the *668 pater-1t and issued an

LEO barring Arista’s infringing switches from importation, and a CDO that prevented Arista

5 The authority for the Commission’s Notice of Modification Proceeding is contained in section 337 of
the Tariff Act of 1930, as amended (19 U.S.C. 1337), and in part 210 of the Commission’s Rules of
Practice and Procedure (19 CFR part 210), particularly Commission Rule 210.76. (Notice of
Modification Proceeding, 82 Fed. Reg. 50678 (Nov. 1, 2017).).
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from, inter alia, selling its infringing switches and software in the United States. (Commission

Op. (FD) at 107, 120-26.).

On June 1 1, 2015, based upon Arista’s petitidns, the PTAB instituted separate inter
partes review (“IPR”) proceedings against 577 and 668 patents. (Commission Op. on
Emergency Petition (EP) at 1 (Doc. ID No. 618018 (July 25, 2017); RX-9315 (IPR2016-00303,
Paper 8 at 22, IPR2016-00309, Paper 8 at 2).). On May 25, 2017, the PTAB held invalid all 577
patent blaim_s that Arista had been found to infringe in the Underlying Investigation. (RX-9316
(IPR2016-00303, Paper 53) at 36.). On June 1, 2017, the PTAB held invalid all *668 patent
claims that Arista had been found to infringe in the Underlying Investigation.  (RX-9317

(IPR2016-00309, Paper 52) at 6-7, 49.).

On June 2, 2017, Arista initiated Modification Proceeding 1. Arista filed an emergency
| petition with the Commission, seeking to suspend or rescind the remedial orders issued in the
Underlying Investigation, pending appeal of the final written decisions of the PTAB regarding
the °577 and *668 patents. (Arista Emergency Petition to Modify, Suspend, or Rescind Remedial
Orders (Doc. ID No. 613213 (June 1, 2017).). On July 25, 2017, the Commission denied that
petition, explaining that “the PTAB final written decisions do not constitute changed conditions
of fact or law that warrant temporary rescission of the remedial orders pending appeal of the

PTAB decisions.” (Commission Op. (EP) at 20.).

In July 2017, Arista submitted a request to Customs and Border Protection (“CBP” or
“Customs”) under 19 C.F.R. Part 177, seeking approval to import its allegedly redesigned
products into the United States. (CBr. at 5.). The Parties engaged in fact discovery at the CBP.

Meanwhile, on August 25, 2017, Arista filed an emergency motion with the Federal Circuit,
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seeking a stay of the Commission’s remedial orders. Arista represented to the Federal Circuit
that it was “redesigning” its products by “removing the industry-standard features for network
security found to infringe and, where possible, replacing them with new features.” (Appellant
Arista Networks, Inc.’s Emergency Motion to Stay Enforcement of Limited Exclusion Order and
Ceasé and Desist Order at 13, Cisco Systems, Inc. v. .Int 'l Trade Comm'n, C.A. 17-2289, D.I. 29-
1 (Aﬁg. 25, 2017).). The Federal Circuit granted-in-part Arista’s motion. In its decisio;l, the
Federal Circuit permitted Arista to import its allegedly redesigned products unless and until the
Commission determines that “such a redesign is barred by the order here under review or by a
new or amended order.” (Order at 3, Cisco Sys., Inc. v. Int’l T rade Comm’n, No. 17-2289 (Fed.
Cir. Sept. 22