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CERTAIN NETWORK DEVICES,
RELATED SOFTWARE AND
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GRANT OF JOINT MOTION TO TERMINATE THE MODIFICATION PROCEEDING
BASED ON A SETTLEMENT AGREEMENT;
TERMINATION OF THE MODIFICATION PROCEEDING IN ITS ENTIRETY
AGENCY:

U.S. International Trade Commission.

ACTION:

Notice,

SUMMARY: Notice is hereby given that the U.S. International Trade Commission has
determined grant a joint motion of complainant Cisco Systems, Inc. of San Jose, California
("Cisco") and respondent Arista Networks, Inc. of Santa Clara, California ("Arista") to terminate
the above-captioned modification proceeding concerning a limited exclusion order and a cease
and desist order issued against Arista in Inv. No. 337-TA-945. The modification proceeding is
terminated in its entirety.
FOR FURTHER INFORMATION CONTACT: Megan M. Valentine, Office of the General
Counsel, U.S. International Trade Commission, 500 E Street, S.W., Washington, D.C. 20436,
telephone (202) 708-2301. Copies of non-confidential documents filed in connection with this
investigation are or will be available for inspection during official business hours (8:45 a.m. to
5:15 p.m.) in the Office of the Secretary, U.S. International Trade Commission, 500 E Street,
S.W., Washington, D.C. 20436, telephone (202) 205-2000. General information concerning the
Commission may also be obtained by accessing its Internet server at htips://www. usitc.gov. The
public record for this investigation may be viewed on the Commission's electronic docket
(EDIS) at htips://edis.u,s'itc..gov. Hearing-impaired persons are advised that information on this
matter can be obtained by contacting the Commission's TDD terminal on (202) 205-1810.
SUPPLEMENTARY INFORMATION: The Commission instituted this investigation on
January 27, 2015, based on a Complaint filed by Cisco. 80 FR 4313-14 (Jan. 27, 2015). The
Complaint alleges violations of section 337 of the Tariff Act of 1930, as amended, 19 U.S.C.
§ 1337 ("section 337"), by reason of infringement of certain claims of U.S. Patent Nos.
7,023,853 ("the '853 patent"); 6,377,577 ("the '577 patent"); 7,460,492 ("the '492 patent");
7,061,875 ("the '875 patent"); 7,224,668 ("the '668 patent"); and 8,051,211 ("the '211 patent").
The Complaint further alleges the existence of a domestic industry. The Commission's Notice of
Investigation named Arista as the respondent. The Office of Unfair Import Investigations
("OUII") was also named as a party to the investigation. The Commission terminated the

investigation in part as to certain claims of the asserted patents. Notice (Nov. 18, 2015) (see
Order No. 38 (Oct. 27, 2015)); Notice (Dec. 1,2015) (see Order No. 47 (Nov. 9,2015)).
On June 11,2016, the Patent Trial and Appeal Board ("PTAB") of the U.S. Patent and
Trademark Office instituted separate inter partes review ("IPR") proceedings concerning
the '577 and '668 patents. Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00303
(regarding the '577 patent); Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00309
(regarding the '668 patent).
On May 4, 2017, the Commission found a violation of section 337 with respect to certain
of the asserted claims of the '577 and '668 patents. Notice (May 4, 2017); 82 FR 21827-29
(May 10, 2017); see also Notice of Correction (May 30, 2017); 82 FR 25811 (June 5,2017).
The Commission issued a limited exclusion order ("LEO") and a cease and desist order ("CDO")
against Arista. Id. The Commission did not find a violation with respect to the '853, '875, '492,
and '211 patents. Id.
On May 25, 2017, the PTAB issued its final written decision finding certain claims of
the '577 patent unpatentable based on prior art not presented in the Commission investigation.
On June 1, 2017, the PTAB issued its final written decision finding certain claims of the '668
patent unpatentable based on certain combinations of prior art not presented in the Commission
investigation. Both decisions affected the claims upon which the Commission found a violation
of section 337.
On June 30, 2017, Cisco filed a notice of appeal with the United States Court of Appeals
for the Federal Circuit ("Federal Circuit"), seeking review of the Commission's finding of no
violation as to the '853, '875, '492, and '211 patents. Cisco Sys., Inc. v. Intl Trade Comm 'n,
Appeal No. 17-2289. On July 21, 2017, Arista filed a notice of appeal with the Federal Circuit,
seeking review of the Commission's finding of violation as to the '577 and '668 patents. Arista
Networks, Inc. v. Int? Trade Comm 'n, Appeal No. 17-2336. On August 3, 2017, the Federal
Circuit consolidated the Arista and Cisco appeals. Cisco Sys., Inc. v. Int'l Trade Comm 'n,
Appeal No. 17-2289, Dkt. No. 20.
On August 25, 2017, Arista filed a motion with the Federal Circuit seeking to stay the
Commission's remedial orders pending resolution of the appeal on the merits. On September 22,
2017, the Federal Circuit denied this request "subject to the condition that the product redesign
on which Cisco relies to deny irreparable harm must be permitted to enter the country, without
being blocked by the Commission order under review in this case, unless and until Commission
proceedings are initiated and completed to produce an enforceable determination that such a
redesign is barred by the order here under review or by a new or amended order." Cisco Sys, Inc.
v. ITC; Arista Networks, Inc. v. ITC, Appeal Nos. 2017-2289, -2351, Order at 3 (Fed. Cir. Sept.
22, 2017).
On September 27, 2017, Cisco petitioned for a modification proceeding to determine
whether Arista's redesigned switches infringe the patent claims that are the subject of the LEO
and CDO issued in this investigation and for modification of the remedial orders to specify the
status of these redesigned products.
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On November 1, 2017, the Commission instituted the modification proceeding. 82 FR
50678 (Nov. 1, 2017). On November 7, 2018, the Commission issued a notice clarifying that
OUII is not named as a party in the modification proceeding. 82 FR 52318 (Nov. 13, 2017).
On February 14, 2018, the Federal Circuit summarily affirmed the PTAB's decision
finding the claims of the '668 patent unpatentable. Cisco Systems, Inc. v. Arista Networks, Inc.,
Appeal No. 17-2384, Order (Feb. 14, 2018). The Court issued the mandate on March 23, 2018.
Id, Dkt. No. 54.
On March 23, 2018, the AU J issued a recommended determination in the modification
proceeding ("MRD"), finding that Arista's redesigned products infringe the relevant claims of
the '668 patent but do not infringe the relevant claims of the '577 patent. MRD (Mar. 23, 2018).
Also on March 23, 2018, the All issued an order denying Arista's motion to stay the
modification proceedings or to stay the remedial orders with respect to the '668 patent. Order
No. 20 (Mar. 23, 2018).
On April 5, 2018, the Commission determined to modify the remedial orders to suspend
enforcement of those orders with respect to the '668 patent. Notice (Apr. 5, 2018); Comm'n
Order (Apr. 5, 2018).
On June 26, 2018, the Commission accepted the AL's recommended determination
finding no infringement with respect to the '577 patent and determined to modify the remedial
orders to exempt Arista's redesigned products that were the subject of the modification
proceeding. The Commission also determined to suspend the modification proceeding as to
the '668 patent. The '577 patent expired on June 30, 2018.
On August 27, 2018, the Federal Circuit granted a motion of the parties to voluntarily
dismiss the consolidated appeal from the Commission's final determination on violation. Cisco
Sys., Inc., Appeal No. 17-2289, Dkt. No. 121 (Aug. 27, 2018).
On August 27, 2018, Cisco and Arista filed a joint motion to terminate the modification
proceeding in its entirety pursuant to Commission Rule 210.21(b)(1) (19 CFR 210.21(b)(1))
based on a settlement agreement between the parties. The motion indicates that the Agreement
fully resolves the disputed issues in the modification proceeding, rthat there are no other
agreements, written or oral, express or implied, between them concerning the subject matter of
this proceeding, and that the motion includes a public version of this Motion along with an
accompanying public version of the Agreement. The motion also contends that termination of
the modification proceeding will not adversely affect the public interest.
The Commission has determined to grant the joint motion and terminate the modification
proceeding in its entirety. We note that only the '668 patent remains in the modification
proceeding.

3

The authority for the Commission's determination is contained in section 337 of the
Tariff Act of 1930, as amended (19 U.S.C. 1337), and in part 210 of the Commission's Rules of
Practice and Procedure (19 CFR part 210).
By order of the Commission.

Lisa R. Barton
Secretary to the Commission
Issued: September 14, 2018
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MODIFICATION OF LIMITED EXCLUSION ORDER
AND CEASE AND DESIST ORDER;
TERMINATION OF THE MODIFICATION PROCEEDING AS TO
U.S. PATENT NO. 6,377,577 AND SUSPENSION OF THE MODIFICATION
PROCEEDING AS TO U.S. PATENT NO. 7,224,668
AGENCY:

U.S. International Trade Commission.

ACTION:

Notice.

SUMMARY: Notice is hereby given that the U.S. International Trade Commission has
determined to modify a limited exclusion order and a cease and desist order ("the remedial
orders") issued against Arista Networks, Inc. of Santa Clara, California ("Arista") in Inv. No.
337-TA-945. The above-captioned modification proceeding is terminated as to U.S. Patent No.
6,377,577 ("the '577 patent") and is suspended as to U.S. Patent No. 7,224,668 ("the '668
patent").
FOR FURTHER INFORMATION CONTACT: Megan M. Valentine, Office of the General
Counsel, U.S. International Trade Commission, 500 E Street, S.W., Washington, D.C. 20436,
telephone (202) 708-2301. Copies of non-confidential documents filed in connection with this
investigation are or will be available for inspection during official business hours (8:45 a.m. to
5:15 p.m.) in the Office of the Secretary, U.S. International Trade Commission, 500 E Street,
S.W., Washington, D.C. 20436, telephone (202) 205-2000. General information concerning the
Commission may also be obtained by accessing its Internet server at https://www. usitc.gov. The
public record for this investigation may be viewed on the Commission's electronic docket
(EDIS) at https://edis.usitc.gov. Hearing-impaired persons are advised that information on this
matter can be obtained by contacting the Commission's TDD terminal on (202) 205-1810.
SUPPLEMENTARY INFORMATION: The Commission instituted this investigation on
January 27, 2015, based on a Complaint filed by Cisco Systems, Inc. of San Jose, California
("Cisco"). 80 FR 4313-14 (Jan. 27, 2015). The Complaint alleges violations of section 337 of
the Tariff Act of 1930, as amended, 19 U.S.C. § 1337 ("section 337"), by reason of infringement
of certain claims of U.S. Patent Nos. 7,023,853 ("the '853 patent"); the '577 patent; 7,460,492
("the '492 patent"); 7,061,875 ("the '875 patent"); the '668 patent; and 8,051,211 ("the '211
patent"). The Complaint further alleges the existence of a domestic industry. The Commission's

Notice of Investigation named Arista as the respondent. The Office of Unfair Import
Investigations ("OUII") was also named as a party to the investigation. The Commission
terminated the investigation in part as to certain claims of the asserted patents. Notice (Nov. 18,
2015) (see Order No. 38 (Oct. 27, 2015)); Notice (Dec. 1, 2015) (see Order No. 47 (Nov. 9,
2015)).
On June 11,2016, the Patent Trial and Appeal Board ("PTAB") of the U.S. Patent and
Trademark Office instituted separate inter partes review ("IPR") proceedings concerning
the '577 and '668 patents. Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00303
(regarding the '577 patent); Arista Networks, Inc. V. Cisco Systems, Inc., Case IPR2016-00309
(regarding the '668 patent).
On May 4, 2017, the Commission found a violation of section 337 with respect to certain
of the asserted claims of the '577 and '668 patents. Notice (May 4, 2017); 82 FR 21827-29
(May 10, 2017); see also Notice of Correction (May 30, 2017); 82 FR 25811 (June 5, 2017).
The Commission issued a limited exclusion order ("LEO") and a cease and desist order ("CDO")
against Arista. Id. The Commission did not find a violation with respect to the '853, '875, '492,
and '211 patents. Id.
On May 25, 2017, the PTAB issued its final written decision finding claims 1, 7-10, 1216, 18-22, 25, and 28-31 of the '577 patent unpatentable based on prior art not presented in the
Commission investigation. On June 1, 2017, the PTAB issued its final written decision finding
claims 1-10, 12, 13, 15-28, 30, 33-36, 55-64, 66, 67, and 69-72 of the '668 patent unpatentable
based on certain combinations of prior art not presented in the Commission investigation.
On June 30, 2017, Cisco filed a notice of appeal with the United States Court of Appeals
for the Federal Circuit ("Federal Circuit"), seeking review of the Commission's finding of no
violation as to the '853, '875, '492, and '211 patents. Cisco Sys., Inc. V. Intl Trade Comm 'n,
Appeal No. 17-2289. On July 21, 2017, Arista filed a notice of appeal with the Federal Circuit,
seeking review of the Commission's finding of violation as to the '577 and '668 patents. Arista
Networks, Inc. v. Intl Trade Comm 'n, Appeal No. 17-2336. On August 3, 2017, the Federal
Circuit consolidated the Arista and Cisco appeals. Cisco Sys., Inc. V. Intl Trade Comm 'n,
Appeal No. 17-2289, Dkt. No. 20. The consolidated appeal is currently pending before the
Federal Circuit.
On August 25, 2017, Arista filed a motion with the Federal Circuit seeking to stay the
Commission's remedial orders pending resolution of the appeal on the merits. On September 22,
2017, the Federal Circuit denied this request "subject to the condition that the product redesign
on which Cisco relies to deny irreparable harm must be permitted to enter the country, without
being blocked by the Commission order under review in this case, unless and until Commission
proceedings are initiated and completed to produce an enforceable determination that such a
redesign is barred by the order here under review or by a new or amended order." Cisco Sys, Inc.
v. ITC; Arista Networks, Inc. v. ITC, Appeal Nos. 2017-2289, -2351, Order at 3 (Fed. Cir. Sept.
22, 2017).
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On September 27, 2017, Cisco petitioned for a modification proceeding to determine
whether Arista's redesigned switches infringe the patent claims that are the subject of the LEO
and CDO issued in this investigation and for modification of the remedial orders to specify the
status of these redesigned products.
On November 1, 2017, the Commission instituted the modification proceeding. 82 FR
50678 (Nov. 1, 2017). On November 7, 2018, the Commission issued a notice clarifying that
OUII is not named as a party in the modification proceeding. 82 FR 52318 (Nov. 13, 2017).
On February 14, 2018, the Federal Circuit summarily affirmed the PTAB's decision
finding the claims of the '668 patent unpatentable. Cisco Systems, Inc. v. Arista Networks, Inc.,
Appeal No. 17-2384, Order (Feb. 14, 2018). The Court issued the mandate on March 23, 2018.
Id:, Dkt. No. 54.
On March 15, 2018, Arista filed a motion before the Commission to stay the
Commission's remedial orders as to the '668 patent. On March 26, 2018, Cisco filed its
response stating that it takes no position on Arista's motion.
On March 23, 2018, the AUJ issued a recommended determination in the modification
proceeding ("MRD"), finding that Arista's redesigned products infringe the relevant claims of
the '668 patent but do not infringe the relevant claims of the '577 patent. MRD (Mar. 23, 2018).
Also on March 23, 2018, the All issued an order denying Arista's motion to stay the
modification proceedings or to stay the remedial orders with respect to the '668 patent. Order
No. 20 (Mar. 23, 2018).
On April 5, 2018, the Commission determined to modify the remedial orders to suspend
enforcement of those orders with respect to the '668 patent. Notice (Apr. 5, 2018); Comm'n
Order (Apr. 5, 2018).
Also on April 5, 2018, Cisco filed comments to the MRDrequesting review of the AL's
findings that Arista's redesigned products do not infringe the relevant claims of the '577 patent.
On the same day, Arista filed comments to the MRD, requesting review of the ALP s finding that
its redesigned products infringe the relevant claims of the '668 patent and preserving certain
alternative grounds of affirmance regarding the AL's finding that the redesigned products do
not infringe the relevant claims of the '577 patent.
Further on April 5, 2018, Arista filed a motion to stay the modification proceeding as to
the '668 patent based on the Federal Circuit's affirmance of the PTAB's determination that the
relevant claims of the '668 patent are unpatentable.
On April 12, 2018, Cisco and Arista filed responses to each other's comments.
On April 16, 2017, Cisco filed a response to Arista's stay motion.
Having examined the record of this modification proceeding, including the MRD, the
comments to the MRD, and the responses thereto, the Commission has determined to find that
Cisco has failed to show by a preponderance of the evidence that Arista's redesigned products
infringe claims 1, 7, 9, 10, and 15 of the '577 patent or that Arista has indirectly infringed those
3

claim by contributing to or inducing infringement by its customers. Accordingly, the
Commission has determined to modify the remedial orders to exempt Arista's redesigned
products that were the subject of this modification proceeding. The modification proceeding is
terminated with respect to the '577 patent.
The Commission has also determined to suspend the modification proceeding with
respect to the '668 patent and to deny Arisa's motion to stay the modification proceeding as to
the '668 patent as moot in light of the Commission's prior suspension of the remedial orders with
respect to the '668 patent.
The authority for the Commission's determination is contained in section 337 of the
Tariff Act of 1930, as amended (19 U.S.C. 1337), and in part 210 of the Commission's Rules of
Practice and Procedure (19 CFR part 210).
By order of the Commission.

Lisa R. Barton
Secretary to the Commission
Issued: June 26, 2018
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PUBLIC VERSION

UNITED STATES INTERNATIONAL TRADE COMMISSION
_

Washington, D.C.

.

In the Matter of
Investigation No. 337-TA-945

CERTAIN NETWORK DEVICES,
RELATED SOFTWARE AND
COMPONENTS THEREOF (II)

(Modiﬁcation 2)

COMMISSION OPINION
I.

BACKGROUND
The Commission instituted this investigation on January 27, 2015, based on a Complaint

ﬁled by Cisco Systems, Inc. of San Jose, Ca1ifomia(“Cisco”), 80 Fed. Reg. 4313-14 (Jan. 27,

2015). The Complaint alleges violations of section 337 in the sale for importation, importation,

and sale within the United States after importation of certain network devices, related software

and components thereof, by reason of infringement of certain claims of U.S. Patent Nos.
7,023,853 (“the ’853 patent”), 7,061,875 (“the ’875 patent”), 7,460,492 (“the ‘-492patent”),

8,051,211 (“the ’211 patent), 6,377,577 (“the ’577 patent”), and 7,224,668 (“the ’668 patent”).

The Complaint further alleges the existence of a domestic industry. The C0mmission’s Notice of
Investigation names Arista Networks, Inc. of Santa Clara, California (“Arista”) as the
respondent. The Office of Unfair Import Investigations (“OUII”) was also named as a party to

the investigation. The Commission later terminated the investigation in part as to certain claims
of the asserted patents. Notice (Nov. 18, 2015) (see Order No. 38 (Oct. 27, 2015)); Notice (Dec.
1, 2015) (see Order No. 47 (Nov. 9, 2015)).
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On June 11, 2016, the Patent Trial and Appeal Board (“PTAB”) of the U.S. Patent and

Trademark Ofﬁce (“PTO”)'instituted separate inter partes review proceedings concerning
the ’577 and ’668 patents. Arista Networks, Inc. v. Cisco Systems, Ina, Case IPR2016-00303
(regarding the ’577 patent); Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00309

(regarding the ’668 patent).

On May 4, 2017, the Commission issued its ﬁnal determination, ﬁnding a violation of
section 337 with respect to claims 1, 7, 9-10, and 13 of the ’577 patent and claims 1, 2, 4, 5, 7, 8,

10, 13, 18, 56, and 64 of the ’668 patent. Notice (May 4, 2017); 82 Fed. Reg. 21827-29 (May

10, 2017); 82 Fed. Reg. 25811 (June 5, 2011) (notice of correction). As noted above, the

Commission issued remedial orders against Arista. Id.
On May 25, 2017, the PTAB issued its ﬁnal Written decision ﬁnding claims 1, 7-10, 12

16, 18-22, 25, and 28-31 of the ’577 patent unpatentable based on prior art not presented in the

Commission investigation. On June 1, 2017, the PTAB issued its ﬁnal written decision ﬁnding
claims 1-10, 12, 13, 15-28, 30, 33-36, 55-64, 66, 67, and 69-72 ofthe ’668 patent Lmpatentable

based on certain combinations of prior art not presented in the Commission investigation.
On July 21, 2017, Arista ﬁled a petition with the Federal Circuit, seeking review of the
Commission’s ﬁnding of violation of section 337. Arista Networks, Inc. v. Ir1l'l Trade Comm "rt,

Appeal No. 17-2351.1Arista also ﬁled a motion withthe Federal Circuit to stay enforcement of

‘Cisco ﬁled an appeal from the Commissi0n’s detennination of no violation of Section 337 in
the underlying investigation on June 30, 2017, with respect to the ’853, ’875, ’492, and ’211
patents. Cisco Sys., Inc. v. Int’! Trade Comm ’n, Appeal No. 17-2289. On August 3, 2017, the
Federal Circuit consolidated the Arista and Cisco appeals. Id., Dkt. No. 20.
2
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the remedial orders pending the appeal. The Court subsequently denied Arista’s motion for a

stay but ruled that Arista be allowed to import its redesigned products pending adjudication of
those products by the Commission. Order (Dkt. N0. 57) (Sept. 22, 2017).

On September 27, 2017, Cisco ﬁled a petition requesting the Commission to institute a

modiﬁcation proceeding pursuant to Commission Rule 210.76(a)(1) (19 C.F.R. § 2l0.76(a)(1))
to detennine whether Arista’s redesigned products infringe the claims of the ’668 and ’577

patents upon which the Commission based its determination of violation of section 337. On
November 1, 2017, the Commission instituted the current modiﬁcation proceeding. 82 Fed. Reg
50678 (Nov. 1, 2017). On November 7, 2018, the Commission issued a notice clarifying that
OUII is not named as a party in the modiﬁcation proceeding. 82 Fed. Reg. 52318 (Nov. 13,

2017).

On February 14, 2018, the Federal Circuit summarily afﬁrmed the PTAB’s decision

‘

ﬁnding unpatentable certain claims of the ’668 patent. Cisco Systems, Inc. v. Arista Networks,

Inc., Appeal No. 17-2384, Order (Feb. 14, 2018). The Court issued the mandate on March 23,
2018. Id., Dkt. No. 54. 2The time for Cisco to ﬁle a petition for a Writof certiorari has expired.

As of the date of this opinion, the PTO has not yet issued a certiﬁcate of cancellation regarding
the relevant claims of the ’668 patent.

On March 15, 2018, Arista ﬁled a motion before the Commission to stay the
Commission’s remedial orders as to the ’668 patent. On March 22, 2018, before Cisco ﬁled its

2The Court’s decision regarding the PTAB’s ﬁnal determination with respect to the ’577 patent
remains pending as of the date of this opinion.
3
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*

response to Arista’s March 15, 2018 motion before the Commission, Arista ﬁled a motion with

the Federal Circuit asking for identical relief and arguing that the Court need not wait for the
Commission to act because the Commission would likely deny Arista’s motion.

On March 23, 2018, the ALJ issued a recommended determination in the modiﬁcation
proceeding (“MRD”),3fmding that Arista’s redesigned products infringe the relevant claims of
the i668 patent but do not infringe the relevant claims of the ’577 patent. MRD (Mar. 23, 2018).

Also on March 23, 2018, the ALJ issued an order denying Arista’s motion to stay the
modiﬁcation proceedings or to stay -theremedial orders with respect to the ’668 patent. Order

No. 20 (Mar. 23, 2018). In particular, the ALJ found that only the Commission has the authority
to stay enforcement of its remedial orders. Id. at 7.

»

On April 5, 2018, the Commission determined to modify the remedial orders to suspend
enforcement of those orders with respect to the ’668 patent. Notice (Apr. 5, 2018); Comm’n

Order (Apr. 5, 2018). On April ll, 2018, the Federal Circuit denied as moot Arista’s stay

__

motion before the court. Cisco Sys., Inc. v. Im"l Trade Comm ’n, Appeal No. 17-2289, -2351,
Dkt. No. 89 (Apr. 11, 2019).“

1

Also on April 5, 2018, Cisco ﬁled comments to the MRD requesting review of the ALJ’s

ﬁndings that Arista’s redesigned products do not infringe the relevant claims of the ’577 patents

3The ALJ incorrectly styled the MRD as an “Initial Determination.” See 19 C.F.R. § 21O.76(b).

4Cisco did not petition the Federal Circuit for rehearing of its afﬁrmance of the PTAB’s
determination regarding the ’668 patent and did not pursue certiorari. Accordingly, all appeals
concerning the ’668 patent have been exhausted. See 35 U.S.C. § 3l8(b).
5Complainant Cisco Systems, Inc.’s Connnents on the Recommended Determination (Apr. 5,
4

PUBLIC VERSION
On the same day, Arista ﬁled comments to the MRD requesting review of the ALJ’s ﬁnding that
its redesigned products infringe the relevant claims of the ’668 patent and preserving certain

altemative grounds of afﬁrmance regarding the ALJ’s ﬁnding that the redesigned products do
not infringe the relevant claims of the ’577 patent.6

Further on April 5, 2018, Arista ﬁled a motion to stay the modiﬁcation proceeding as to

the ’668 patent based on the Federal Circuit’s afﬁnnance of the PTAB’s determination that the
relevant claims of the ’668 patent are unpatentable.7

On April 12, 2018, Cisco and Arista ﬁled responses to each other’s comments on the
MRD.8

On April 16, 2018, Cisco ﬁled a response to Arista’s stay motion.9

2018) (“Cisco Cmm’t.”).

6Respondent Arista Networks, Inc.’s Comments to the “Initial” Determination on Violation of
Section 337 in Modiﬁcation Proceeding 2, and Recommended Determination Regarding
Modiﬁcation of Remedy (Apr. 5, 2018) (“Arista Cmm’t.” ).
7Respondent Arista Network’s Inc.’s Motion to Stay the Modiﬁcation Proceeding as to the ’668
Patent (Apr. 5, 2018).
8Complainant Cisco Systems, Inc.’s Response to Arista’s Comments on the Recommended
Determination (Apr. 12, 2018) (“Cisco Resp.”); Arista Networks, Inc. Response to Cisco’s
Comments to the “Initial” Determination on Violation of Section 337 in Modiﬁcation Proceeding
2, and Recommended Determination Regarding Modiﬁcation of Remedy (Apr. 12, 2018)
(“Arista Resp”).

9Complainant Cisco Systems, Inc.’s Response to Respondent Arista Network, Inc.’s Motion to
Stay the Modiﬁcation Proceeding as to the ’668 Patent (Apr. 16, 2018).
5
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II.

Relevant Law
1. Claim Construction
Claim construction “begin[s] with and remain[s] centered on the language of the claims

themselves.” Storage Tech. Corp. v. Cisco Sys., Ina, 329 F.3d 823, 830 (Fed. Cir. 2003);

Phillips v. AWH C0rp., 415 F.3d 1303, 1312 (Fed. Cir. 2005) (en banc). The language used in a

claim bears a “heavy presumption” that it has the ordinary and customary meaning that would be
attributed to the words used by persons skilled in the relevant art. Phillips, 415 F.3d at 1312-13.

To help inform the court of the ordinary meaning of the Words, a court may consult the intrinsic
evidence, including the claims themselves, the speciﬁcation, and the prosecution history, as Well
as extrinsic evidence, such as dictionaries and treatises and inventor and expert testimony. Id. at

1314. In particular “the speciﬁcation is always highly relevant to the claims construction
analysis. Usually, it is dispositive; it is the single best guide to the meaning of a disputed term.”
Id. at 1315 (internal quotations and citations omitted).

A court must “take care not to import limitations into the claims from the specification.”
Abbott Labs. v. Sandoz, Ina, 566 F.3d 1282, 1288 (Fed. Cir. 2009). “When the speciﬁcation

describes a single embodiment to enable the invention, this court will not limit broader claim

language to that single application unless the patentee has demonstrated a clear intention to limit
the claim scope using words or expressions of manifest exclusion or restriction.” Id. (intemal
quotations and citations omitted). “By the same token, the claims cannot enlarge What is V

patented beyond what the inventor has described as the invention. Thus this court may reach a
narrower construction, limited to the embodiment(s) disclosed in the speciﬁcation, when the

1

claims themselves, the specification, or the prosecution history clearly indicate that the invention
6
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encompasses no more than that conﬁned structure or method.” Id. (citations omitted).

“[T]he distinction between using the speciﬁcation to interpret the meaning of a claim and
importing limitations from the speciﬁcation into the claim can be a difficult one to apply in
practice . . . [h]owever, the line between construing terms and importing limitations can be

discemed with reasonable certainty and predictability if the court’s focus remains on
understanding how a person of ordinary skill in the art would understand the claim terms.”
Phillips, 415 F.3d at 1323 (citations omitted). In attempting to discem whether a “patentee is
setting out speciﬁc examples of the invention . . . or whether the patentee instead intends for the
claims and the embodiments in the speciﬁcation to be strictly coextensive . . . [t]he manner in

which the patentee uses a term within the speciﬁcation and claims usually will make the
distinction apparent.” Id.

2. Infringement



The unfair acts covered under Section 337 include “all fonns of infringement, including
direct, contributory, and induced infringement.” Suprema Inc. v. Int ’l Trade Comm ’n, 796 F.3d

1338, 1352-53 (Fed. Cir. 2015) (en banc) (upholding the Commission’s authority to cover “goods

that were used by an importer to directly infringe post-importation as a result of the seller’s
inducement”). To establish infringement, there must be a preponderance of evidence. See Kao
Corp. v. Unilever United States, Ina, 441 F.3d 963 (Fed. Cir. 2006).

a. Direct Infringement
A detennination of patent infringement encompasses a two-step analysis. Advanced
Cardiovascular Sys., Inc. v. Scimed Life Sys., Inc., 261 F.3d 1329, 1449 (Fed. Cir. 2001)

(“Scimed”). First, the court detennines the scope and meaning of the patent claims asserted, and ‘
7
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then the properly construed claims are compared to the allegedly infringing device. Id. “Literal

infringement of a claim exists when each of the claim limitations reads on, or in other words is
found in, the accused device.”Allen Eng. Corp. v. Bartell Ina’us., 299 F.3d 1449, 1345 (Fed. Cir.
2002).

- Direct infringement includes the making, using, selling, offering for sale and importing

into the United States an infringing product, without authority. 35 U.S.C. §271(a). To prove

direct infringement, the plaintiff must establish by a preponderance of the evidence that one or
more claims of the patent read on the accused device either literally or under the doctrine of
equivalents. Scimed, 261 F.3d at 1449.

‘

b. Indirect Infringement
The Federal Circuit has held that “to prevail on contributory infringement in a Section

337 investigation, the complainant must show, inter alia, that: (1) there is an act of direct
infringement in violation of Section 337; (2) the accused device has no substantial non-infringing
uses; and (3) the accused infringer imported, sold for importation, or sold after importation

within the United States, the accused components that contributed to another’s direct
infringement.” Spansion, Inc. v. International Trade Comm ’n, 629 F.3d 1331, 1353 (Fed. Cir.

2010). Section 27l(c) also requires knowledge of the existence of the patent that is infringed.
Global-Tech Appliances, Inc. v. SEB S.A., 131 S. Ct. 2960, 2068 (2011).

“Whoever actively induces infringement of a patent shall be liable as an infringer.” 35

U.S.C. § 271(b). “A ﬁnding of inducement requires both knowledge of the existence of the
patent and knowledge that the induced acts constitute patent infringement.” Cammil USA,LLC

8
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v. Cisco Systems, Inc, 720 F.3d 1361, 1367 (Fed. Cir. 2013) (internal quotations omitted), ajj”’d

and vacated in part on other grounds, 135 S. Ct. 1920, 1926-28 (2015). A patentee asserting a

claim of inducement must show (i) that there has been direct infringement and (ii) that the

alleged infringer “lmowingly induced infringement and possessed speciﬁc intent to encourage
another’s infringement.” Minnesota 114/ining& Mfg. C0. v. Chemque, Inc., 303 F.3d 1294, 1304

05 (Fed. Cir. 2002). The intent to induce infringement may be proven with circumstantial or
direct evidence and may be inferred from all the circumstances. Commil, 720 F.3d at 1366.

With respect to the direct infringement requirement, the patentee “must either point to speciﬁc

instances of direct infringement or show that the accused device necessarily infringes the patent
in suit.” ACCO Brands, Inc. v. ABA Locks Mﬂs. Co., Ltd., 501 F.3d 1307, 1313 (Fed. Cir. 2007)

(citation omitted). This requirement may be shown by circumstantial evidence. Vita-Mix v.

Basic Holding, Inc, 581 F.3d 1317, 1327 (Fed. Cir. 2009). “[A] ﬁnding of infringement can rest

on as little as one instance of the claimed method being performed during the pertinent time
period.” Lucent Techs, Inc. v. Gateway, Inc., 580 F.3d 1301, 1317 (Fed. Cir. 2009).

III.

ANALYSIS

I

A. ’668 Patent
As noted in the procedural history, the Commission has suspended enforcement of the
remedial orders with respect to the ’668 patent in light of the Federal Circuit’s afﬁrmance of the
PTAB’s decision ﬁnding the claims of the ’668 patent unpatentable. Notice (Apr. 5, 2018);

9
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Comm’n Order (Apr. 5, 2018).“) Accordingly, the modiﬁcation proceeding with respect to
the ’668 patent is suspended. Arista’s motion to stay the modiﬁcation proceeding as to the ’668
patent is denied as moot.

B. ’577 Patent
1. Overview of the Technology —’577 Patent
U.S. Patent No. 6,377,577 is entitled “Access Control List Processing in 

Hardware.” ’577 Patent (JX-0005). The Commission found a violation of section 337 based on
Arista’s infringement of claims 1, 7, 9, 10, and 15 of the ’577 patent (“the relevant claims”). I

The ’577 patent provides generally for hardware processing of access control lists
(“ACLs”) and hardware enforcement of access control. ’577 Patent (Abstract). Network
devices, such as a router“ or a switch, in a computer network may implement access control by

restricting the transmission of information from speciﬁed source devices to speciﬁed destination
devices. ’577 Patent at 1:4-8. One technique for implementing access control involves reference

to one or more ACLs, which describe whether the transmission of information is permitted or
prohibited from a certain sender (or range of senders) to a certain destination (or range of
destinations). Id. at 1:10-15. ACLs are associated with input interfaces and independently with
output interfaces for each network device, e.g., a router. Id. at 1:20-22. Each ACL includes a

'0 The PTO has not yet issued a certiﬁcate of cancellation regarding the relevant claims of the
’668 patent.

'

'

11Routers route messages (in the form of individual packets of infonnation) from source devices
to destination devices. Id. at 1:8-10.
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plurality of access control speciﬁers, each of which selects Intemet Protocol (IP) address preﬁxes
or subnet” addresses, or port numbers, for a range of sender and destination devices. Id. at 1:15

18. As packets of information arrive at a router for transmission, the router checks the packets“

against theaccess control speciﬁers that were provided in the ACL to determine whether
transmission from the selected set of senders to the selected set of destinations is either
speciﬁcally permitted or speciﬁcally denied. Id. at 1:18-20.

»

The ’577 patent recognizes that the prior art implementations of processing packets to
enforce access control according to an ACL are slow and processor-intensive, especially when
access control is implemented using software processing instead of hardware processing. Id. at I

2:3-26. In particular, if the ACL includes numerous entries of access control speciﬁers, more
time is required to process the access control speciﬁers for each packet. Id. at 2:9-17. Moreover,
for large ACLs, routing speed can be several orders of magnitude lower than the wirespeed rate .
of incoming packets. Id. at 2:18-24.14

12A subnetwork, or subnet, is a logical, visible subdivision of an IP network. The practice of
dividing a network into two or more networks is called subnetting. Computers that belong to
a subnet are addressed with a common, identical, most-signiﬁcant bit-group in their IP address.
Comm’n Op. at 22-23 n. 13.

13Messages exchanged in a computer network are in the form of packets of information. ‘57 7
Patent at 1:6-10. A packet includes a header containing the identiﬁcations of the source device
and the destination device. Id. at Fig. 2, 2:41-43, 4:1-4.
14The ’577 patent provides a circa year 2002 example of router speed being reduced to as low as
about 10,000 packets per second, while the wirespeed rate of incoming packets (for relatively
short packets) is in the range of about tens to hundreds of millions of packets per second for
gigabit networks. Id.
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To address the slowness problem, the ’577 patent teaches hardware processing of ACLs,

which is faster than software processing, and teaches processing the access control speciﬁers in

parallel, which is faster than sequential processing. Id. at 2:27-30,38-40, 3:41-44, 7:40-44.
First, access control specifiers from an ACL are recorded in a content-addressable memory
(CAM) of a router. Id. at 2:29-32, 40-41. When a packet arrives at the router, it extracts certain

information from the header, such as the source and destination IP addresses, port numbers, and

any relevant protocols. Id. at 2:33-34, 41-43. The router then attempts to match the packet
header information to all the access control speciﬁers stored in the CAM in parallel. Id. at 2:34
35, 43-44, 7:40-42. One or more successful matches are sent to a priority selector, which selects

the match with the highest priority (the match that is ﬁrst in the sequence of access control

speciﬁers), and the selected match determines whether to permit or deny the transmission of the
packet. Id. at 2:44-49. These steps are perfonned in hardware without the need for software
processing, thus increasing the speed at which access control is enforced. Ia’.at 2:28-30, 38-40,

49-50.

The relevant claims of the ’577 patent are directed to methods for making a routing

decision for a packet by matching in parallel a packet label derived from the packet with access
control pattems stored in memory. ’577 Patent at 7:34-8:28. The relevant claims are listed
below:

1. A method, including the steps of maintaining a set of access
control pattems in at least one associative memory;

receiving a packet label responsive to a packet, said packet label
being sufficient to perform access control processing for said packet;
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matching matchable infonnation, said matchable information
being responsive to said packet label, with said set of access control
patterns in parallel, and generating a set of matches in response thereto,
each said match having priority information associated therewith;
selecting at least one of said matches in response to said priority
information, and generating an access result in response to said at least
one selected match; and
making a routing decision in response to said access result.
2. A method as in claim 1, including the step of perfonning at
least two of said steps of receiving, matching, selecting, and making a
routing decision, in parallel using a pipeline technique.
7. A method as in claim 1, wherein said associate memory
includes a ternary content-associative memory.

9. A method as in claim 1, wherein said priority information for
each said access control pattern is responsive to a position of said
access control pattem in a memory.

10. A method as in claim 1, wherein said priority infonnation
includes a position in said associative memory, and said step of
selecting includes choosing a ﬁrst one of said matches.
15. A method as in claim 1, wherein said routing decision includes
permitting or denying access for said packet.
’577 patent at 7:34-8:28.

2. Arista’s Accused Redesigns
Arista’s redesigned products (“Redesigned Switches”) consist of device models 7010,
7020 (including 7020R), 7048, 7050 (including 7050X), 706OX, 7150, 7160, 7250X, 7260X,

7280 (including 7280E and 728OR), 7300 (including 7300X), and 7500 (including 7500E and
750OR),running EOS15versions 4.18.2-REV2-FX, 4.18.2-REV2-FX.1, 4.19.0F through

15“EOS” stands for extensible operating system. Final ID at 191.
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4.19.2.2F, and 4.1'9.2.3F (and later) and 4.2O.lF (and later). MRD at ii n.1 (citing Black Tr. at
291 :10-292:1 8; 16RX-9001C (Sweeney Witness Statement) at Q/A 32-33, 338-39, 365; RBr.,

App. C.)).

The primary hardware change was introducing an [
[

]17[

] into

] to prevent redesigned versions of EOS software (which [

]) ﬁom supporting infringing functionality. The Redesigned Switches are denoted
as [

] hardware.18Id. at 7-8. The Redesigned Switches include only models that have

[

]. Id. at 8 (Black Tr. at

291110-292118;RX-9001C (Sweeney Witness Statement) at Q/A 32-33, 338-39, 365). The
[

] switches run only EOS versions [

] (“Redesigned EOS”) and versions [

]

16All transcript citations are to the 2018 hearing in the modiﬁcation proceeding unless otherwise
indicated.
17“EPROM” stands for erasable programmable read-only memory.

1

18Dr. Richard Black, Arista’s expert witness, explained the various [
] for
Arista’s switches during the 2018 Hearing. Black Tr. at 291:12-292:18 (“So Your Honor got it
exactly right this morning about the [
]. The [
] was [
]. And then
as response to the 944 [
]. And in that instance, Arista, whose
products are a combination of both hardware and software, ran on legacy, older versions of EOS,
and those products had [
] ACLs
At the [
],
which I believe was [
], Arista released [
], which could not
use the existing versions of EOS. So also, in addition, Arista produced redesigned software to
rtm on its redesigned hardware, and those are [
p ]
you can run the
newer software [on pre-redesigned hardware]. If you run it on pre-redesigned hardware, you will
get [
] ACLs, but that combination [
].”)

14
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(“Hardened Redesigned EOS”). Id. at 8-9.19

3. Direct Infringement
Cisco accuses two features of the Redesigned Switches as each providing an independent
basis for ﬁnding infringement of claims 1, 7, 9, 10, and 15 of the ’577 patent: (1) “disabled”

[

] ACL” functionality; and (2) ﬁltered port mirroring. Id. at 98. The MRD

ﬁnds that neither feature practices the relevant claims of the ’577 patent and, thus, does not
infringe. Id. For the reasons discussed below, the Commission agrees and adopts the MRD’s

ultimate ﬁnding of non-infringement with respect to the ’577 patent.

a. “Disabled” [

'

] ACL” Functionality

1) MRD

,

The MRD notes that Arista represented both to U.S. Customs and Border Protection
(“CBP”) and to the Federal Circuit “that the infringing ﬁinctionality was removed from its

products.” Id. (emphasis in original) (citing CX-9l63.C at 2 (“Arista’s redesign, when

implemented, would remove the accused TCAM ACL feature from all of its switch products.”)).
The MRD ﬁnds, however, that “Arista has not removed from its Redesigned Switches a subset of
[

] ACL” functionality found to infringe in the Underlying Investigation.”

Id. (citing Black Tr. at 291 :2-9).2°Speciﬁcally, the MRD ﬁnds that “Arista’s Redesigned

19Hardened Redesigned EOS was created after [
]. Id. at 9

n.l4 (citing Black Tr. at 296:24-297:8; RX-900lC (Sweeney Witness Statement) at Q/A 347-50;
Almeroth Tr. at 183:3-22).
2°Arista’s expert witness, Dr. Black, explained that he used the term ‘“[
] ACL’ . . . to
capture the types of features” that were accused in the Underlying Investigation. Black Tr. at
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Switches still include, for example, [

I

],21hardware required to use it (such as TCAMs), and the same ‘ip access list’ CLI

command used to conﬁgure [

] ACLs.” Id. at 99 (citing Almeroth Tr. at 111:2]

112:19, 117123-118:3; CX-9201C at 40:19-41:9, 108:6-9).

The MRD further ﬁnds, based on tests conducted by both Cisco’s expert witness, Dr.
Almeroth, and Arista’s expert witness, Dr. Black, that the Redesigned Switches “[
the [

]

] ACL’ functionality.” Id. (citing Almeroth Tr. at 112125-113:5, 177:1O

179:16; Black Tr. at 290: 14-291:9; RDX9000C-9). Speciﬁcally, the MRD ﬁnds that when the

parties’ experts “attempted to [
].” Id. (citing id.;

see also RX-9001C (Sweeney Witness Statement) at Q/A 15, 27, 246-47; CPX-9047C
[

]; JX-9014C at 1).

The MRD notes that Dr. Almeroth was [
]. Id. (citing Black Tr. at

293 :21-296:2; RDS9000C-13). Cisco asserted that “Dr. Almeroth did not [

]” but merely “did what, in theory . . . [

I

]: that EOS is

‘an “open” system allowing users complete access to conﬁgure, customize, and program EOS.’”

288118-20.

A

2‘The MRD notes that this [
] is true for only the Redesigned Switches running
Redesigned EOS, not Hardened Redesigned EOS. Id. at 99 n.50.
6
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Id. at 99-100 (citing (CX-9129 at 1 (“It’s okay to leave the door unlocked”); JX-9017 at 1

(“Arista’s EOS makes it possible to provide customization”); Almeroth Tr. at 113110-114:23).

Arista argued that “‘Dr. Almeroth relied on [
],’ which is not [

]” and that he relied on Arista’s [

], to which he had access due to his

participation in the Underlying Investigation, to [

] ACL’ functionality.” Id. at 100-101. Arista noted that the “[
]” Id. at 100 (citing Black Tr. at 297:9-19).
The MRD ﬁnds that Dr. Almer0th’s [

_

] was due to his “access to Arista’s highly conﬁdential intemal documents and
source code . . . .” Id. at 111 (citing Almeroth Tr. at 183:3-22 (“[

]”)). The MRD rejects “Cisco’s assertion that Dr. Almeroth’s
[

] was based on ‘publicly-accessible ﬁles and publicly-available user instructions from

Arista”’ because Cisco failed to produce “evidence of similar behavior by Arista’s customers
‘possess[ing] a high level of technological sophistication . . . .” Id. (citing CBr. at 48; Almeroth
Tr. at 114217-23, 116:1-117:8; JX-9017 (Arista Parser 101) at 1).

The MRD also ﬁnds that Cisco failed to “prov[e] by a preponderance of the evidence that
Arista’s customers have used [

] ACL’ functionality within [the] Redesigned

Switches.” Id. at 114. Speciﬁcally, the MRD notes that “Cisco’s primary example of Arista’s
customers’ purported use of [

] ACL’ functionality occurred in [
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V

].” Id. (citing CBr. at 39; RRBr. at 2, 34 (citing Black Tr. at

298119-299125;RX-9019C; RX-9020C; RX-90216)). The MRD ﬁnds, however, that those
switches are not at issue in this modiﬁcation proceeding. ld.; see also id. at 110 n.54.

Cisco argued that Arista should be “precluded from arguing that there is no evidence of
customer use of ‘disable’ [

] ACLs’ functionality in [the] Redesigned

Switches.” Id. at 109. Cisco further argued that it was entitled to an “adverse inference of
customer use” because Arista violated a discoveryvorder (Order No. 12) “by refusing to produce
customer communications on the use of [

] ACL’ functionality in [the]

Redesigned Switches” before the hearing, with Arista “purportedly attempt[ing] to produce such
communications” only after the hearing. Id. at 109-110; see Order No. 12 (Jan. 19, 2018).

The MRD ﬁnds that Arista violated Order No. 12 and, thus, “is now precluded from

arguing that there is no evidence of direct infringement of the ’577 patent based on [
] ACL’ functionality in the Redesigned Switches.” Id. at 113. Moreover, the MRD

ﬁnds, “A1'ista’sbehavior has given rise to an adverse inference that it communicates with its
customers regarding Ways to use [

] ACL’ functionality in [

].” Id. (citing Certain Video Graphics
Display Controllers, Inv. No. 337-TA-412, Order No. 47, *at 5-6 (U.S.I.T.C. Jan. 14, 1999)

(failure to comply with discovery orders and an “extremely late production of a large voltune of
responsive documents” on the eve of trial resulted in “the entry of a rebuttable adverse factual
inference.”)).

The MRD explains, however, that the adverse inference does not apply to Arista’s
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Redesigned Switches running the redesigned EOS because “Arista has presented evidence that
its Redesigned Switches [

I

] ACL’ functionality.” Id.

Speciﬁcally, the MRD ﬁnds, that “Arista presented undisputed evidence that Dr. Almeroth’s

[

liS[
].” Id. (citing Black Tr. at 333:2-17; RX-9001C (Sweeney Witness

Statement) at Q/A 344-47)). The MRD also ﬁnds that “Arista has also presented undisputed
evidence that Dr. Almeroth’s [
[ .

] is not possible in Hardened Redesigned EOS versions
].” Id. (citing RBr. at App. C). Id. at 114.

2) Discussion

a) Arista Failed to Remove the [
Function from the Redesigned EOS

] ACL”

The ﬁrst question presented is whether the Redesigned Switches actually contain [
] ACL” function found to infringe in the Underlying Investigation. The dispute
concerns only the Redesigned EOS, which Arista [
'

'

]. MRD at Appx B. After that date, Arista has imported only

[

], which does not support any

[

] ACL” function. Id. at 99 n.50,’
.

/

113. Cisco does not accuse this version of Arista’s redesigned products of violating the remedial
orders due to any retention of [

] ACL” function. See Cisco Cmm’t. at 7-8,

15.

I

The MRD notes that Arista represented to both CBP and the Federal Circuit that it
intended to “remove the accused TCAM ACL feature from all of its switch products.” MRD at
19
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98 (citing CX-916322at 2 (“Arista’s redesign, when implemented, would remove the accused]
[(i__?;/~;.M']
ACL feature from all of its switch products.”)); see also CX-9164C23 at

fl 11 (“Arista is

now in the process of completing and releasing its second redesign, which removes all of the

accused, industry-standard features and replaces some of them with alternative features designed

speciﬁcally to avoid the functions the Commission fotmd to infringe”).
Concerning the technical question of whether the Redesigned Switches contain the
[

] ACL” ftmction, the MRD ﬁnds that Arista has not removed the

ﬂmctionality. MRD at 98 (citing Black Tr. at 291 :2-9). Arista asserts that “[w]hile the
[

] ACLs [

before the LEO and CDO, it does not [

_j

] imported and sold

_

] ACLs [

].” Arista Cmm’t. at 80-81 (emphasis in original) (citing Almeroth Tr. at 112:25—113:5,

177:lO—179:l6;Black Tr. at 290:l4—292:l8; RDX-9000C-9-10). Speciﬁcally, Arista admits that
“the

I:

_

l

.

‘ ] ACLs.” Arista Resp. at 22.

The dispute is whether “removal” of the [
that the [ _

_

-

] ACL” function requires

] from the Redesigned EOS or whether merely disabling or

22Declaration of Anshul Sadana in Support of Respondent Arista Networks Inc.’s Emergency
Petition to Modify, Suspend, or Rescind Remedial Orders Pending Appeal of the Patent Trial and
Appeal Board’s Invalidation of Complainant Cisco Systems, Inc.’s U.S. Patent No. 6,377,577
and Request for Shortened Response Time and Expedited Consideration.
23Declaration of Anshul Sadana in Support of Emergency Motion to Stay Enforcement of
Limited Exclusion Order and Cease and Desist Order.
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restricting user access to the functionality in the Redesigned EOS is sufﬁcient. The MRD

interprets the term to require the former, ﬁnding insufficient the testimony of Arista’s expert, Dr.
Black, that “[u]sers can’t access” the function in the Redesigned EOS. MRD at 98 (citing Black
Tr. at 291 :2‘-9).

We agree with the MRD that the [

] ACL” function was not

technically “removed” from the Redesigned EOS (as opposed to the Hardened Redesigned
EOS). As the MRD notes, Cisco’s expert, Dr. Almeroth, was [

'

1“ r

]. MRD at 99 (citing Black Tr. at 293-29612; RDX9000C-13).
Whether, however, Cisco’s eXpert’s [

] is sufficient to show infringement is a separate question, which we address inﬁa.

b) Cisco is Required to Show Direct Infringement
Even accepting that the [

the Underlying Investigation [

~

9

] ACL” functionality found to infringe in

'

],

Cisco must still satisfy its burden in showing that Arista’s customers have used the infringing
functionality. See Scimed, 261 F.3d at 1449 (party alleging infringement bears the burden of

proof); 19 C.F.R. §2l0.37(a).

'

'

Cisco contends that it need show only that Arista has not removed the [
] ACL” function found to infringe in the Underlying Investigation. Cisco Cmm’t. at 9.
24This version refers to the non-“Hardened” version. See MRD at 8-9.
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Cisco argues that “[i]mposing the burden to prove actual use of the infringing features conﬂicts
with the statutory provision and rule governing modiﬁcation proceedings.” Id. at 10 (citing 19
U.S.C. § 1337(k); 19 C.F.R. § 2l0.76)). Cisco contends that “the changed conditions of fact”

warranting institution of the modiﬁcation proceeding “were Arista’s redesign, which Arista
represented had removed the infringing features.” Id. Cisco argues that the MRD’s ﬁnding that
the Redesigned Switches “continue to have the very functionality that was purportedly removed
. . . is a sufficient reason to modify the scope of the exclusion order to make clear this redesign is

excluded.” Id. at 11. Cisco further asserts that “Arista’s provision of the products with [the

infringing] functionality is plainly in violation of the Commission’s cease-and-desist order.” Id.

Arista argues that “Cisco conﬂates the standard for instituting a modiﬁcation proceeding
and determining whether it is appropriate to modify existing remedial orders.” Arista Resp. at
15. We agree. Cisco points to no law that would authorize the Commission to determine

whether previously unadjudicated products fall within the scope of remedial orders without ﬁrst
determining whether those products infringe the relevant claims of the patent-at-issue. In fact,
the Commission has explicitly fotmd that the issue is “whether the language of the claims reads

on the redesigned products as required under the standard two-part infringement analysis.”
Certain Network Devices, Related Software and Components Thereof (I), Inv. No. 337-TA-945
(Enforcement), Comm’n Order at (3) (Aug. 4, 2017); see MBO Labs, Inc v. Becton, Dickinson &
C0._.474 F.3d 1323, 1329 (Fed. Cir. 2007).

The relevant claims of the ’577 patent are all method claims. See ‘S77 patent at claims 1,

7, 9, 10, and 15. A process or method claim is infringed only if each step of the claimed method
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is perfonned. Muniauction, Inc. v. Thomson C0rp., 532 F.3d 1318, 1328 (Fed. Cir. 2008). The

mere sale or importation of an apparatus capable of performing the patented method does not
constitute infringement. Joy Techs., Inc. v. Flakt, Inc., 6 F.3d 770, 775 (Fed. Cir. 1993). Cisco

alleges that Arista is contributing to the infringement of or inducing its customers to infringe the
relevant claims of the ’577 patent by practicing the method claims at issue.

c) Imposition of Adverse Inference Sanction
The MRD notes that “[t]here was a discovery dispute over the production of documents
in Arista’s possession, custody or control containing communications that Arista provided to

~

customers after it redesigned its switches.” MRD at 111 n.55 (citing Dec. 8, 2017 Telephonic
Hearing Tr. at 18-20’,Doc. ID No. 631471 (Dec. 8, 2017)). The MRD ﬁnds that Arista is

“precluded from arguing that there is no evidence of direct infringement of the ’577 patent based
on [

] ACL’ functionality in the Redesigned Switches.” Id. at*l13. The

MRD further ﬁnds that “Arista’s behavior” during discovery “has given rise to an adverse
inference that it communicates with it customers regarding ways to use [

]

ACL’ functionality in switches running any version of EOS other than the redesigned versions.”
Id. The MRD declined, however, to draw an adverse inference conceming Arista’s Redesigned
Switches “because Arista has presented evidence that its Redesigned Switches [

] ACL’ functionality.” Id. The circumstances of the discovery
dispute are set forth below.

On December 8, 2017, the ALJ held a teleconference as part of Cisco’s motion to compel
from Arista, inter alia, documents related to Arista’s communication with its-customers
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concerning the redesigned switches. Order No. l2 at 2-3. Leading up to the teleconference,

Cisco submitted a letter to the ALJ explaining that, “[a]ﬁer multiple meet and confers” with

Arista, “Arista had not produced a single communication with its customers or suppliers as of
December 7[, 2017].” Id. at Attachment l (Ltr. from Mr. Alper to Judge McNamara (Dec. 8,

2018) at 4) (emphasis in original)). According to Cisco, Arista never denied the existence of
such documents but, instead, delayed tmtil two days before the teleconference to begin its search

for responsive docmnents, though Cisco had served its discovery request a month prior. Id.

Cisco noted Arista’s argument that “its delay stem[med] from its request that Cisco provide

Arista with a set of search terms [,]” but contended that “Arista’s obligation to respond to relevant
discovery requests is not contingent on Cisco providing search terms.” Id. at 5. Even after
providing search terms, Cisco argued,‘Arista still “complained that the terms were too broad,

without providing a counter proposal.” Id.; see id. at 29 (Arista arguing that multiple rounds of

negotiation were necessary regarding the search terms). Cisco asseited that this cycle continued
at least once more, with Arista agreeing to begin its search Withfurther revised terms Cisco
provided “with just a week left in discovery . . . .” Id. Cisco noted that Arista ﬁnally “produced

nearly 150,000pages” of documents” early in the morning of the teleconference,“ denying
Cisco the opportunity to conduct a meaningful review before the deposition of Arista’s corporate
witness, Mr. Sweeney, was due to begin. Id. During the teleconference,_Cisco contended that

“the ALJ held that Cisco was ‘entitled’ to documents responsive to [Cisco’s request for customer

25Arista notes that it produced 144,978 pages of documents. Id. at 29.

26Arista asserted that it produced these documents on December 7, 2017. Id.
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communications] and accepted Arista’s representation that it would provide Cisco with Arista’s
search terms . . . .” Cisco Mot. in limine No. 1 (Jan. 5, 2018) at 2 (citing EDIS Doc No. 629902

(Dec. 8, 2017 Teleconference Tr.) at 8:19-24, 11:11-23 (Dec. 12, 2017)); see also Arista Resp. at

30-31 (“the ALJ stated ‘I think Cisco is also entitled to this.’”).

According to Arista, Cisco’s “sole complaint” during the teleconference regarding why it
had not yet reviewed the approximately 150,000 pages Arista had recently provided was because
it “did not ‘have any information about what terms [Arista had] actually run’ to identify the
pages already produced.” Arista Resp. at 30 (citing (Dec. 8, 2017 Tr. at 10:3-13, 10:25-11:3).27

Arista notes that, “[i]n response, the ALJ ordered Aristato provide Cisco with its list of search
terms.” Id. (citing Dec. 8, 2017 Tr. at 11:11-2'3). Arista contends that this was the only order it

received from the ALJ concerning the alleged customer communications regarding the
Redesigned Switches. Id. Arista asserts that “the ALJ acknowledged that Arista had already
produced the responsive documents to Cisco.” Id. (citing Dec. 8, 2017 Tr. at 12:7-8 (“You will

get the search terms today. You have your documents”), 13:9-14 (“RFP 16, the
communications between Arista and the third parties on the redesign. And that was my

understanding—it was my understanding that it was 150,000 documents that wereproduced
related to that . . .”) (emphasis in Arista’s Resp.). _

Cisco asserted that, aﬁer a further set of meet and confers, “Arista ultimately proposed
supplementing its production based on 16,535 documents that hit an expanded set of terms.”

27Cisco actually stated that the lack of search terms was “part” of its difﬁculty. Id. at 10:3.
25

PUBLIC VERSION
Cisco Mot. in limine No. 1 at 3; see also Arista Resp. at 30 (“During the meet and confer

process, Arista tested modiﬁcations to Cisco’s search terms which hit on approximately 16,000

additional documents”). Cisco argued that Arista ultimately refused to produce these
documents, “demanding that Cisco must agree to produce documents on prior art, domestic

industry, and customer communications.” Id. Arista asserts that Cisco subsequently “continued

to demand that Arista only use Cisco’s search terms which would have required a production of
an additional 194,000 emails.” Arista Resp. at 30. Arista contends that the parties reached an

impasse, and that “Cisco chose not to ﬁle a motion to compel during the discovery period.” Id.

at31.
Cisco subsequently moved in limine to preclude Arista from offering evidence or

argument on various issues on which Arista pmportedly withheld relevant discovery, including
relevant commtmications between Arista and its customers on their use of the Redesigned
Switches. In particular, Cisco alleged that “although Arista subsequently [identiﬁed to] Cisco []

more than 16,000 customer communications using its own search terms, Arista has not produced
the documents.” Order No. 12 at 3. The ALJ granted Cisco’s motion, ﬁnding that, “to the extent

Arista seeks to argue that its allegedly redesigned products do not infringe, and is expecting to do
so by relying upon any documentation or other evidence . . . not produced to Cisco . . . Arista is

precluded from using it during the evidentiary hearing.” Id. at 11.

.

Arista acknowledges that the ALJ directed it “to produce some customer communications
and to provide search terms to Cisco.” Arista Cmm’t. at 79 n. 17 (citing Dec. 8, 2017 Tr. at

11:17-23). Arista argues, however, that it did, in fact produce the documents and that “Cisco
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never moved to compel any further discovery.” Id. Arista contends, therefore, that it was not
obligated to produce any additional documents. The ALJ explains, however, that she did, in fact,

order Arista to produce documents “regarding communications between Arista and third-parties,
such as customers and suppliers.” Order No. 12 at 3 n. 2 (citing Dec. 8, 2017 Tr. at 8:19-22).

The ALJ elaborated that “while I was concerned that search tenns were not unduly expansive
and . . . overly burdensome for Arista, that did not change the fact that Arista was ordered to

produce all available responsive documents that were relevant, not simply the search terms as

Arista argues.” Id. Thus, the ALJ concluded, “[t]he import of at least part of the discussion was
that WhileArista had produced some 140,000 documents, there might be others that Arista was

required to produce.” Id. The ALJ reiterated her decision at the evidentiary hearing. Tr. at 26:11
27:2 (“What is absolutely clear is that Cisco was entitled to customer information . . .what I was

trying to do was narrow the scope of the search terms so that Arista was not overburdened
. . . .”). Only after the evidentiary hearing did Arista produce the additional 16,000 documents.
See Arista Cmm’t. at 79; Cisco Resp. at 55.

Arista asserts in its comments to the Commission that it “never violated any discovery
order, that Cisco never moved to compel any further production, that Arista produced all

responsive customer commtmications concerning the redesign that it found during discovery, and
that the adverse inference and preclusion recommended by the ALJ is legal error.” Arista Resp.
at 33. Arista further argues that, as Cisco has acknowledged, “none of the [16,000] documents

was a customer communication concerning the redesign or any means of [
] ACLs on the redesigned switches.” Id. at 33-34 (citing Exh. 3 (Decl. of Richard Pell) at
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1H]4-5); see also Arista Crnm’t. at Ex. G (2/8/2018 J“.l-lomrig Ltr. to A. Alper).

The question of whether Arista violated the ALJ’s oral discovery order and the

substantive content of the evidence of record are two different issues. Based on a review of this

procedural background, we can ﬁnd no error in the MRD’s ﬁnding that Arista violated her
discovery order. Arista decided Withoutjustiﬁcation not to produce the set of approximately
16,000 documents at issue. Arista was directed to produce all documents responsive to RFP 16

during the December 8, 2017 teleconference. To the extent Arista may have been unsure
whether it was required to produce the additional 16,000 documents that it located, it should

have reached out to the ALJ and sought guidance as to whether it was obligated to produce those
documents. Moreover, once the ALJ issued Order No. 12, Arista was under no illusion as to

how the ALJ understood her instructions from the December 8, 2017 teleconference. But, rather

than immediately produce the documents before the evidentiary hearing, Arista still declined to
do so.

The Commission therefore finds as a sanction that the ALJ was correct in ruling that

Arista is precluded from relying on any of documents not produced before the evidentiary
hearing in arguing that there is no evidence of direct infringement of the ‘S77 patent based on
[

] ACL’ functionality in the Redesigned Switches. MRD at 113; Order No.

12 at 11. Moreover, the Commission adopts the MRD’s ﬁnding that “Arista’s behavior has

given rise to an adverse inference that it communicates with its customers regarding [
] ACL’ functionality.” Id.; 19 C.F.R. § 210.33(b).

We do, however, agree with Ciscothat limiting the application of the adverse inference to
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[

] does not appear to

align with the discovery misconduct found by the ALJ. MRD at 113. Rather, as Cisco asserts,

its document request pertained to the operation of Arista’s redesigned switches. Cisco Cmm’t. at

13-14. Based on the procedural background of this dispute and the context of the ALJ’s
discussion of this issue in the MRD, we conclude that the adverse inference applies to the
redesigned versions. In our view, however, the evidence in the record does show, as the MRD

ﬁnds, that Arista has successfully rebutted the inference drawn against it, as we discuss below.

d) Cisco Failed to Show that Arista’s Redesigned Switches Infringe
Based on Customer Use of [
] ACL”
Functionality
A tribunal, such as the Commission, “may properly draw an adverse inference when a

party engages in discovery abuses even when no particular piece of evidence is missing,
destroyed, or untimely produced.” See Regeneron Pharm., Inc. v. Merus N. I/., 864 F.3d 1343,

1363 (Fed. Cir. 2017) (citing Residential Funding Corp. v. DeGe0rge Fin. C0rp., 306 F.3d 99,
107 (2d Cir. 2002)). As Cisco notes, “an adverse inference should serve the function, insofar as

possible, of restoring the prejudiced party to the same position he would have been in” had the
misconduct not occurred. Cisco Cmm’t. at 14 (citing Kronish v. United States, 150 F.3d 112,
126 (2d Cir. 1998), overruled on orher grounds, Rotella v. Wood, 528 U.S. 549 (2000)).



A ﬁnding of adverse inference against Arista therefore means restoring Cisco to its

“previous evidentiary position” absent Arista’s withholding of the 16,000 documents that Arista
produced only after the evidentiary hearing. Accordingly, and in keeping with the ALJ’s Order
No. 12, Arista may not rely on those documents. In addition, Arista may not argue that those
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documents do not contain relevant customer communications.
Despite the imposition of the adverse inference sanction, Cisco still retains the burden of
proof on infringement. As the Federal Circuit has explained, any adverse inference “completely

vanishes upon the introduction of evidence sufﬁcient to support a ﬁnding of the nonexistence of
the presumed fact.” A.C, Aukerman C0. v. R.L. Chaides Conslr. C0., 960 F.2d 1020, 1037 (Fed.

Cir.1992), abrogated on other grounds, SCA Hygiene Products Akliebolag v. First Quality Baby
Pr0ds., LLC, 137 S. Ct. 954 (2017). Therefore, even assuming that the documents Arista

belatedly produced contain relevant customer communications regarding Arista’s Redesigned
Switches, Cisco must still show that Arista’s customers have actually used the [
' ] ACL” functionality in [the] Redesigned Switches. As the MRD ﬁnds, Cisco has failed

to do so. MRD at 113. More speciﬁcally, Arista has shown that it has taken reasonable steps to
ensure that its customers cannot utilize the [

] ACL” functionality in [the]

Redesigned Switches. Furthermore, the evidence shows that Arista has taken steps to discourage
[

] with the Redesigned Switches, such as [

] by Cisco’s expert Dr.

Almeroth.
Cisco asserts that “an Arista customer could [

] ACLs . . .

[and] would be able to determine how to do so without any help from Arista.” Cisco Cmm’t. at

17. Speciﬁcally, Cisco contends that “Dr. Almeroth followed the Arista conﬁguration
instructions to [

], and, thus,
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[

.

'

- ] ACL” functionality. Id. at 17-18.

Dr. Almeroth testiﬁed that he relied primarily on a publicly available Arista document
entitled “Customizing EOS CLI —Parser 101” (JX-9017) in [

].” Almeroth

Tr. at 114:17-23; CDX-9003C-21. Cisco asserts that Dr. Almeroth “relied exclusively on

instructions that Arista provides to its customers on how to access conﬁguration ﬁles for EOS
software, such as the [

]28[

].”

Cisco C1nm’t.at 18 (citing CDX-9003C-20-22; JX-9017 at 1). When asked to explain how he

[

] Dr. Almeroth testiﬁed as follows:
V

_

So [CDX-9003C at] slide 22, there’s [

] that’s

referenced in JX-9017. In fact, could you go back 9 to slide 21. It says
here in the middle, user live [P]ython 2.6, site packages and then there‘s a
CLI plug-in directory.
p
If you go to slide 22 this [
document. There’s [

l
] speciﬁcally referenced in this
] that are shown on demonstrative 22. The [
' ], and I [

] and then [

]. And that

testing is described in CX-9141C at 17 through 29.

Almeroth Tr. at 115:5-21; see also CDX-9003C-21:

28Dr. Almeroth explained that Python is a programming language, i.e., a source code ﬁle
containing conﬁguration information. Almeroth Tr. at 115-1:4.
31
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[

1

_

_

CDX-9003C-22:
[

1

.

Dr. Almeroth admitted, however, thztthe was [

V

], which [

], due to his involvement in this
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case. Almeroth Tr. at 183:3-7; Arista Resp. at 10; see also MRD at 111 (ﬁnding that “Dr.
Almeroth was in a unique position [

'

].”’).

Arista contends that the “[

1



]” Dr. Almeroth used is known as “[

],” which involves “[
].” Arista Resp. at 8 (citing Black Tr. at 293:15~
295:23). Arista argues that Dr. Almeroth would not have been able to [

] without

access to Arista’s conﬁdential information because “[

].” Arista Resp. at 10 (citing Black 2963-297; RX-9001C at Q/A 347; CX-9201C
(Holbrook Dep. at 85:9—86:1,284:l3—285:24). Speciﬁcally, Arista contends that “Dr. Almeroth

relied on the secret knowledge he gained from Arista in discovery concerning [
f

] ACL functionality.” id. (citing Almeroth Tr. at 18:3-7;
Black 29623-29728; CPX-9047C [

Arista’s corporate witness, Mr. Sweeney,” explained that:
In the ﬁrst place, we [

]. The purpose of[

], and we do not [
], and even the
[

]. Our customers cannot [
].

29Adam Sweeney is a Vice President of Software Engineering for Arista. RX-9001C at Q/A l.
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RX-9001C at Q/A 347. Arista’s expert, Dr. Black, further explained that:
In order to [

_

]. And l
don’t think you could plausibly just guess at it. You have to
understand how the whole thing works.

Black Tr. at 296: 12-23. Dr. Almeroth also admitted at the evidentiary hearing that the CLI

“Parser 101” document on which he relied (JX-9017) does not [
].” Almeroth Tr. at 18l:24»—182:2(“Q. There’s no

reference in this list of ﬁles to [

]_?A. No. It doesn’t [list] that [

]

speciﬁcally”). Moreover, Arista asserts that it “speciﬁcally prohibits [

] by its

End User License Agreement [EULA].” Id. (citing Black Tr. at 300:1-12; RX-9269C (EULA)).

Based on the evidence, the Commission adopts the MRD’s ﬁnding that Cisco has failed
to show that Arista’s customers would be able to [

] using publicly

available information. MRD at 111. Moreover, the evidence shows that Arista has ta.ken
precautions to [ "

] ACL” ﬁmctionality in the

Redesigned Switches nmning Redesigned EOS.30

'

Cisco also asserts that [

3°Again, Cisco does not assert that Redesigned Switches running Hardened Redesigned EOS are
susceptible to [
]. See id. at 114.
34

PUBLIC VERSION
_

_

The MRD ﬁnds, however, that [

]. MRD at 114; see also Cisco Cmm’t. at 17, 18.

-

_

]. Id. (citing CBr. at 39; RRBr. at 2, 34 (citing Black Tr. at 298:l9

299:25; RX-9019C; RX-9020C; RX-9021C); see also id. at 110 n.54. In its comment to the
Commission, Cisco continues to assert that [

_

]. Cisco Cmm’t. at 17, 18. Cisco does not, however,
dispute the MRD’s ﬁnding that [

-
].3‘See id. at 17 (noting that [

‘

]); see also MRD at ii

n.l (specifying the accused switch models). The MRD explains that the Redesigned Switches at
issue “include only [ .



].” MRD at 8. As the MRD conectly finds, Arista’s legacy switches are not at issue

in this modiﬁcation proceeding.”
Based on the preceding discussion, the Commission ﬁnds that Cisco has failed to show
by a preponderance of the evidence that Arista’s customers have used [

3' Arista acknowledges that its “[
] hardware, which will [
23 (Citing Black Tr. at 29l2l0—292218; RDX9()00C-10).
32Arista admits that it “[

_

]

] ACLs . . . .” Arista Resp. at

i



]. Arista Resp. at 13. The Redesigned Switches support only
the [

]. Arista Post-Hearing Br. at 33, Appx. C; see also RX-9001C (1/5/18 Sweeney Witness
Statement) at Q/A 32-33, 338 (“[
'
].”); Black
Tr. at 291 :10-292118; RDX-9000C-10.
'
35

PUBLIC VERSION
ACL” functionality in the Redesigned Switches.

b. Filtered Port Mirroring Functionality
1) MRD

Separate and apart from the [

] ACL” ﬁlnctionality, Cisco also

accuses the ﬁltered port mirroring functionality in the Redesigned Switches of infringing the
relevant claims of the ’577 patent. The MRD notes that ﬁltered port mirroring functionality was
available in Arista’s legacy switches. MRD at 114 n. 57. The MRD further notes that, although

ﬁltered port mirroring was present in Arista’s legacy switches accused in the Underlying

Investigation, “Cisco did not specifically accuse ﬁltered port mirroring of infringement in the
Underlying Investigation, as required by Ground Rule 11.2.” Id. at 13333;see also id. at 101

n.51. The ALJ, however, denied Arista’s “motion in limine to preclude Cisco from proffering

evidence of infringement by ﬁltered port mirroring because that functionality was not
speciﬁcally accused in the Underlying lnvestigation[,]” ﬁnding that Cisco “raised a legitimate
fact issue over whether ﬁltered port mirroring in [the] Redesigned Switches was identical in
operation to ﬁltered port mirror in legacy switches . . . ." Id. 114 n.57 (citing Opp’n at 5-10
(EDIS Doc No. 633702) (Jan. 12, 2018); Order No. 11 at 10 (EDIS Doc No. 634262) (Jan. 19,

2018)).

33Ground Rule 11.2, which governs pre-hearing briefs, states that “[a]ny contentions not set
forth with the level of particularity required herein shall be deemed abandoned or withdrawn,
except for contentions of which a party is not aware and could not have been aware in the
exercise of reasonable diligence at the time of ﬁling the pre-hearing brief.” Inv. No. 945, Order
No. 2 (Ground Rule 11.2) (Feb. 2, 2015).
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The MRD describes ﬁltered port mirroring as follows:

Filtered port mirroring is a feature in Arista’s Redesigned Switches
that creates a copy of selected packets passing through a port and sends
the copy to one or more “mirror ports.” (Tr. (Black) at 303:16- 304:3,
304:9-305:l2; RX-9001C (Sweeney Witness Statement) at Q/A 294, 302
03.). The “ﬁltered” in ﬁltered port mirroring refers to the selection of
packets for mirroring using an ACL. (Id.). If a packet is selected for
mirroring, a Redesigned Switch [
]. If a packet is not so selected, [
] because,
conceptually, [
'
]. (Tr. (Black) at 303216-304:3, 304:9-3()5:12;
RX-9001C (Sweeney Witness Statement) at Q/A 306-12;). Filtered port
mirroring does not [
]; instead it merely [
]. (Id.). Notwithstanding a mirroring
determination, the original packet [
]. (Id.). Filtered port mirroring does not, and
cannot, [
I
]; it’s only concern is mirroring. (Tr.
(Almeroth) at 192:8-23 (2018 Hearing); Tr. (Black) at 303116-304:3,
304:9-305:l2; RX-9001C (Sweeney Witness Statement) at Q/A 306-12;

CX-9201C (Holbrook Dep. Tr.) at 282:5-284:l2.).
Filtered port mirroring operates by initiating a port mirroring session.
(JX-9020 at 742.). “A mirror session correlates a set of source ports to a
[mirrored] destination port.” (Id. at 740.). [
]. (Tr.

(Almeroth) at 108:18-110:5, 118:22-120:1 1, 124:1-24, 190211-24; Tr.
(Black) at 328:16-329:6, 329218-330110.).The source device, destination
device, or both, can be speciﬁed in the port mirroring ACL. (Tr.

(Almeroth) at l08:l3-25, 109:13-25, l20:l5-121:8, l69:25-170:2 (2018
Hearing); CDX-9003C-10; Tr. (Black) at 332:2-10.).
Id at 102-103.

s

Cisco argued that “[
].” Id. at 103. Speciﬁcally, Crsco asserted

that (1) “[p]ort mirroring ACLs are created through the same ‘access list’ command that was

found in the 945 Investigation to generate the infringing TCAM ACLs”; (2) “[p]ort mirroring
"
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ACLs also utilize the [

] as the [

]”;

and (3) “port mirroring ACLs use the same infringing [
"].” Id.

Arista argued that the A_CLsused in the accused ﬁltered port mirroring functionality are

not used for “access control” because, rather than being used as “source-destination permit-deny
ACLs,” they are instead used as a “packet classiﬁcation ACL . . . .” Id. at 104 (citing JX-9023C
(Maltz Decl.” at 2, 10 (“[


]-”));

Black Tr. at 310110-311:2). Arista’s expert, Dr. Black, explained that “the [

]” are different when a “[
]” is applied versus when [

_ ]. Id. (citing Black Tr. at 306: 18

308:10; RDX9000C-31-33). Speciﬁcally, Dr. Black explained that “[w]hen a ‘source
destination permit-deny ACL’ was applied, the [
i

1

]Wthat is, the [

,

1.” Id. at 104-105

(citing Black Tr. at 322;2s-32312 (“Q. [

]; correct? A. That’s correct”; RDX-9000C-31 (depicting RX-9032C

(Black/Sweeny Test Output))). By contrast, Dr. Black explained, “when ﬁltered port mirroring
was applied, the ‘[
Tr. at 329:18-330:4 (“Q.

].”’ Id. at 105-106 (citing Black
[
].

as

A. Well, [
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].”), 325:17-21, 3-28:24-330:10; JX-9020 (Arista User Guide
Arista EOS version 4.2O.1F 16 November 2017) at 742; Almeroth Tr._at 124:1-125:2O; RDX

9000C-32 (depicting RX-9029C (Black/Sweeny Test Output))).
The MRD notes that, in the Underlying Investigation, “the Parties agreed that ‘access
control should possess its plain and ordinary meaning.” Id. at 115 (citing Markman Order at 12;

Final ID at 129). The MRD explains that the ‘557 patent deﬁnes “access control” as follows:

In a computer network for transmitting information, messages can be
restrictedfrom being transmittedﬂom selected source devices to selected
destination devices. In known computer networks, this form of restriction
is known as ‘access control’ and is performed by routers, which route
messages (in the form of individual packets of information) from source
devices to destination devices.
Id. at 115-116 (emphasis in original) (citing ’577 patent at 1:4-10; Almeroth Tr. at 168:8-20;

Almeroth Tr. 296525-9 (945 Violation) (explaining that “access control” requires some

semblance of packet policing or control over packet movement)). The MRD notes that
“[t]e1ling1y,in the Underlying Investigation, [

] packet transmission were

the only functions Dr. Almeroth and Staff identiﬁed as satisfying the ‘access control’ limitation
in Arista’s accused products.” Id. at 116 (citing Final ID at 132). As such, the MRD ﬁnds,

“access control” involves control of packet movement from a source to a destination such that
“[a]long the way, its transmission can be restricted.” Id. at 118-119.34The MRD also ﬁnds that

the “access result” limitation recited in the relevant claims “ﬂows directly from the ‘access
34

'

The ALJ rejected Arista’s assertion that “access control” requires “checking the source address
and/or destination address of the packet against access control rules that determine whether that
source is permitted to send packets to that destination,” noting that the claims are broader than
Arista’s narrow interpretation. Id. at 116-117.
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control’ limitation such that, failing to satisfy the “access control” limitation a fortiori fails to
satisfy the “access result’; limitation. Id. at 25-26 (citing ‘S77 patent at 7:40-46 (claim 1)

(“matching matchable information, said matchable infonnation being responsive to said packet
label, with said set of access control patterns

selecting at least one of said matches in response

to said priority information, and generating an access result”); Almeroth Tr. at 167:l6-19; Black
Tr. at 301:8-l5).

_

The MRD ﬁnds that, “[u]nlike [

mirroring does not [

] ACL’ functionality, ﬁltered port

]” but instead “[

].” Id. at 106 (citing Black Tr. at 303:16-304:3, 304:9-3()5:l2; RX-9001C
(Sweeney Witness Statement) at Q/A 306-12). The MRD notes that “[n]owhere does the ’577

patent associate ‘access control’ of a packet with restricting the [

], as opposed

to restricting the transmission of a packet.” Id. at 119. Rather, the MRD ﬁnds, the ‘"577 patent
is silent on using ACLs to [
[

] a packet” and is equally “silent on using ACLs to
], such that [

1." Id. at 119-120.

The MRD ﬁnds that the evidence shows that “persons of ordinary skill in the art view
ﬁltered port mirroring as fundamentally different from ‘access control.”’ Id. at 120 (citing Black

Tr. at 303:l6-304:8). Speciﬁcally, the MRD notes the following testimony:

“[F]iltered port mirroring never ‘[
]” and never “[
‘

_

].” (RBr. at 42-43 (citing Tr.

(Black) at 305:l3-24, 308:20-309: l 1).). Filtered port mirroring does not,
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4

and cannot, determine whether the sender of the original packet is
permitted to send that packet to its destination. (Tr. (Almeroth) at 192:8
23 (2018 Hearing); Tr. (Black) at 303:16-304:3, 304:9-305:12; (RX
9001C (Sweeney Witness Statement) at Q/A 306-12).). “[
].” (RX-9001C (Sweeney
Witness Statement) at Q/A 240.).

Id. The MRD ﬁnds that “Dr. Almeroth’s, Dr. Sweeney’s and Dr. Black’s explanations of ﬁltered

port mirroring is consistent with evidence that, notwithstanding the appearance of ‘access
control’ in the term ‘access control lists,’ such lists (abbreviated as ACLs) perform more than

just traditional ‘access contro1.’” Id. (citing RDX-9000C-8 (Cisco materials distinguishing

between the use of the tenn ACL and access control)). The MRD further notes that Dr. David
Maltz, a [

].” Id. at 120-212 (citing JX-9023C (Maltz Decl
at 2, 10).

The MRD posits that “filtered port mirroring functionality could be designed [

]” and that such a process “would entail transmission
restriction as taught by the ’577 patent.” Id. at 121 (citing Black Tr. at 329213-17). The MRD

concludes, however, that ﬁltered port mirroring does not work in that manner in the Redesigned
Switches. Id. Rather, the MRD ﬁnds, the “[

] the one described in the ’577

patent’s speciﬁcation, [

].” Id. (citing Black

Tr. at 305:13-24, 308:20-309:11). The MRD explains that “ﬁltered port mirroring ACLs do not
[

]” but instead “[
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].” Id. at 121-122 (citing Black Tr. at 303:20

306: 17, 305113-24, 329:13-17). The MRD therefore concludes that “the ﬁltered port mirroring

functionality of the Redesigned Switches does not practice ‘access control’ as required by each
of the asserted claims . . . because the functionality [
].” Id. at 122 (emphasis in original).

_

The MRD also perfonned a claim-by-claim analysis. In particular, the MRD ﬁnds that,

except for the ﬁltered port mirroring functionality failing to satisfy the “access control” and
“access result” limitation, Cisco has shown that the Redesigned Switches practice all of the other
limitations of claim 1 of the ’577 patent except for the “making a routing decision” limitation.

Id. at 124-125. Regarding the limitation “making a routing decision in response to said access
result,” the MRD ﬁnds that, in addition to failing to satisfy the “access result” limitation,

Redesigned Switches using the ﬁltered port mirror functionality decide “[
]” not how to route an existing packet. Id. at 126.

The MRD further ﬁnds that, absent “access control” and “access result,” the Redesigned

Switches using the ﬁltered port mirror functionality satisfy the limitations recited in dependent
claims 7, 9, and 10. Id. at 126-127. The MRD ﬁnds, however, that Cisco failed to satisfy the

limitation “said routing decision includes permitting or denying access for said packet” recited in
dependent claim 15. Id. at 127. Speciﬁcally, the MRD ﬁnds that the port mirroring functionality
“[

I

1" but rather “[
1." Id.
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2) Discussion

a) Claim Construction: “access c0ntrol”/“access result”35
"

Cisco asserts that the MRD’s ﬁnding that the ﬁltered port mirroring functionality in the

Redesigned Switches does not infringe the relevant claims of the ’577 patent “rests entirely on

the [M]RD’s narrow construction of the tenn ‘access control’ (and the related term ‘access
result’) . . . .” Cisco Cmm’t. at 20. Cisco notes that, in the Underlying Investigation, the parties

agreed to give those terms “their plain and ordinary meaning,” which the Commission

interpreted to mean “restricting the transmission of information from speciﬁed source devices to
speciﬁed destination devices.” Id. at 23 (citing Inv. No. 945, Comm’n Op. at 22). Cisco argues

that the MRD improperly adds “an additional restriction by requiring access control to restrict a
packet [

], as opposed to‘[

].” Id. (emphasis in original) (citing MRD at 119, 122); see also id. at 24-25
(citing ’577 patent at 1:4-9).

Cisco asserts that the language of the relevant claims of the ’577 patent do not require
that “access control” and the subsequent “access result” “be applied only to [
], let alone that the ‘access result’ cannot be used to [

], as in the case of port mirroring ACLs.”1d. at 23-24
(citing Almeroth Tr. at l20:l5—121 :8, 128:l 5-129: 1, 190116-24). Cisco argues that “the claimed

requirement that a"routing decision’ occur in response to the access result is silent on these

35Arista does not allege before the Commission that Cisco is precluded from asserting this
infringement theory under claim preclusion or any other preclusion doctrine —thereforethe
Commission does not decide that issue.
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issues, and is equally applicable to a [

I

]” Id. at 24 (citing Almeroth Tr. at
190:11-24). Nor, Cisco asserts, “does the patent exclude from ‘access control’ restricting a

packet from [

], while allowing it [

]. Rather, a

plain reading covers, for instance, [
].” Id. at 25 (citing Almeroth Tr.

at 124:l—l25:l5, 190:1l-24).

As Cisco acknowledges, the Commission construed the term “access control” consistent

with its plain and ordinary meaning to mean “restricting the transmission of infonnation from
speciﬁed source devices to speciﬁed destination devices.” Inv. No. 945, Comm’n Op. at 22.

Nowhere in that construction, in the claim language, or in the speciﬁcation of the ’577 patent is
there a mention of [

V

] as opposed to packet transmission. As the MRD

notes, “in the Underlying Investigation, permitting and denying packet transmission were the
only functions Dr. Almeroth and [OUII] identiﬁes as satisfying the ‘access control’ limitation in
Arista’s accused products.” MRD at 116. As such, we do not ﬁnd that the MRD erred in

construing the terms “access control” and “access result” or, indeed, that the MRD constnies

those terms at all instead of simply applying the construction from the Underlying Investigation
as Was appropriate.

We do note, however, the MRD’s statement that “[i]nherent in the notion of transmission
is movement of a thing (in this case, a packet) from a source and to a destination.” MRD at 119
(citing ’577 patent at 1:4 (“[i]n a computer network for transmitting information . . . .”)).
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Speciﬁcally, the MRD overreaches in additionally stating that “[a] packet leaves and, sometime
later, the packet arrives. Along the way, its transmission can be restricted.” Id. (emphasis

added). We agree with Cisco that there is no requirement in the claims or the speciﬁcation of
the ’577 patent that would require “access control to restrict a packet while it is being
transmitted, as opposed to [

t

].” Cisco

Cmm’t. at 23 (emphasis in original).

Cisco also accuses the MRD of improperly comparing the speciﬁcation of the ’577 patent
to the accused products. Id. at 26 (citing MRD at 119 (finding that “[n]owhere does the ’577

patent associate ‘access control’ of a packet with restricting the [

], as opposed

to restricting the transmission of a packet.”)). The MRD, however, appropriately looked to the

speciﬁcation to determine whether the intrinsic evidence supported Cisco’s new interpretation of
the scope of the claim language, where the Commission found in the Underlying Investigation
that the term “access control” concerned only packet transmission. See Phillips, 415 F.3d at

1315 (explaining that “the speciﬁcation is always highly relevant to the claims construction
analysis” and is usually dispositive).
Neither, as Cisco alleges, does the MRD rely on extrinsic evidence to contradict the

intrinsic record. Cisco Cmm’t. at 26-27. Rather, the MRD examines the testimony of various

experts.to understand the backdrop of how ﬁltered port mirroring operates, and then properly

compares that understanding with the Commission’s construction of“access control.” MRD at
120-121. Again, the MRD never reconstrues the claim limitation, but merely applies the

Commission’s construction, which Cisco did not contest in the Underlying Investigation.
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b) Filtered Port Mirroring Does Not Infringe the Relevant Claims of
the ’577 Patent
The operation of the ﬁltered port mirroring function in Arista’s Redesigned Switches is
undisputed. See MRD at 102-103. A packet is selected for mirroring based on an ACL. Id. at
102. If the packet is selected, a Redesigned Switch [

] to

the mirror port. Id. If a packet is not selected, [
packet [

'

]. Id. Either Way,the original


] as if the ﬁltered port mirroring feature did not exist. Id. The ACL is not used to

determine [

-

]. Id. at 120; see Almeroth Tr. at 192:8

l2 (“Q. The port mirroring access list [] never [
'

]. Isn’t that true, Doctor? A. That’s correct. It doesn’t have to [in order]

to meet the claim”). Rather, if the packet is mirrored, the packet copy is automatically sent to
the mirrored destination port. Id. at 118; Cisco Cn1m’t. at 21 (“as the [M]RD expressly found, a

match on a permit rule ‘implicitly grants access of the packet copy to the mirrored destination
po1't’”) (emphasis in original); see also Black Tr. at 329:7-17 (“Q. And then if I apply an ACL —
so that now I’m doing ﬁltered port mirroring . . . If-[

]...a[

], correct? A. It’s true that the [
], and since it [

“

]. It ’s not [

]. That’s one way you could do it, but the Arista product doesn’t

work that way.”) (emphasis added).
Cisco asserts that the relevant claims of the ’57'7patent cover “preventing the replication

of a packet for transmission to a destination as that necessarily restricts the packet’s
46
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transmission.” Cisco Cmm’t. at 25 (citing Almeroth Tr. at 124:1-1 25:15, 190:l 1-24). However,

as discussed above, the “access control” limitation concerns restricting “transmission” of
packets, not'[

i

]. Cisco does not dispute that, [

]. While the MRD states that, as a
hypothetical, ‘t[
V

] . . . would entail transm.ission restriction as taught by the ’5'77 patent[,]” the

MRD explained immediately after posing the hypothetical that “[t]hat is not how ﬁltered port
mirroring works in the Redesigned Switches.” MRD at 121. Cisco’s insistence that transmission
restriction can be performed on [

] (Cisco Cmm’t. at 24) is based

solely on its strained interpretation of the claim language, which does not comport with the
Commission’s construction of “access control.” Neither does Cisco dispute that the [

].

Based on the preceding discussion, the Commission adopts the MRD ﬁnding that the

ﬁltered port mirroring functionality in Arista’s Redesigned Switches does not practice “access
control” or, by necessity, the “access result” limitations recited in independent claim 1 of
the ’577 patent, and therefore, does not practice any of the relevant claims of the ’577 patent, i.e.
claims 1, 7, 9,10 and 15. MRD at 123-128.

Arista argues that the MRD incorrectly ﬁnds that, absent the “access control” limitation,

the Redesigned Switches would practice the additional limitations recited in dependent claims 9
and 10. Arista Cmm’t. at 83. Because we ﬁnd that the Redesigned Switches do not infringe
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independent claim 1, we need not reach this issue. See Beloil Corp. v. -ValmetOy, 742 F.2d

1421,1423 (Fed. Cir. 1984).

c. Indirect Infringement
Cisco asserted that Arista indirectly infringes the relevant claims of the ’577 patent by
inducing or contributing to the direct infringement of those claims by its customers. MRD at
128. The MRD ﬁnds that Cisco has failed to prove the prerequisite of direct infringement. Id. at

129-130. Speciﬁcally, the MRD ﬁnds “no evidence that any customer ever used [
] ACLs’ in [the] Redesigned Switches, notwithstanding Dr. Almeroth’s
[

].” Id. at 129 (citing Black Tr. at

297:20-299:25; RX-9001C (Sweeney Witness) at Q/A 340-45). The MRD fmther ﬁnds that,
although “Cisco has demonstrated that [

]” Cisco has not shown that the ﬁltered port mirror
functionality practices the relevant claims of the ’577 patent. Id. 129-130 (citing Almeroth) at

131:8-16,130:21-131:16;JX-9023C at 9-10; CPX-9101 at line 1709; CX-9201C at 113:12-19;

CX-9199C at 142:3-19; CX-9120C at 1-4[
];CX-9119C[

]; CX-9113C[

].

_

1

Because the Commission ﬁnds that Cisco has failed to show that Arista’s Redesigned
Switches directly infringe the relevant claims of the ’577 patent using either the [

] ACL” function or ﬁltered port mirroring, there can be no ﬁnding of
indirect infringement. Spansion, 1nc., 629 F.3d at 1353 (noting that a ﬁnding of contributory

infringement requires a prerequisite ﬁnding of direct infringement); ACCO Brands, 501 F.3d at
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1313 (noting a ﬁnding of induced infringement requires a prerequisite ﬁnding of direct

infringement). Accordingly, the Commission has determined not to reach the issue of indirect
infringement. Beloit, 742 F.2d at 1423.

4. Modiﬁcation Relief
The MRD recommends that the remedial orders “against Arista be modiﬁed or rescinded
with respect to” the ’577 patent in keeping with the MRD’s recommended ﬁnding that Arista’s
Redesigned Switches do not infringe the ’577 patent. MRD at 136. Cisco contends that

rescission is not appropriate “because rescission would permit Arista to, inter alia, import and
sell legacy products found to infringe in the Underlying Investigation.” Cisco Crmn’t. at 37. We
agree. The fact that Arista’s Redesigned Products do not infringe does not moot the

Commission’s previous ﬁnding of violation, which served as the basis for the Commission’s

issuance of the remedial orders. Rather, rescission would be justiﬁed, for example, in view of
the PTO cancelling the relevant claims of the ‘S77 patent, the patent’s expiration“; or a
settlement agreement between the parties that authorized Arista to import switches that practice
the relevant claims of the ’577 patent.

Regarding the scope of the modiﬁcation to the remedial orders, the Commission has
explained that, as a result of a modiﬁcation proceeding to determine whether a redesigned
product falls within the scope of an existing remedial order(s), the Commission will “evaluate

the claim and, if appropriate, modify the order to speciﬁcally exempt the redesigned or new

36The ’577 patent will expire on June 30, 2018.
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product.f’37Accordingly, the Commission has determined to modify the remedial orders issued

in the Underlying Investigation to exempt the Redesigned Switches running both the Redesigned
EOS and Hardened Redesigned EOS. See supra at Section III.B.2.

IV.

CONCLUSION
The Commission ﬁnds that Cisco has failed to show that Arista’s Redesigned Switches

running both the Redesigned EOS and Hardened Redesigned EOS infringe the relevant claims of
the ’577 patent and declines to reach the issue of whether Arista has indirectly infringed those

claims. The Commission has detennined to modify the remedial orders issued in the Underlying
Investigation to exempt the Redesigned Switches.

The Commission has further determined to suspend the modiﬁcation proceeding with
respect to the ’668 patent. Arista’s motion to stay the modiﬁcation proceeding as to the ’668

patent is denied as moot in light of the Cornmission’s prior suspension of the remedial orders
with respect to the ’668 patent.

By order of the Commission.

Lisa R. Barton
Secretary to the Commission
Issued: July 12, 2018
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37“Pilot Program Will Test Expedited Procedures for USITC Modiﬁcation and Advisory
Opinion Proceedings”
V
(https://WWW.usitc.g0v/press_roon1/featured_11ews/pilot_progra.m_Wi11_test_expedited_pr0cedur

es_usitc.htm)
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ACTION:

Notice.

SUMMARY: Notice is hereby given that the U.S. International Trade Commission has
determined to deny the petitions of respondent Arista Networks Inc. ("Arista") to suspend or
temporarily rescind the limited exclusion order ("LEO") and cease and desist order ("CDO")
issued in the above-captioned investigation pending appeal of the Patent Trial and Appeal
Board's inter partes review final written decisions finding unpatentable the claims of U.S. Patent
Nos. 7,224,668 ("the '668 patent") and 6,377,577 ("the '577 patent) that the Commission found
to be infringed.
F O R F U R T H E R INFORMATION CONTACT: Megan M . Valentine. Office of Ihe General
Counsel, U.S. International Trade Commission, 500 E Street, S.W, Washington, D.C. 20436,
telephone (202) 708-2301. Copies of non-confidential documents filed in connection with this
investigation are or will be available for inspection during official business hours (8:45 a.m. to
5:15 p.m.) in the Office ofthe Secretary, U.S. International Trade Commission, 500 E Street,
S.W., Washington, D.C. 20436, telephone (202) 205-2000. General information concerning the
Commission may also be obtained by accessing its Internet server at https://wm\>. usitc. gov. The
public record for this investigation may be viewed on the Commission's electronic docket (EDIS)
at https://edis. usitc. gov. Hearing-impaired persons are advised that information on this matter can
be obtained by contacting the Commission's TDD terminal on (202) 205-1810.
S U P P L E M E N T A R Y INFORMATION: The Commission instituted this investigation on
January 27, 2015, based on a Complaint filed by Cisco Systems, Inc. of San Jose, California
("Cisco"). 80 FR 4313-14 (Jan. 27, 2015). The Complaint alleges violations of section 337 of
the Tariff Act of 1930, as amended, 19 U.S.C. § 1337, in the sale for importation, importation,
and sale within the United States after importation of certain network devices, related software
and components thereof by reason of infringement of certain claims of U.S. Patent Nos.
7,023,853; the '577 patent; 7,460,492; 7,061,875; the '668 patent; and 8,051,211. The
Complaint further alleges the existence of a domestic industry. The Commission's Notice of
Investigation named Arista as respondent. The Office of Unfair Import Investigations ("OUII")

was also named as a party to the investigation. The Commission previously terminated the
investigation in part as to certain claims of the asserted patents. Order No. 38 (Oct. 27, 2015),
unreviewed Notice (Nov. 18, 2015); Order No. 47 (Nov. 9, 2015), unreviewed Notice (Dec. 1,
2015).
On May 4, 2017, the Commission found a violation of section 337 as to certain claims of
the '577 and '668 patents. Notice (May 4, 2017); 82 Fed. Reg. 21827-29 (May 10, 2017).
Specifically, the Commission issued an LEO prohibiting the unlicensed entry of network devices,
related software and components thereof that infringe any of claims 1, 7, 9, 10, and 15 of the '577
patent; and claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 56, and 64 of the '668 patent, and a CDO that
prohibits Arista from importing, selling, marketing, advertising, distributing, transferring (except
for exportation), soliciting United States agents or distributors, and aiding or abetting other
entities in the importation, sale for importation, sale after importation, transfer (except for
exportation), or distribution of certain network devices, related software and components thereof
that infringe any of claims 1, 7, 9, 10, and 15 ofthe '577 patent; and claims 1,2, 4, 5, 7, 8, 10, 13,
18, 56, and 64 ofthe '668 patent.
On June 1, 2017, Arista filed an emergency petition to modify, suspend, or rescind the
remedial orders pending appeal of a May 25, 2017 final written decision of the Patent Trial and
Appeal Board ("PTAB") finding unpatentable all of the claims of the '577 patent which form the
basis ofthe Commission's determination of violation. See Arista Networks, Inc. v. Cisco
Systems, Inc., Case TPR2016-00303, Final Written Decision (May 25, 2017). Arista also
requested a shortened time for Cisco and OUII to file responses to the motion. On June 2, 2017,
Cisco opposed Arista's request for a shortened response time.
Also on June 1, 2017, the PTAB issued a final written decision finding unpatentable all
of the claims of the '688 patent which form the basis of the Commission's determination of
violation. See Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00309 Final Written
Decision (June 1, 2017). Arista filed a second emergency petition to suspend or rescind the
remedial orders pending appeal of both the May 25, 2017 and June 1, 2017 final written
decisions of the PTAB. See Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00309
(June 1, 2017). Arista also requested a shortened time for Cisco and OUII to file responses to the
motion.
On June 8, 2017, the parties filed a joint stipulation, agreeing that Cisco and OUII would
each file a combined response to Arista's petitions by June 12, 2017. Pursuant to the stipulation,
Cisco filed a combined response opposing Arista's petitions on June 12, 2017, and OUII filed a
response supporting Arista's petitions on the same day. On June 15, 2015, Arista filed a motion
for leave to file a reply in support of its petitions. On June 20, 2017, Cisco opposed Arista's
motion for leave. On July 18, 2017, Arista filed a supplemental brief.
The Commission has determined to deny Arista's petitions for failing to satisfy the
requirements of 19 U.S.C. § 1337(k) and 19 C.F.R. § 210.76. Specifically, the Commission finds
that the PTAB's final written decisions do not constitute a changed circumstance such that the
remedial orders should be rescinded. The legal status of the claims at issue will not change unless
and until the United States Patent and Trademark Office issues a certificate cancelling the claims
following the exhaustion of all appeals. 35 U.S.C. § 318 ("If the Patent Trial and Appeal Board
2

issues a final written decision under subsection (a) and the time for appeal has expired or any
appeal has terminated, the Director shall issue and publish a certificate canceling any claim of the
patent finally determined to be unpatentable . . . . " ) .
In addition, the Commission denies Arista's request for a shortened response time in light
of the joint stipulation by the parties, and denies Arista's motion for leave to file a reply in
support of its petitions.
The authority for the Commission's determination is contained in section 337 of the
Tariff Act of 1930, as amended (19 U.S.C. § 1337), and in Part 210 ofthe Commission's Rules
of Practice and Procedure (19 C.F.R. Part 210).
By order of the Commission.

Lisa R. Barton
Secretary to the Commission
Issued: June 20, 2017
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UNITED STATES INTERNATIONAL TRADE COMMISSION
Washington, D.C.

In the Matter of
CERTAIN NETWORK DEVICES,
RELATED SOFTWARE AND
COMPONENTS THEREOF (II)

Investigation No. 337-TA-945

NOTICE OF COMMISSION DETERMINATION TO MODIFY THE REMEDIAL
ORDERS TO SUSPEND ENFORCEMENT AS TO U.S. PATENT NO. 7,224,668
AGENCY:

U.S. International Trade Commission.

ACTION:

Notice.

SUMMARY: Notice is hereby given that the U.S. International Trade Commission has
determined to modify the limited exclusion order ("LEO") and cease and desist order ("CDO")
(collectively, "the remedial orders") issued in the above-captioned investigation to suspend
enforcement of those orders as to the claims of U.S. Patent Nos. 7,224,668 ("the '668 patent")
that the Commission found to be infringed. The Commission has further determined to deny
Arista's motion for stay as moot in view of the suspension of the remedial orders as to the '668
patent.
FOR FURTHER INFORMATION CONTACT: Megan M. Valentine, Office of the General
Counsel, U.S. International Trade Commission, 500 E Street, S.W., Washington, D.C. 20436,
telephone (202) 708-2301. Copies of non-confidential documents filed in connection with this
investigation are or will be available for inspection during official business hours (8:45 a.m. to
5:15 p.m.) in the Office of the Secretary, U.S. International Trade Commission, 500 E Street,
S.W., Washington, D.C. 20436, telephone (202) 205-2000. General information concerning the
Commission may also be obtained by accessing its Internet server at http://www.usitagov. The
public record for this investigation may be viewed on the Commission's electronic docket (EDIS)
at http://edis.usitc.gov. Hearing-impaired persons are advised that information on this matter can
be obtained by contacting the Commission's TDD terminal on (202) 205-1810.
SUPPLEMENTARY INFORMATION: The Commission instituted this investigation on
January 27, 2015, based on a Complaint filed by Cisco Systems, Inc. of San Jose, California
("Cisco"). 80 FR 4313-14 (Jan. 27, 2015). The Complaint alleges violations of section 337 of
the Tariff Act of 1930, as amended, 19 U.S.C. § 1337, in the sale for importation, importation,
and sale within the United States after importation of certain network devices, related software
and components thereof by reason of infringement of certain claims of U.S. Patent Nos.
7,023,853; the '577 patent; 7,460,492; 7,061,875; the '668 patent; and 8,051,211. The
Complaint further alleges the existence of a domestic industry. The Commission's Notice of
Investigation named Arista Networks Inc. ("Arista") as respondent. The Office of Unfair Import

Investigations ("OUII") was also named as a party to the investigation. The Commission
previously terminated the investigation in part as to certain claims of the asserted patents. Order
No. 38 (Oct. 27, 2015), unreviewed Notice (Nov. 18, 2015); Order No. 47 (Nov. 9,2015),
unreviewed Notice (Dec. 1, 2015).
On June 11, 2016, the Patent Trial and Appeal Board ("PTAB") of the U.S. Patent and
Trademark Office instituted separate inter partes review ("1PR") proceedings concerning
the '577 and '668 patents. Arista Networks, Inc. v. Cisco Systems, Inc., Case EPR2016-00303
(regarding the '577 patent); Arista Networks, Inc. v. Cisco Systems, Inc., Case IPR2016-00309
(regarding the '668 patent).
On May 4, 2017, the Commission found a violation of section 337 as to certain claims of
the '577 and '668 patents. Notice (May 4, 2017); 82 Fed. Reg. 21827-29 (May 10, 2017).
Specifically, the Commission issued an LEO prohibiting the unlicensed entry of network devices,
related software and components thereof that infringe any of claims 1, 7, 9, 10, and 15 of the '577
patent; and claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 56, and 64 of the '668 patent, and a CDO that
prohibits Arista from importing, selling, marketing, advertising, distributing, transferring (except
for exportation), soliciting United States agents or distributors, and aiding or abetting other
entities in the importation, sale for importation, sale after importation, transfer (except for
exportation), or distribution of certain network devices, related software and components thereof
that infringe any of claims 1, 7, 9, 10, and 15 of the '577 patent; and claims 1, 2, 4, 5, 7, 8, 10, 13,
18, 56, and 64 of the '668 patent.
On May 25, 2017, the PTAB issued its final written decision finding claims 1, 7-10, 1216, 18-22, 25, and 28-31 of the '577 patent unpatentable based on prior art not presented in the
Commission investigation. On June 1, 2017, the PTAB issued its final written decision finding
claims 1-10, 12, 13, 15-28, 30, 33-36, 55-64, 66, 67, and 69-72 of the '668 patent unpatentable
based on certain combinations of prior art not presented in the Commission investigation.
On February 14, 2018, the U.S. Court of Appeals for the Federal Circuit summarily
affirmed the PTAB's decision finding the claims of the '668 patent unpatentable. Cisco Systems,
Inc. v. Arista Networks, Inc., Appeal No. 17-2384 (Feb. 14, 2018). The Court issued the
mandate on March 23, 2018. Id., Dkt. No. 54. The PTAB's decision concerning the '577 is
currently still pending before the Court.
On March 15, 2018, Arista filed a motion before the Commission to stay the
Commission's remedial orders as to the '668 patent. On March 26, 2018, Cisco filed its
response stating that it takes no position on and, thus, does not oppose Arista's motion. OUII did
not file a response to Arista's motion.
The Commission has determined, pursuant to 19 U.S.C. 1337(k)(1) and 19 CFR
210.76(a)(1), to modify the remedial orders to suspend enforcement of those orders with respect
to the '668 patent pending rescission of the orders upon the cancellation of the asserted claims or
pending reversal or vacatur of the Federal Circuit's decision in Cisco Systems, Inc. v. Arista
Networks, Inc., Appeal No. 17-2384.

2

The Commission has further determined to deny Arista's motion as moot in view of the
suspension of the remedial orders as to the '668 patent.
The authority for the Commission's determination is contained in section 337 of the
Tariff Act of 1930, as amended (19 U.S.C. 1337), and in Part 210 of the Commission's Rules of
Practice and Procedure (19 C.F.R. Part 210).
By order of the Commission.

Lisa R. Barton
Secretary to the Commission
Issued: April 5, 2018
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_SUMMARY

On September 27, 2017, Cisco Systems, Inc. (“Cisco”) ﬁled a petition for a modiﬁcation

proceeding in which it sought a determination whether Arista Network, Inc.’s (“Arista”)
redesigned products (“Redesigned Switches”)! infringe the same patent claims found to infringe

in the underlying 945 Investigation (“Underlying Investigation”). (Cisco’s Petition (“Cisco’s
Petition”) for a Modiﬁcation Proceeding Pursuant to Rule 21O.76(a)(1) at 1 (Doc. ID No. 624019

(Sept. 27, 2017).).
Cisco’s Petition also sought to modify and, if necessary, to extend the Limited Exclusion

Order (“LEO”) and the Cease and Desist Order (“CDO”) to Arista’s Redesigned Switches that

issued against those Arista products found to infringe certain claims of U.S. Patent No.
7,224,6682 (“the ’668 patent”) and U.S. Patent No. 6,377,5773 (“the ’577 patent” and, with the

’668 patent, “the Asseited Patents”) in the Underlying Investigation. (Id. at 7.).

Accordingly, the Commission instituted this Modiﬁcation Proceeding 2 on November 1,
2017, “to determine what, if any, modiﬁcations to the limited exclusion order andlor the cease

' Arista Redesigned Switches consist of device models 7010, 7020 (including 7020R), 7048, .7050
(including 7050X), 7060X, 7150, 7160, 7250X., 7260X, 7280 (including 7280E and 7280R), 7300

(including
73O0X),
and7500
(including
7500B
and750OR),
running
|

g

_

].(Tr.

(Black) at 291; 10-29218; 186-P910010(Sweeney Witness Statement) at Q/A 32-33, 338-3 9, 365; 11131.,
App. C.).

_

2 The uses patent will expire on August 23, 2025. (Compl. (U1) at 10.).
3The ’577 patent will expire on June 30, 2018. (Compl. (U1) at 7.).

Page ii



PUBLIC VERSION

and desist order issued to Arista Networks, Inc. (‘Arista’) are appropriate.” (Corrected
Commission Order at 2 (Doc. ID No. 628211 (Nov. 7, 2018).).

As a result of holding an evidentiary hearing and evaluating evidence, pursuant to 19
C.F.R. §.21O.76,this Initial Determination (“ID”)‘ﬁnds, in the absence of the cancellation of the
’668 patent, that Arista’s Redesigned Switches infringe claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 56, and

64 of the ’668 patent. Therefore, at least with respect to the ’668 patent, Arista has violated

Section 337 of the Tariff Act of 1930, as amended (19 U.S.C. § 1337) by importing, selling for

importation, or selling within the United States its Redesigned Switches. Accordingly, this ID

recommends that the LEO and CDO issued against Arista in the Underlying Investigation be
modiﬁed to cover Arista’s Redesigned Switches that infringe the ’668 patent.
This ID also ﬁnds that Arista’s Redesigned Switches do not infringe claims 1, 7, 9, 10

and 15 of the ’577 patent. Accordingly, this ID recommends that the LEO and CDO issued

against Arista in the Underlying Investigation be modiﬁed and rescinded to remove
reference to the ’577 patent.4

While the Federal Circuit Court issued a February l4, 2018 summary afﬁnnance of the
Patent Trial and Appeal Board’s (“PTAB”)’s decision that the ’668 patent is invalid, this

decision provides the analysis the Commission requested absent a current, but likely future,
cancellation of the ’668 patent.

4Arista no longer imports into the United States, sells for importation, or sells in the United States after
importation, legacy switches found to infringe in the Underlying Investigation. (RBr. at App. C.).
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ABBREVIATIONS

_

The following abbreviations are used in this Initial Determination:

Commission
Op. (FD)

Commission Opinion announcing Final Determination (FD) of infringement
and issuing LEO and CDO in Underlying Investigation

Commission
Op. (EP)

Commission Opinion denying Arista’s Emergency Petition (EP) to Modify,
Suspend, or Rescind Remedial Orders in Underlying Investigation

Compl. (UI)

Complaint in Underlying Investigation

CX

Complainant’s exhibit

CDX

'

Complainant’s demonstrative exhibit

CPX

Complainanfs physical exhibit

CPBr.

Complainant Cisco Systems, Inc.’s Pre-Hearing Brief

CBr.

Complainant Cisco Systems, Inc.’s Post-Hearing Brief

cm. (UI)

Complainant Cisco Systems, Inc.’s Post~Hea_ringBrief in the Underlying
Investigation

CRBr.

Complainant Cisco Systems, Inc.’s Post-Hearing Reply Brief

CPSt.

Complainant Cisco Systems, Inc.’s Pre-Hearing Statement

ID

Initial Determination on Violation, Remedy, and Bond in the Underlying
Investigation

JX

Joint exhibit

RX

Respondent’ s exhibit

RDX

Respondent’s demonstrative exhibit

RPX

Respondent’ physical exhibit '

RPBr.

Respondent Arista Networks, Inc.’s Prehearing Brief

’
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RBr.

Respondent Arista Networks, Inc.’s Post-Hearing Brief

RRBr.

Respondent -AristaNetworks, Inc.’s Reply Post-Hearing Brief

RPSt.

Respondent Arista Networks, Inc.’s Pre-Hearing Statement

Tr.

Hearing transcript, January 26, 2018

Markman

Order No. 45_(Nov. 5, 2015), Construing the Terms of the Asserted Claims
of the Patents at Issue

Order

The following abbreviations for technical and business-related terms are used in this Initial
Determination:

ACL

Access Control List (use of ACLs accused on infringing ’577 patent,
including1__

p

'

ACLs” and ﬁltered port mirroring

COPP

Control Plane Policing/Control Plane Protection (legacy feature found to
infringe ’668 patent in Underlying Investigation)

CP-ACL

Control Plane Access Control List (legacy feature found to infringe "668
patent in Underlying Investigation)

CPU

Central Processing Unit

DOS

Denial of Service



EOS

Arista’s “Extensible Operating System” for legacy and Redesigned

EPROM

Erasable Programmable Read-only Memory

PC

Personal Computer

PDP

Port-based Denial-of-service Protection (“redesigned” feature accused of
infringing ’668 patent)

Switches

'
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PEAC

Control Plane Process Enforced Access Control (“redesigned” feature
accused of infringing ’668 patent)

PiP C0PP

Per-Input Port Control Plane Policing (legacy feature found to infringe ’668
patent in Underlying Investigation)

QOS

Quality of Service

RAM

Random Access Memory

TCAM

Ternary Content Addressable Memory
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I. PROCEDURAL BACKGROUND
A.

Institution of Modiﬁcation Proceeding 2

. On November 1, 2017, the Commission issued a Notice of Modiﬁcation Proceeding,
naming Cisco as complainant and Arista as respondent. 82 Fed. Reg. 50678 (Nov. 1, 2017).S

The Commission did so to determine, “what, if any, modiﬁcations to the limited exclusion order

and/or the cease and desist order issued to Aiista Networks, Inc. are appropriate.” (Corrected
Commission Order at 2 (Doc. ID No. 628211 (Nov. 7, 2018).).

The Initial Detennination on Violation of Section 337 (“ID”) in the underlying 945
Investigation (“Underlying Investigation”) found that Arist’a’sproducts infringed the ’668 and
’577 patents. Speciﬁcally, the ID found that Arista’s products infringed claims 1, 2, 4, 5, 7, 8,
10, 13, 18, 56, and 64 ofthe ’668 patent and that “ACL processing” infringed claims 1, 7, 9, 10,

and 15 of’577 patent). (ID at 91-98, 113 (Doc. ID No. 600435 (Jan. 9, 2017).). The

Commission elected not to review the ID’s direct infringement ﬁndings that pertain to the ’577
patent, thereby making them part of the Commission’s Opinion. (Commission Op. (FD) at 7
(Doc. ID No. 613184 (June 1, 2017) (reviewed “finding that Arista has indirectly infringed the
‘S77 patent by importing so-calle_d‘Imported Components”’).). On I une 1, 2017, the

Commission affirmed the ID’s infringement ﬁndings that pertain to the ’668 patent and issued an
LEO barring Arista’s infringing switches from importation, and a CDO that prevented Arista

5The authority for the Commission’s Notice of Modiﬁcation Proceeding is contained in section 337 of
the TariffAct of 1930, as amended (19 U.S.C. 1337), and in part 210 of the Commissiox-|’sRules of
Practice and Procedure (19 CFR part 210), particularly Commission Rule 210.76. (Notice of
Modiﬁcation Proceeding, 82 Fed. Reg. 50678 (Nov. 1, 2017).).
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from, inter alia, selling its infringing switches and software in the United States. (Commission
Op. (FD) at 107, 120-26.).

On June 11, 2015, based upon Arista’s petitions, the PTAB instituted separate inter

partes review (“IPR”) proceedings against ’577 and ’668 patents. (Commission Op. on
Emergency Petition (EP) at 1 (Doc. ID No. 618018 (July 25, 2017); RX-9315 (IPR2016-00303,
Paper 8 at 22, IPR2016-00309, Paper 8 at 2).). On May 25, 2017, the PTAB held invalid all ’577

patent claims that Arista had been found to infringe in the Underlying Investigation. (RX-9316
(IPR2016-00303, Paper 53) at 36.). On June 1, 2017, the PTAB held invalid all ’668 patent

claims that Arista had been found to infringe in the Underlying Investigation. (RX-9317
(IPR2016-00309, Paper 52) at 6-7, 49.).

On June 2, 2017, Arista initiated Modiﬁcation Proceeding 1. Arista ﬁled an emergency
petition with the Commission, seeking to suspend or rescind the remedial orders issued in the

Underlying Investigation, pending appeal of the ﬁnal written decisions of the PTAB regarding
the ’577.and ’668 patents. (Arista Emergency Petition to Modify, Suspend, or Rescind Remedial
Orders (Doc. ID No. 613213 (June 1, 2017).). On July 25, 2017, the Commission denied that

petition, explaining that “the PTAB ﬁnal written decisions do not constitute changed conditions

of fact or law that warrant temporary rescission of the remedial orders pending appeal of the
PTAB decisions.” (Commission Op: (EP) at 20.).

-InJuly 2017, Arista submitted a request to Customs and Border Protection (“CBP” or

“Customs”) under 19 C.F.R. Part 177, seeking approval to import its allegedly redesigned
products into the United States. (CBr. at 5.). The Parties engaged in fact discovery at the CBP.

Meanwhile, on August 25, 2017, Arista ﬁled an emergency motion with the Federal Circuit,
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seeking a stay of the Commission’s remedial orders. Arista represented to the Federal Circuit
that it was “redesigning” its products by “removing the industry-standard features for network

security found to infringe and, where possible, replacing them with new features." (Appellant
Arista Networks, Inc.’s Emergency Motion to Stay Enforcement of Limited Exclusion Order and
Cease and Desist Order at 13, Cisco Systems, Inc. v. Int ’l Trude Comm ‘n, C.A. 17-2289, D.I. 29

1 (Aug. 25, 2017).). The Federal Circuit granted-in-part Arista’s motion. In its decision, the

Federal Circuit permitted Arista to import its allegedly redesigned products unless and until the

Commission determines that “such a redesign is barred by the order here under review or by a
new or amended order.” (Order at 3, Cisco Sys., Inc. v. Int’l Trade Comm ’n, No. 17-2289 (Fed.

Cir. Sept. 22, 2017), ECF No. 57.). In view of this order, Arista withdrew its Part 177 ruling
request to Customs. (RPBr. at 4.).

Shortly thereafter, on September 27, 2017, Cisco ﬁled a petition requesting that the

Commission “institute a modiﬁcation proceeding to determine whether Respondent Arista[’s]
purported redesign of its switches as identiﬁed in Arista’s stay brieﬁng to the Federal Circuit,
infringe the patent claims that are the subject of the Limited Exclusion Order (‘LEO’) and Cease

and-Desist Order (‘CDO’).” (Cisco’s Petition for a Modiﬁcation Proceeding Pursuant to Rule
2l0.76(a)(l) at 1 (Doc. ID No. 624019 (Sept. 27, 2017).). That petition was granted on October

27, 2017, instituting this Modiﬁcation Proceeding 2. (Institution of Modiﬁcation Proceeding at 1
(Doc. ID No. 626959 (Oct. 27, 2017).).

On February 14, 2018, the Federal Circuit summarily afﬁrmed the PTAB’s decision that
all asserted claims of the ’668 patent are invalid. Cisco Sys., Inc. v. Arista Networks Inc., No.
17-2384, at 2 (Fed. Cir. Feb. 14, 2018) (without an opinion).
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On February 27, 2018, Arista ﬁled an Emergency Motion to Stay Proceedings and to
Stay and Suspend Relief as to the ’668 Patent (“Motion to Stay”), requesting a “stay [of] all

remedial orders and proceedings conceming the ’668 patent until such time as the claims are

cancelled or the PTAB’s decision is reversed.” (Motion Docket No. 945-065 (Feb. 28, 2018);
Mot. to Stay at 1.) Arista characterized the ’668 patent claims asserted in this Modiﬁcation
Proceeding 2 as “virtually certain to be cancelled.” (Id. at 1.). Arista presented statistics on the

low likelihood that the Federal Circuit will rehear the matter or that the Supreme Court will
consider the matter on appeal. (Id. at 1, 5-6.). Arista mgued that it would be prejudiced in lieu
of a stay because Cisco can use its legal right to ﬁle for appeal to the Supreme Court to delay the

“virtually certain” cancellation of the asserted ’668 patent claims by eight (8) months or longer.
(Id. at 1.).

Arista’s Motion to Stay was denied—in-partand granted-in-part on March 23,2018.

(Order No. 20 (March 23, 2018). Order No. 20 recommends that the Commission

modify/rescind the LEO and CDO issued against Arista with respect to the ’577 patent,
consistent with this ID. The remainder of Arista’s Motion to Stay was denied.

B.

The Parties
1. Complainant Cisco Systems, Inc.

Cisco Systems, Inc. (“Cisco” or “Complainant”) is a corporation organized under the
laws of Califomia, with its principal place of business in San Jose, Califomia. (Compl. at fl 7.).

Cisco is an IT company in the business of supplying networking products, among other things.
(Id. at 1[ 8.).

‘

According to Cisco, it is “the worldwide leading supplier of networking products,” with
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research, development, testing, engineering, manufacturing, assembly, packaging, installation,
customer service, repair, product support, marketing, and business ofﬁces in more than 100 U.S.
locations. (CPBr. at 2.). Also, according to Cisco, it employs about half of its more than 70,000

employees in the U.S. (Id.). A signiﬁcant part of Cisco’s U.S. operations relate to products that

practice Cisco’s Asserted Patents. (Id.). The technologies covered by Cisco’s Asserted Patents
arose from Cisco’s research and development (“R&D”) and the inventive contributions of
Cisco’s engineers and scientists. (Id). Cisco says that it has made and continues to make

signiﬁcant U.S. based investments in the design and development of products protected by
Cisco’s Asserted Patents. (Id.). Cisco also says that it exploits its patented technologies in the

U.S. through various activities, including substantial research and development, engineering,

manufacturing, installation, and product and warranty support among others. (Id).

2. Respondent Arista Networks, Inc.
Arista Networks, Inc. (“Arista” or “Respondent,” and with Cisco, “the Parties”) is a

corporation organized under the laws of Delaware, with its principal place of business in Santa
Clara, California. (Id. at 1l 12.).

According to Arista, it started from a clean sheet of paper and invested more than
person-years building a new, "opensoftware architecture that offered customers an alternative to

Cisco’s traditional closed, enterprise system. (RPBr. at 1.). This was Arista’s award-winning

Extensible Operating System (“EOS”), 6 which Arista describes as the most programmable and

6 “EOS” is an acronym for “Extensible Operating System.” (See, e.g., CX-0221 at CSI-ANIp
00128383000044). EOS is the interface between the switch and the software that controls the switch
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resilient network operating system in the industry. (Id.). In 2008, Arista shipped its f1rstEOS
based switch product. 7 Today EOS powers every Arista switch. (Id). Headquartered in Santa
Clara, California, Arista says that it employs more 750 people in the United States and now
provides its solutions to more tl1a11[“'_’_:g__;]
customers including such famed companies like

and many others that operate networks in the cloud. (Ia'.). Arista

describes its EOS-based switch products as a disruptive technical leap in the market place. (Id.).

According to Arista’s description of its market force, Arista has made a mark and has become a
leader in the datacenter and cloud switching market. (Id.).

II.

JURISDICTION AND IMPORTATION V

A.

Personal and Subject Matter Jurisdiction

The Commission has jurisdiction over this Modiﬁcation Proceeding 2. Arista sells for
importation, imports, or sells after importation into the United States, Redesigned Switches

accused in this Proceeding. (Report of Respondent Arista Networks, Inc. Pursuant to Section V
ofthe Cease and Desist Order at l (Doc. ID No. 635174 (Feb. 28, 2018)) (from May 4, 2017

through December 31, 2017, “the quantity in units and the value in dollars of redesigned

products that Arista has (i) imported and/or (ii) sold in the United States after importation during
the Reporting Period is: ,_ .__ i 1units of covered products valued at $1’ _ _ n p”). Arista

responded to the Notice of Modiﬁcation Proceeding and has fully participated in this

and manages the network. (1d.).

7A “switch” is “an intermediate network device that combines some or all of the functions of both a
router and a bridge.” (JX-0001 at 1:62-64.).
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Modiﬁcation Proceeding 2 by participating in discovery and the January 26, 2018 heating (“2018

Hearing”) and ﬁling pre-hearing and post-hearing briefs. Arista conceded the Commission’s
subject matter and personal jurisdiction in the Underlying Investigation. (ID at 16.).

Accordingly, Arista has submitted to the personal jurisdiction of the Commission, and the
Commission has in rem jurisdiction over the Redesigned Switches.

B.

Redesigned Switches

In response to ﬁndings in the in Investigation No. 337~TA-944 and in the Underlying

Investigation, that certain of its products infringes, Arista “redesigned” hardware and EOS
software used in its switches. (RBr. at 1; Tr. (Black)8 at 291 :10-292:18 (2018 Hearing);
RDX900.0C-10; CX-9199C (Sadana9 Dep.) at 123:2-14, 129:3-129:25, 177:18-179218; CPX
9048C (_ ____?

V1);CPX-9047C

(Tm

__,__pp ); RX-9337C(?

__

Ll);RX-9001C

(Sweeney Witness Statement) 10at Q/A32-33, 338-39, 365.). The primary hardware change was

8At the time of the 2018 Hearing, Dr. John R. Black, Jr. (“Dr. Black”) was an associate professor of
computer science at the University of Colorado, Boulder. (Tr. (Black) at 284:1 5-16 (2018 Hearing).). Dr.
Black testified for Arista at the hearing as an expert in the ﬁeld of computer networking and computer
network devices. (RPSt. at 2.). His testimony pertained to non-infringement of “the ’577 patent and
Arista's products.” (Tr. (Black) at 285212-13 (2018 Hearing).).

9At the time of his deposition, on December 14, 2017, Anshul Sadana (“Sadana”) was Chief Customer
Ofﬁcer at Arista. (CX-9199C at 9:23.). Mr. Sadana was designed by Cisco as a fact witness on “[u]se of
Arista’s products and features and communications with Arista customers.” (CPSt. at 2.).
1°At the time of the 2018 Hearing, Mr. Adam Sweeney (“Mr. Sweeney”) was Vice-President of Soﬂware
Engineering at Arista. (Tr. (Sweeney) at l96:25-197:3 (2018 Hearing).). Arista designated Mr. Sweeney
as a fact witness to provide testimony regarding: “Arista’s response to the Commission’s remedial
orders, including the redesign of Arista products; the technical background of the asserted patent(s); non
infringement of the asserted patent(s); the design, structure, function, and operation of Arista’s legacy
product(s); and the design, structure, function, and operation of Arista’s redesigned product(s).” (RPSt. at
3-4.). Mr. Sweeney’s witness statement (RX-9001C) was admitted into evidence during the 2018
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introducing an]

I P

| to prevent redesigned versions of

EOS software 6

_,_ _

__

1)from supporting infringing

functionality. (Id).
Arista’s “Redesigned Switches,” that is, those that Arista created to comply with the

infringementﬁndingsof the UnderlyingInvestigation,are denotedas[:]
These Redesigned Switches include only models” that havel

|

__*__

___T,

7______]D[ _ _ _ _____ _____

(Tr. (Black) at 291:l0-292:l8;

WitnessStatement)at Q/A32-33,338-39,365.). The|:|
versions]

hardware.
__

RX-9001C (Sweeney

switchesrun onlyEOS

_ __ _______ ___

_

1(“Redesigned

Hearing. (Tr. (Sweeney) at 197:4-25 (2018 I-Iearing).).
“l

7

7 "

0

I

i

I

1

'2In this Modiﬁcation Proceeding 2, Cisco accuses Arista 7010, 7020 (including 7020R), 7048, 7050
(including 7050X), 7060X, 7150, 7160, 7250X, 7260X, 7280 (including '7280E and 7280R), 7300
(including 7300X), and 7500 (including 7500B and 7500R) series devices. (CBr. at 7.).

I

UDr. Black explained the variousC:]
designations for Arista’s switches during the 2018 Hearing. (Tr
(Black) at 291112-292:18 (“So Your I-Ionorgot it exactly right this morning about the[:]
designation.

Theoldest|:]

was

Andthenasresponse
tothe944therebecame]:

hardware.
Andin

that instance, Arista, whose products are a combination of both hardware and software, ran on legacy,

olderversionsofEOS,andthoseproductsh

ACLs Attheendofthepresidential

review
period,
whichIbelieve
wasJuly4lastyear,Aristareleased
,

which

could not use the existing versions of EOS. So also, in addition, Arista produced redesigned soﬁware to

runonitsredesignedhardware,andthoseareEOSrevision

youcanrunthenewer

software [on pre-redesigned hardware]. If you run it on pre-redesigned hardware,you will get[:_':|

[:1

- -7

7* 9

ACLs,but thatcombinationis not importedand not sold.”).).
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EOS”) and]’

i

I T”""_

T

_

EOS”). "‘ (1d.).

*_ ](“Hardened Redesigned
1

As set forth below in Figure 1, Arista’s Redesigned Switches were used and shipped

following the expiration of the Presidential Review Period in the Underlying Investigation. (Tr.
(Black) at 291;10-292.13; Tr. (Almeroth)15 at 11515-117;9 (2018 Hearing).). Arista contends

that its]

| Redesigned Switches with Redesigned EOS started shipping to customers on

,

andstopped
shipping
on .

(RBr.,
App.
C.).Arista’s[:::|

Redesigned Switches with a Hardened Redesigned EOS have shipped to customers since

K::3-

(Id)

MAs explained in more detail below, Hardened Redesigned EOS was created after Dr. Almeroth found a

wayto[:::] [::

ACL”functionality
inaRedesigned
Switch
running
Redesigned

EOS. (Tr. (Black) at 296:24-297:8; RX-9001C (Sweeney Witness Statement) at Q/A 347-50; Tr.
(Almeroth) at 183:3-22 (2018 I{earing).).

'5At theitime of the 2018 Hearing, Dr. Kevin Almeroth (“Dr. Almeroth”) was a professor of computer
science at the University of Califomia, Santa Barbara. (Tr. (Almeroth) at 57:16-58:12 (2018 Hearing).).
Dr. Almeroth testiﬁed for Cisco as an expert in networking device hardware and software, both at the
hearing in the Underlying Investigation and 2018 Hearing in this Modiﬁcation Proceeding 2. (1d.; ID at
10 n.l0.). His testimony in the 2018 Hearing pertained to “technical background, the ’577 and ’668
patents, infringement by Arista and its alleged re-designed products, and [to] rebut any other issue raised
by Arista relating to the ’577 and ’668 patents.” (CPSt. at 1.).
‘
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ﬁgure 1: Arista’s Redesigned Switches
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(RB:-.,App. C (chart modiﬁed to show only Redesigned Switches (see App. B herein for a
complete list of Arista's legacy and Redesigned Switches)).).
'
A.

In this Modiﬁcation Proceeding 2, Cisco has accused software features present in

Redesigned EOS and Hardened Redesigned EOS running on Redesigned Switches. Speciﬁcally,
Cisco has accused the “PDP”16and “PEAC”" ﬁmctionalities of inﬁinging the ’668 patent. (CB1:
at 1-4.). Cisco has accused

ACILS”(found to inﬁinge the ’577

patent in the Underlying Investigation) and ﬁltered port mirroring of infringing the ’S77 patent.
(Id.).

C.

- Ownership of the Assorted Patents and Standing

Each of the Asserted Patents has been assigned to Cisco. The assignments to Cisco have

'6 PDP stands for “Port-based Denial-of-service Protection.” (JX~9008C(PDP Spec) at 1.).
'7 PEAC stands for “Process Enforced Access Control.” (IX-9009C (IPEACSpec) at 1.).
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been recorded with the U.S. Patent and Trademark Ofﬁce (“PTO”). (ID at 19.). Therefore,
Cisco has standing to bring this action against Arista.

III. The Asserted Patents
A.

U.S. Patent No. 7,224,668 (“’668 Patent”)

1. Overview of the ’668 Patent
The ’668 patent is entitled “Control Plane Security andpTrafﬁc Flow Management.” (IX
9001 (’668 patent) at 1.). The ‘668 patent resulted from U.S. Patent Application Serial No.
10/307,154 ﬁled on November 27, 2002. (Id.). The ’668 patent issued on May 29, 2007, and
names Adrian C. Smethurst, Michael F. Keoheme, R. Wayne Ogozaly as the inventors. (Id.).

The ’668 patent will expire on August 23, 2025. (Compl. (UI) at 10.).

The ’668 patent teaches that routers and other network devices that make up the intemet
and private networks are critical to the operation of many organizations. (JX-9001 (’668 patent)
at 1:6-9.). However, routers are susceptible to denial-of-service (DoS) attacks, in which

perpetrators can ﬂood a target router with an extraordinarily high rate of data trafﬁc. DOS
attacks clog a router's ports, deplete a router’s resources, and impede a router’s ability to provide
services for its intended purposes. DOS attacks can cause a router to fail. (Id. at 1:30-51.).

A router typically separates its functionality into two parts: (1) "dataplane functions; and

(2) control plane functions. (Id. at 1:52-54.). The data plane is principally responsible for

receiving packets of data at input ports and routing the packets to appropriate output ports. (Id.
at 1:54-56.). With respect to the data plane, the ’668 patent describes a forwarding path that

operates as a data forwarding plane responsiblefor per packet processing (e.g., forwarding).
(Id. at 3:24-26 (emphasis added).). Data planes typically include a plurality of ports that deﬁne
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physical Connectionpoints to the network. Port services typically are then applied to operate on
packets entering into or exiting from each individual physical port. (Id at 3:38-41.).

Above the data plane is a network operating system that is responsible for operations in a
control plane. (Id. at 3:26-27.). In the case of a device such as a router or switch, the control

plane runs routing, signaling and control protocols that are responsible for determining the
packet forwarding behavior by the data plane. (Id. at 3:26-34 (emphasis added).). Based upon

information acquired through its control plane processes, packet forwarding behavior of the data
plane elements is thus dictated. (Id. at 3:35-37.). DoS attacks are commonly directed at the

i

control plane service functions since their failure is most likely to cause widespread disruptions.
(Id. at 1:59-63.).

To defend against DoS attacks, administrators can create policies that ﬁlter packets
arriving from known mischievous sources, deny speciﬁc problematic packet types, or limit the
rate at which certain packet types are sent from the data plane to the control plane. (Id. at 2:24

39.). However, these solutions have drawbacks. There are packet types for which these policies
do not provide control plane protection. (Id. at 2:45-49.). Moreover, these policies need to be

maintained and deployed to every interface in a network, which is not feasible because even a
modest network may contain hundreds or thousands of interfaces. (Id. at 2:50-5 8.).

Also, applying these policies at the input ports (and thus to control-plane destined packets

as well as non-control plane “transit” trafﬁc) causes signiﬁcant performance reduction of the
router because a port is forced to execute the policies for every packet it receives. (Id. at 2:59

3:2.). Similarly, for certain packet types that are destined for both the transit and control planes
(i.e. special broadcasts, IPv4 option bits, etc.) it is not possible to set different yet compatible
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service policies for packets within such a single class.“ (Id. at 3:3-7.). It is also typically not
possible in all cases to conﬁgure speciﬁc classes to identify all control plane destined packet

types, since these packet types cannot be readily identiﬁed, and current interface policies cannot

be conﬁgured to control them efﬁciently. (Id at 3:10-14.).
The ’668 patent discloses an improved technique for defending against DoS attacks. (Id.

at 3:18-21.). For example, the patent discloses a control plane port, which is independent of the

physical ports from which packets are received. “Control plane port services” may be applied to
packets sent to the control plane port. (Id. at 3:43-5.8.). Control plane processes are

implemented as independently executing processes and are collectivelyarranged as a single
addressable entity, to provide the ability to better manage control plane trafﬁc. (Id. at 3:42-47

(emphasis added).). The full range of traditional port based features applied to the control plane
thus replace specialized control plane protection mechanisms. (Id. at 8:58-60.).

'

Figure 1 of the ’668 patent below includes an intemetworking device 100 and shows the
control plane port 140 leading to the control plane 150 at the top of the ﬁgure. (Id. at 4:24-25.).

ls The ’668 patent treats “classes” as categories. (Id. at 4:3-5 (“A class of packets to be controlled are
deﬁned (such as Telnet SYN) and policies are attached to such class.”).).
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ﬁgure 2: ’668 patent‘s “block diagram overview of an intemetworking device having an
aggregate control plane services ﬁlnction”
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(Id. at Fig. 1.).

Packets that would have been destined to speciﬁc control plane processes are destined to

the single control plane port. (Id at 3:48-54.). The control plane port 140 may or may not be a
single physical port; for example, it may be a vi_rtual_addressthrough which packets travel or are

routed from the data plane 135 to the control plane 150. (Id. at 5:1-4 (emphasis added).).

Packets destined to the control plane port can be identiﬁed in a number of ways, such as by using

information implicit to speciﬁc packets, the result of a routing or switching decision, or by
considering other control or conﬁguration information. (Id. at 3:59-64.). Candidate packets for
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control planes services 145 may involve a variety of control packet types that are destined to the
control plane 150 even if they do not speciﬁcally address the contol plane. (Id. at 8:31—34.).

It is advantageous for administrators to apply a set of control plane services to the single

control plane port (which would affect packets entering and exiting each of the control plane
processes). (Id. at 3:54-58, 4:5-12.). For example, one policy may be to rate limit packets of the

type “Telnet SYN” to a speciﬁc rate that is a tolerable rate determined through a speciﬁc '

hardware conﬁguration, and the administrator can then apply this limit to the single control plane

port rather than modifying the conﬁguration on all ports. (Id at 4:6-10.).
In one embodiment, a central switch engine 130 typically performs high speed Input and
Output Services (IOS) for port interfaces such as the line cards 110. (Id. at 5:34-36.). An

important aspect of the central switch engine 130 is that all packets destined to the control plane
150 must pass through the central switch engine 130 prior to being routed to the fmictions in the

control plane 150, such that the central switch engine 130 can be utilized to implement aggregate
control plane protection. (Id. at 5:36-41 (emphasis added).). For example, in Figure 1 of the
’668 patent (Figure 2 above), the central switch engine 130 executes the input port services for

the control plane port 140 making routing decisions for packets designated for the control plane
150. (Id. at 6:51-54.).

2. Asserted Claims: 1-2, 4-5, 7-8, 10, 13, 18, 55, 56, and 64
Cisco contends that Arista Redesigned Switches infringe claims 1-2, 4-5, 7-8, 10, 13, 18,
55, 56, and 64 of the ’668 patent. (CBr. at 7.). Claims 1 and 55 are the only independent claims.

(IX-9001 (’668 patent) at 1:17-41, 13:11-34.). Claim 1 is drawn to a device claim, while claim

55 is drawn to a computer readable storage medium. (Id). The asserted claims are recited
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below, with italics used to indicate where the Parties dispute whether claim limitations are

satisﬁed by the Redesigned Switches.
1.

An internetworking device comprising:

a. a plurality of physical network interface ports, each for providing a
physical connection point to a network for the intemetworking
device, the ports being conﬁgurable by control plane processes;
b. port services, for operating on packets entering and exiting the
physical network interface ports, the port services providing an
ability to control and monitor packet flows, as deﬁned by
control plane conﬁgurations;

c. a control plane, comprising a plurality of internetworking control
plane processes, the control plane processes for providing high
level control and conﬁguration of the ports and the port
services;
d. wherein:

"

i. a control plane port entityprovides access to the collection of
control plane processes, so that a set of control plane port
services can be applied thereto; and
' ii. the control plane port services operate on packets received
ﬁ'om speciﬁc, predetermined physical ports and destined to
the collection of control plane processes in a way that is
independent of the physical port interfaces and services
applied thereto.
2. A device as in claim 1 wherein the control plane processes are
accessible through a control plane port on the internetworking device, such
that control plane packets originating at a plurality of physical ports and
destined to one of a plurality of control plane processes are ﬁrst processed
through the control plane port, rather than to individual control plane
processes.

4. A device as in claim 3 wherein the control plane port services are
applied after a transit packet forwarding decision is made.
'
5. » A device as in claim 3 wherein Layer 2 control packets are identiﬁed
and forwarded to the control plane port.
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7. A device as in claim 1 wherein the control plane processes are
distributed across multiple processors.
_
8. A device as in claim 1 wherein the control plane port services are
implemented as an aggregate control plane function applied to packets
received from multiple physical ports on the intemetworking device.

10. A device as in claim 1 wherein the control plane port services are
implemented as distributed control plane port services, and wherein the
distributed control plane port services are applied only to the packets received
from the speciﬁc, pre-determined physical ports.
13. A device as in claim 10 wherein one or more distributed switch

engines deliver packets to the control plane port.
18. A device as in claim 1 where in control plane port services are
controlled and conﬁgured as unique entity, separate from physical port
services.

.

55. A computer readable storage medium containing instructions readable
by a computer to conﬁgure the computer to perform a method for processing
packets in an intemetworking device comprising:

a. conﬁguring a plurality of physical network interface ports, each port
for providing a physical connection point into a network, and the ports
being conﬁgurable by control plane processes;
b. executing port services on packets entering and exiting the physical
network interface ports, the port services for controlling and monitoring
packet ﬂows as deﬁned by control plane conﬁgurations;
c. executing a plurality of control planedprocesses, the control plane
processes providing high level control and conﬁguration of the ports and
port services, and additionally comprising the steps of:

i. accessing the collection of control plane processes as a control
plane port entity, so that a set of control plane port services are
applied thereto as a set; and
ii. operating on packets received from speciﬁc, predetermined
physical ports and destined to the collection of control plane processes
in a way that is independent of the individual physical port interface
conﬁguration and port services applied thereto.
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56. A medium as in claim 55 wherein the control plane port processes
packets originating at a plurality of physical ports, the method additionally
COI1'1pI‘lS1I1gI

passing packets through the control plane port, rather than directly from
the physical ports to individual control plane processes.
64. A medium as in claim 55 additionally comprising:

applying distributed control plane port services only to the packets
received from the speciﬁc, pre-determined physical ports.
(Id. at 9:18-14:17.).

3. Key Claim Terms for Arista’s Non-Infringement Arguments
a)

C0mmissi0n’s Statement on “Independent of”

The proper construction of the claim term “independent of’ is contested by Arista and
Cisco in this Modiﬁcation Proceeding 2. (CBr. at 17-21; RBr. at 19-24.). Whether or not the

PDP functionality within Arista’s Redesigned Switches directly infringes the ’668 patent turns,

at least in part, on whether PDP provides control plane port services that operate “independent
of’ physical ports and services applied thereto. Arista’s argument, in essence, is that PDP is a

physical port service and thus cannot operate “independent of” physical ports and services
applied thereto. (RBr. at 19-24.).

The Markman Order in the Underlying Investigation explained that “[t]here is nothing in

the plain language of the asserted and unasserted claims

to suggest that ‘independent of must

only mean ‘separate from,”’ as Arista had suggested. (Markman Order at 61.). During the

hearing in the Underlying Investigation, Cisco argued that “applied after

the control plane

packets exit the physical ports and services applied thereto” satisﬁed the plain and ordinary
meaning of “independent of.” (CBr. (U1)at 26.). Agreeing with Cisco’s position, the ID found

Page 18 of 138 _

‘

PUBLIC VERSION

that Arista’s PiP CoPP functionality satisﬁed that claim limitation, and therefore infringed. (ID
at 201 (citing Cisco’s Post-Hearing Brief).).

I

In its review of the ID, in a section that addresses the ’668 patent, the Commission

provided additional guidance on the meaning of “independent of.” (Commission Op. at 88
106.). Laying a contextual foundation, the Commission noted that the asserted claims “require,

not only that the ‘control plane port services’ be applied to packets destined to the control plane,
but to the ‘control plane port entity.’” (Id. at 95.). The Commission stated, “[i]n essence, the
problem is that, in prior art devices, all packets entering a port, whether data packets or control

plane packets, were subjected to all of the services conﬁgured on that port. As a result, and

consistent with the IDs ﬁnding [and, notably, borrowing the same language that the ID borrowed

from Cisco’s Post-Hearing Brief in the Underlying Investigation],” the Commission found that
“the limitation ‘independent of‘ means that ‘control plane port services,’ which are applied to a

‘control plane port entity’

‘are applied after the physical ports and services applied thereto.”’

(Id. at 98.) (emphasis added). The Commission continued, “the primary focus of the invention

is, as Cisco notes, to prevent applying conﬁgurations to a physical port that will affect both
control plane and transit packets.” (Id. at 101.).

b)

“Control Plane Port Entity” and “Destined To” “Control Plane
Processes”

—

According to Arista, while PDP is a physical port service, PEAC operates in la completely
different part of the packet pipeline, as part of at‘ ““""‘""'*‘T”“'""'—”“|.Consequently, there is no

dispute that PEAC is “independent of’ physical ports and services applied thereto. (RBr. at 24
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32.). However, Arista argues that PEAC does not provide a singular “control plane port entity”
because there are many,

.

19of PEAC, each operating within a separate

(Id.at29-30,).Aristaalsocontends
thatPEACoperates
oncontrolplane

packets that have

and thus are not “destined to” control plane processes. (Id. at 25

29.). Finally,Aristaarguesthateach|::|

ofcontrol
planepackets
toa
B.

of PEACoperatingwithinancj

control
planeprocess,
not.

restrictsaccess

(Id.at30.).

U.S. Patent No. 6,377,577 (‘"577 Patent”)
1. Overview of the ’577 Patent

The ’577 patent is entitled “Access Control List Processing in Hardware.” (JX-9002
(’577 patent) at 1.). The ’577 patent resulted from U.S. Patent Application Serial No.
O9/108,071, ﬁled on June 30, 1998. (Id.). The ’577 patent issued on April 23, 2002, and names

Andreas V. Bechtolsheim and David R. Cheriton as the inventors. (Id). The ’5V77patent will
expire on June 30, 2018. (Compl. (UI) at 7.].

The ‘577 patent teaches that a network device,” such as a router, in a computer network
may restrict messages “from being transmitted from selected source devices to selected
destination devices

this form of restriction is known as ‘access control.”’ (JX-9002 (’577

patent) at 1:4-8.). One technique for implementing access control involves preparing an access

I9“|
f "

|,”asusedherein,referst
_

ofPEACsourcecodeembedded
withina[::::]

lalongside source code used for other::]

the[:'_'_‘]
andthesubstantive
processing
of.

tasks, such as source code for the}

-_ |

20Network devices can include routers, switches, and ﬁrewalls. (See, e.g., IX-9002 (’577 patent) at l:6
7.).
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control list (“ACL”). An ACL includes one or more entries of access control speciﬁers. As the

name indicates, an access control speciﬁer speciﬁes whether the transmission of information is
permitted or prohibited from a certain sender (or a range of senders) to a certain destination (or a
range of destinations, such as a subnetwork). (Id. at 1:10-15.). For example, an access control

speciﬁer may specify an Internet Protocol address of a sender or destination, a preﬁx or subnet
address for a group of senders or destinations, or a port number used by the sender or the
destination to transmit infonnation. (Id. at 1:15-20.).

To implement access control, an ACL is provided to a network device, such as a router.

(Id. at 1:23-27.). As packets” of information arrive at a router for transmission, the router
checks the packets against the access control speciﬁers that were provided in the ACL to

determine whether the sender of the packet and the destination of the packet are permitted based
on the access control speciﬁers. (Id. at 1:6-10.). If pennitted, the router forwards the packet to

the appropriate output for transmission to the destination. (Id. at 1:6-15.). If prohibited, the
router denies transmission of the packet. (Id. at 1:4-6.).

2' Messages exchanged in a computer network are in the form of packets of information. (IX-0002 (’577
patent) at 1:6-10.). A packet includes a header containing the identiﬁcations of the source device and the
destination device. (Id. at 2:41-43, 4:1-4, Fig. 2.).
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ﬁgure 3: ’577 Patent’s “block diagram of a system for access
control list processing”
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(JX-9002 @577patent) at Fig. 3.).

The ’577 patent recognizes that the prior art implementations of processing packets to
enforce access control according to an ACL are slow and processor-intensive. (Id. at 1:28-32.).

The slowness is exacerbated when access control is implemented using software processing
instead of hardware processing. (Id. at 1:32-35.). Moreover, if the ACL includes numerous

entries of access control speciﬁers, such as when the requirements for access control are
complex, more time is required to process the access control speciﬁers for each packet. (Id. at

2:9-17.). For example, wires in computer networks can transmit about 1,5 million to hundreds of
millions of packets per second. (Id. at 2:20-24.). It would be desirable for routers to process

packets at these rates. (Id at 2:24-25.). However, the speed at which routers can implement

-
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access control based on large ACLs can be as slow as about 10,000 packets per second. (Id. at
2: 18-19.). Such speeds are unacceptably low. (Id. at 2:25-26.).

To address the slowness problem, the ’577 patent teaches hardware processing of ACLs,
which is faster than software processing, and teaches processing the access control speciﬁers in
parallel, which is faster than sequential processing. (Id. at 2:7-29, 7140-44.). First, access

control speciﬁers from an ACL are recorded in a content-addressable memory (“CAM”) of a
router. (Id. at 2:29-32, 40-41.). When a packet arrives at the router, it extracts certain

information from the header, such as the source IP address, the destination IP address, and the

port number. (Id at 2:33-34, 41-43.). Then the router attempts to match the packet header
information to all the access control speciﬁers stored in the CAM in parallel. (Id. at 2:34-35, 43
44, 7:40-42.). One or more successful matches are sent to a priority selector, which selects the

match with the highest priority, and the selected match detennines whether to pennit or deny the
transmission of the packet. (Id. at 2:44-49.). These steps are performed in hardware without the
need for software processing, thus increasing the speed at which access control is enforced. (Id.
at 2:28-30, 38-40, 49-50.).

2. Asserted Claims: 1, 7, 9-10, and 15
Cisco contends that Arista’s Redesigned Switches infringe claims 1, 7, 9-10, and 15 of

the ’577 patent.22 (CBr. at 34.). These are method claims that recite steps” for making a routing

22Cisco contends that Arista indirectly infringes the asserted claims of the ’577 patent by contributing to
and inducing performance (i.e., direct infringement) of the patented method by Arista’s customers. (CBr.
at 47-49.). Indirect infringement, both contributory and induced, requires that the infringer act with
knowledge of the patent(s)-at-issue and intent to bring about the desired result, which is direct
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decision for a packet by matching in parallel a packet label derived from the packet with access
control patterns stored in memory. (JX-9002 (’577 patent) at 7:34-8:28.) The asserted claims
are recited below with italics used to indicate where the Parties dispute whether claim limitations
are satisﬁed by the Redesigned Switches.

1. A method, including the steps of maintaining a set of access control
patterns in at least one associative memory;
receiving a packet label responsive to a packet, said packet label being
sufficient to perform access control processing for said packet;

matching matchable information,‘ said matchable information being
responsive to said packet label, with said set of access control patterns
in parallel, and generating a set of matches in response thereto, each
said match having priority information associated therewith;
selecting at least one of said matches in‘ response to said priority
information, and generating an access result in response to said at least
one selected match; and

~

making a routing decision in response to said access result.
3. A method of as in claim 1, including the step of performing at least
two of said steps of receiving, matching, selecting, and making a routing
decision, in parallel using a pipeline technique.
4. ' A method as in claim 1, wherein said associate memory includes a
temary content-associative memory.

infringement, oﬁen by a customer. Commil USA,LLC v. Cisco Sys., Inc, 135 S. Ct. 1920, 1926, 1928
(2015).

_

23A process or method claimis infringed only if each step of the claimed method is performed.
Muniauction, Inc. v. Thomson C0rp., 532 F.3d l3l8, 1328 (Fed. Cir. 2008). The mere sale or importation
of an apparatus capable of performing the patented method does not constitute infringement. Joy Techs.,
Inc. v. Fla/ct, 1nc., 6 F.3d 770, 775 (Fed. Cir. 1993).
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9. A method as in claim 1, wherein said priority information for each
said access control pattern is responsive to a position of said access control
pattern in a memory.
1|]. A method as in claim 1, wherein said priority information includes a
position in said associative memory, and said step (of selecting includes
choosing a ﬁrst one of said matches.

15. A method as in claim 1, wherein said routing decision includes
pennitting or denying access for said packet.
(1d.).

3. Key Claim Terms for Arista’s Non-Infringement Arguments: “Access
Control” and “Access Result”
According to Cisco, Arista infringes the ’577 patent because its Redesigned Switches

contain
ﬁltered
portmirroring
functionality,
anda

ACL”functionality

the latter of which was found to infringe in the Underlying Investigation. Arista does not dispute

thatits

ACL”functionality
wouldinfringe
ifusedbyArista’s
customers.

(RBr. at 33 (“In the underlying investigation, the Commission found that Arista’s[

I

[

access control functionality infringed the ’57'7patent.”).). Instead, Arista argues that this
functionality was}

}and thus cannot be used by customers directly to infringe the ’577

patent. (Id.).

Arista’s non-infringement arguments for ﬁltered port mirroring tum on the correct
interpretation of “access control” and a corresponding “access result.” (RBr. at41-43.). Arista
contends that “access control” requires the restriction of packet transmission. (Id. at 41.). Arista

argues that ﬁltered port mirroring is fundamentally different from “access control,” such that the

former
restricts
the)

ofpackets,
nottheir[ . '

|. (Id.at42.).The

“access result” limitation flows directly from the “access control” limitation. If the Redesigned
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Switches do not satisfy the “access control” limitation, a fortiori, they also do not satisfy the
“access result” limitation. (IX-9002 (’577 patent) at 7:40-46 (claim 1) (“matching matchable

information, said matchable information being responsive to said packet label, with said set of
access control pattems . .. selecting at least one of said matches in response to said priority
information, and generating an access result.”); Tr. (Almeroth) at 167: 16-19 (2018 Hearing); Tr.

(Black) at 301:8-15.).

IV. The ’668 Patent Covers Arista’s Redesigned Switches .

A.

Accused Functionality

The Redesigned Switches run Redesigned EOS or Hardened Redesigned EOS, each of
which offers the following control plane protection functionalities: (1) PDP; and (2) PEAC.
(RBr., App. C (chart of hardware/software combinations for Arista’s legacy switches and

Redesigned Switches); Tr. (Almeroth) at 69: 17-70: 1, 70:8-15, 75:2-19 (2018 Hearing); CDX
9004C-35A—36;JX-9020 at 2597, 1356; CX-9192C at 69:13-16; CX-9006C at 8; CX-9003C at
1.).

1. PDP Functionality
PDP stands for “Port-based Denial-of-service Protection.” (JX-9008C (PDP Spec) at 1.)
PDP [:1

packets, including thoselw,

V

_

'

[if

(Id.at 2-4.). PDP is designedso that everyPDP}____ _ _ 7 g_,

_

_ g(J

e -|

action. (IX-9008C (PDP Spec) at 1; Tr. (Almeroth) at 80:17-81:5

2“Forexample,
PDP’s[:'_] classisforpackets
.
71:22-72:5; JX-9008C at 2.).
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(2018 Hearing); RX-9001C (Sweeney Witness Statement) at Q/A 37, 65.). By policing control

plane packets using a technique known as rate limiting,” PDP can protect the control plane of a
Redesigned Switch from getting ﬂooded with packets during a denial of service (DoS) attack.

'

(Tr. (Almeroth) at 65:23-66:7 (2018 Hearing); JX-9008C (PDP Spec) at 1.); PDP [_"":‘_:;]
___ﬁ 1,including those

inthe

_

_____ W_____

k], making
its

L_.;i_;Q_”_”.

, using the [#_i________V____

___ __]basedon

______
vi]

__*_

__.___
,____._._,____._
T

of the _g#g:_‘g'_7‘_':‘_’]
device. (Tr. (Almeroth) at 65:23-66: 17, 79:10-80:5 (2018 Hearing); JX

9008C (PDP Spec) at 1.).

'

Ewe 4: Cisco’sDepictionof PDP

7

ifﬁij

7'
l.

25The ’688 patentdiscusses rate limiting. (JX-9001 (’668 patent) at 2:33-39 (“I-lardware based rate limits
can then be implemented as a throttling mechanism for the speciﬁc packet types so identiﬁed‘.For
example, packets of the type SYN can be speciﬁcally rate limited on a particular port or other hardware,
at least preventing the rate at which such packets are sent to the control plane.”).).
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(CDX-9004C-23A (presented by Dr. Almeroth during the 2018 Hearing).).

After PDP sorts packets into classes, packet classes that map to a policing action,

including those containing control plane packets in some instances, are policed or rate limited by

a “po1icer”
thatis

(Tr.(Almeroth)
at88:4-17,88:23-89:22,
157:23-158125

(2018Hearing);Tr.(Snoeren)at 260:1-23(2018Hearing).26).Thepolicinglogic[:]

information
toupdate
the,
[__ _’

compares
the

W ’

| result. (JX9007C at 116 (:1

[

theF***

_____1]”); CX-9019C at 39

’

switch)(“The[:1
(‘]::]
information

_

‘

_

__ _j

engineupdatesthe[:]

isperformedonE::|”).).

tothe[_':]

switch) (“The Policer stage
] switch) (policing logic reads

* ’*’ 1;CX-9013C
at21 (:1
rates”);CX-9012Cat 281

| switch)

Policingresultsarestoredinthepacket’s __V_|

this is the information that] _____ ’

'**

’ ’

H

_ ]

packet.” (Tr. (Snoeren) at 220:15l25, 228:8-229:3 (2018 Hearing).).

26At the time of the 2018 Hearing, Dr. Mark Alexander Connell Snoeren (“Dr. Snoeren") was a Professor
at the University of Califomia in San Diego, focusing on networking and distributed systems. (Tr.
(Snoeren) at 199:1l-200:9 (2018 Hearing).). Arista designated Dr. Snoeren as an expert witness to
provide testimony with regard to: “asserted patent(s); non-infringement of the asserted patent(s); the
design, structure, function, and operation of Arista’s legacy products; the design, structure, function, and
operation of Arista’s redesigned product(s); prior art products and designs; and/or any other issues for
which Arista bears the burden of proof.” (RPSt. at 3.). During the 2018 Hearing, Dr. Snoeren testified
that he was retained by Arista to evaluate Cisco’s allegations with respect to the ’668 patent, without
mentioning other duties performed for Arista. (Tr. (Snoeren) at 200:6-9 (2018 Hearing).).
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Asidefr0mZ|

packetsinthisfashion,PDPdoesnototherwise[::|

thepackets.

(Tr. (Snoeren) at 27l:25-272112 (2018 Hearing).). Both Dr. Ahneroth and Dr. Snoeren agree

thatpackets[':]

byPDPtobe]:]

areactuall)/[:1

laterinthepipeline.(Tr.

(Almeroth) at 151:16-18 (2018 Hearing); Tr. (Snoeren) at 272:5-8 (2018 Hearing).). This

happenswhentheRedesigned
Switches
|:]

policingresultsandmakea[:::‘_'_"|

concerningthe packet. (RX-9001C(SweeneyWitnessStatement)at Q/A 59; Tr.

(Snoeren) at 256:24-257:8 (2018 Hearing).).

According to Cisco’s expert, Dr. Almeroth, in at least certain Redesigned Switches,

packet: occurs
,

“which
undisputedly
islocated
after
the

physical ports and services applied thereto.” (Tr. (Almeroth) at 85:17-86:5 (2018 Hearing); JX
9008C at 13 (3

(1

| packet pipeline); JX-9022C at 471

| speciﬁcation); CX-9009C at 352-53 (

1708, 1771, 1923-30 (contends that packets are[

’

| speciﬁcation); CX-9043 at 4, 11-12

]chip speciﬁcation); CX-9019C at 1671-73,

| speciﬁcation)'.). However, Arista’s expert, Dr. Snoeren
_ _

__~__

__ _

Hearing).). Where Redesigned SwitchesEjpackets

|.” (Tr. (Snoeren) at 223214-25 (2018

is relevantto Arista’s non-infringement

argument that PDP does not operate “after physical ports and services applied thereto.” (RBr. at
19-24.).

EachParty
citestoJX-9008C
(PDP
Spec),
entitled
“PDP:
j
{:j,”27

in supportof its position on how PDP operates. (_CBr.at 7-11; RBr. at 9.). The

1’This PDP Spec is undated. (JX-9008C.).
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PDPSpecilluminatesmet:

ofthe RedesignedSwitches,andwhereandhowPDP

operateswithinthat::],

usingtextanddiagrams,someof whicharereproducedbelow

(JX-9008C (PDP Spec) at l-26.). i

In the Introduction section, the document explains that “[e]ach physical port of a switch

* ’' ”

running EOS applies]

otherwise, EOS uses at

_ ___
*

T
’

_'_

’

I

Until conﬁgured

f]. The administrator of the switch can

assign] '”

*'

|when
desired.
Ifthe is

[

aport,
theport
reverts
tousin ]

fortheswitch.”
(JX

900sc (PDP Spec) at 1.).
PDP policies use]

[::::]

;

| g

_

’

* *’

VV

__

(IX-9008C
(PDP
Spec)
at1-2.).
“These

and
(2)
attributes
associated
with

_ _, _,___

f”’

'* ’ *

ismade
bythe,

and so before the packet is] ’ ’ ’

t t 5*"

"

both:
(1)ﬁelds

' 1 (Id.). “All of the assigning, policing, and counting

ofpackets
byPDP
takes
place
before
[::::j
I

_ jaw]

_ _______j

_

_ rt
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ﬁgure 5: Architecture Used_bLAristaforM>_§ Family of Redesigned Switcllg

(Id. at 12 (found in PDP Spec, indicating that PDP is a service

ﬁgure 6: Architecture Used by Arista for \_

|).)

I’Family of Redesigned Switches
1
1

(Id. at 15 (found in PDP Spec, indicating that PDP is a service W
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With respect to the |::]

fgunilyof Arista’s Redesigned Switches, the PDP Spec

elaborat651

e

__

Iii

NJ

_ _

””

"17 JI

,_____p_____

[:1

_

”"*”
f

if

"I
ff

__TjT___
xx

I

*1
I

heif
(Id at 1'5-16(emphases added).).
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ﬁgure 7: ArchitectureUsed by Aristaforj

ii

__

__

Familyof RedesignedSwitches

1 _ r___s______i__

(Id. at 20 (found in PDP Spec, indicatingthat PDP is a servicei

ﬁgure 8: ArchitectureUsed by Arista fort]

,._,_.-_

WW

_ __ _ __|).).

Familyof (RedesignedSwitches

(Id. at 24 (found in PDP Spec, indicating that PDP is a servicer&______Nw____V__::
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What the PDP Spec lays bare, consistent with expert testimony, is that PDP is a service

appliedto[::|.

(JX-9008C(PDPSpec)at 1, 8; Tr.(Almeroth)at 87:14-21,153:1-3

Q

and“[i]or[::|,
there
issome
overlap
[with[:]]”);
Tr.(

Snoeren) at 230:3—231:5.).The PDP Spec also reveals that PDP is independent of other services

appliedto

inthesensethattheformerandlatterareprocessedseparately,albeit

usingdifferententriesofthe

(JX-9008C(PDPSpec)at 17,22;Tr.(Almeroth)
at

89:17-90:6, 153:11-15.). The PDP Spec also clariﬁes that, in terms of marking packets for
j T T T TT T T T

servicessuchas:].

'

_

by PDP

|marking

(JX-9008C(PDPSpec)at l7 (“[W]e[:1

over .’°);
packet,

], the marking

by

applyingthe PDPpolicer

id.at22(“IfbothPDPand[::] providepolicerindexvaluesfora

the PDP result[___

T

TT

_TTTT
T

TT

T TT

- |”).

Additionally,
PDPoperates
on[:]packets,
notjustpackets
.
(RX—9001C(Sweeney Witness Statement) at Q/A 34.). The Parties’ experts agree that packet

[

_4

| decisions are made Q

in the pipeline, after PDP has

performed its counting or policing tasks and yet before[

TTTT

_T_T T___

packets.(Tr.(Almeroth)at 85:14-22(“IfyoulookatwherePDPis actually|:]
packets, where it's enforcing the policies and the policing, it happens

Sothat‘s
where
you're
app1ying
(“Q2For example,in the[:]
marked

packets[TTT

....”);Tr.(Snoeren)
at272:9—12

implementationof PDP,the[:_:]

VTT

_ _ _T_T_
_T_TT T T_

stagewill determinethat
_

T

9008C (PDP Spec)at 16 (“If the PDP policer indicatesthe packet should be:3,
packet

[T

TT

is YT T T _ _T_T_;_ T

T_

_

___

1); JX

then the

T_T_

_|).). It is also clear that PDP policing
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RedesignedSwitchesto|::j.
| _ __

(Tr.(Snoeren)at 271:25-272:8(“Q1PDPpolicingcauses

.*"*

_:_

__

’

'

1? A: Yes.”).).

2. PEAC Functionality
PEAC, the second of Arista’s functionalities accused of infringing the ’668 patent, stands
for “Process Enforced Access Control.” (IX-9009C (PEAC Spec) at 1.). Unlike PDP, which is a

:3

service,PEACisa“feature|'

allows the switch administrator to[ g __ _

Wh¢r@bYl
enhancedto

check[_

[___ ______

”’-’

matching any of thef’

’“ ’

1 _ _1is

*’ W’ ’ "

_Wg

1

* ' ’ 1 ([d.). “The Service ACL contains permit and deny rules
__ l

(Id.).
“After
receiving
a[’’ _

process
evaluates
:]

_

|'

against
therulesoftheService
ACLconﬁgured
for

r';*::i1
_ W rm

W|
]

f "W

[

:,,

’

'

i
’

'*

W

and
ifth@
"

eef

matches
adeny
rule
itis
1<1d.>_ 
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ﬂute 9: Cisc0’sDepictionof PEAC

.‘

__

___._

_

‘

.

l

l

I»

l

(CDX-9004C-26 (presented by Dr. Almeroth during the 2018 Hearing).
The Parties, and their witnesses, Dr. Almeroth and Dr. Sweeney, agree that Arista’s EOS

(RedesignedandHardenedRedesignedversions)containsspeciﬁc,deﬁned:1
A l. (RX 9001C (Sweeney Witness Statement) at Q/A 158 159, 172;

JX9009C (PEAC Spec) at 4; RX 9082 at 4 (“...l

_____$

...”); CPBr. at 3;

Tr. (Almeroth) at 69:13 70:7 (2018 Hearing) _>_>_ﬂ__Vfeature found _____ _

| in the

Underlying Investigation was['

_

Each|

I uses PEAC to call [r _

L'_M_

_________V_i_%_

“

___:':]

W

’

' '

_;*_*_"* ’ *

__

W"

_ __ __

7__ 1).).

1 to implement a

}. (Tr. (Almeroth) at 101:7 15.).

is staticcodesittingin storage ....” (RX 9001C(SweeneyWitness

Statement) at Q/A 210.). More speciﬁcally, __

1is “not a process,” but[i**T_':‘]
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r::3»<1d_>-Insteadofa
_ ""**;i*
;_

_

H

W

"W
.

*.

1

"W"

W ~

W

g. (Tr.

(Alrneroth) at 166:1-22 (2018 Hearing); RX-9001C (Sweeney Witness Statement) at Q/A 210.).

Whenme]:

codeisneeded,
itisf

by the!

_

’

Statement)at Q/A210.). As such,:3

merely
—tmough
.

'

1* ’_ 7 1 _

I
(RX-9001C(Sweeney

Witness

is not a physicalpath of anykind. (Id.). It is

which
nothing
travelsthatmaybeusedwithin

(Tr.(Snoeren)
at249224-250113
(2018Hearing).).
Aristaacknowledges
thatthe“function
of:3

inPEACistoprovide:3

[I1forpackemhathav@1,_,__
|

W’ if

' _'

'

*"""

" a

1|

|(RBr. at3{1.). Yet, Aristasimultaneously makesthe

curious assertion that PEAC

(RX-9001C (Sweeney Witness

Statement) at Q/A 158, 174, 181; Tr. (Snoeren) at 243:2-12.).

Arista’s fact witness, Mr. Sweeney, explained that, within PEAC, “[y]ou’ve already

I M

Z K

Z M Z

j

1 _ iﬂi

irﬂfwfl

packet has arrived.” (RX-9001C (Sweeney Witness Statement) at Q/A 158, 181.).

Yet, testimony from Cisc0’s expert, Dr. Almeroth, suggests that this statement

misrepresents
PEAC,
elevating
fonn(where
PEAC )
(whether PEAC

(PEAC “stilll

[_V,u_____

overfunction

’ ’ '#___h__”__*__;V_M__i_______
W” _ -____ ____|).

1|

(Tr. (Almeroth ) at 70:2-7

i_

*i"""jj_j"jf

;;*
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functions to]

___,_,~,;____;;_,_,_J_,__A__,__ __f__"* i ” ” 1

1:1”) (2018 Hea.ring).).
ﬁgure 10: Arista’s Side-by-Side Comparison of Infringing_l__

]_(leﬂl and

“Redesigned” PEAC (right)

,

_

,,,,

,,,__,_,,

,

H

J

(RDX—9002C-5(presented by Dr. Snoeren during the 2018 Hearing, consistent with Dr.

Almeroth’sassertion(Tr. (Almeroth)at 69:13-70:7(2018Hearing))that the [:|featme
found to infringe in the Underlying Investigation was [Q ’

I...

i "

’

1

l)-)

B.

Infringement Overview

Cisco asserts that the Redesigned Switches are covered by claims 1, 2, 4, 5, 7, 8, 10, 13,

18, 55, 56, and 64 of the ’668 patent. (See CBr. at Attach. B.). As discussed in more detail

below, on a claim-by-claim basis, Cisco has proven this assertion by a preponderance of
evidence.

1. PDP Literally Infringes Under the Plain and Ordinary Meaning of
“Independent of,” But, in the Alternative, Under Arista’s Construction of
that Term, Does Not Infringe Under the DOE
iI
Arista raises two main non-infringement arguments with respect to PDP, which share a
COII’11'l'101'l

thread. (RBr.at 11-24.). Thatthreadis that,becausePDP wasdesignedto|::j

[I] solutions, it operates too close to the

| of Arista’s Redesigned Switches, or too
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[__’_’_d___;’__’_*'_,_

'*"

f Q t__ _J

to qualify as control plane port services. (Id. at

l 1-12, 19). Each of Arista’s arguments references a diagram that Dr. Snoeren, one of Arista’s
technical experts, drew when he testiﬁed during the 2018 Hearing, displayed below as Figure 11
Figure 11: Diagram Drawn by Dr. Snoeren During the 2018 Hearing

(RDX-9A003C(diagram drawn by Dr. Snoeren during the 2018 Hearing).).

a)

.

Arista’s Argument that PDP Is Not a “Control Plane Port
Service” Is Flawed

Arista’s ﬁrst argument is that PDP is not a “control plane port service,” as required by
claims 1 and 55 of the ’668 patent. (RBr. at 11.). Arista argues that “PDP cannot satisfy this
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claim limitation because it L___

1. _.

| (byl

T ‘|ancl either policing or counting)

-||_ g

s

In other words, PDP “operates on paoketsf

*" " "1 (Ido

__

|.” (Id. at 12 (citing

RX-9001C (Sweeney Witness Statement) at Q/A 34).).
Yet, the assertion that PDP is|

accords
:

__V

across
;

] is misleading. PDP

it] ]some
while:] others.
(Tr.

(Almeroth)
at65:23-66:7
(2018Healing);
-IX-9008C.).
Where
indicative of one another, PDP isl _g

including which packets]

;

__

_ Li].

_

are
‘

_ j,

(Tr. (Almeroth) at 62:24-63:13, 71:7

72:12, 137121-24.)

Duringthe 2018 Hearing, Dr.-Almerothidentiﬁed 28 PDP classesthat contain[:]

.

(Tr.(Almeroth)
at71:12-72:5;
72:1376:17;
JX-9008C
at2-4;CDX

9004C-30 (Cisco’s depiction of PDP classes by Dr. Almeroth during 2018 Hearing).).

Importantly, to mimic real-world conditions in his testing of Redesigned Switches, Dr. Almeroth
used default settings. (Tr. (Almeroth) at 75:24-76:10, 77:16-21.).

Aristahasnot fullyrebuttedCisco’sevidencethat28 PDPclassescontain[:]

.

Inhis2018Hearing
testimony,
Arista’s
expert,Dr.Snoeren,
failed

directly to address 20 of those PDP classes. (Id.; RDX-9001C-6-7), As shown below in Figure
12, before or during the 2018 Hearing, Arista failed to offer any direct rebuttal evidence”

23For several PDP classes that Dr. Almeroth identiﬁed as]
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(whether testimony or documents) with respect to 10 of the PDP classes that Dr. Almeroth
identiﬁed as [:7

*

"

__

_ J], under default conditions. (RBr'. at

App, B; Arista’s Response to Order N0. 17 at 1-17 (Doc. ID No. 637896 (Mar. 5, 2018) (chart).).

Arista has offered evidence that only ﬁve (5) of the classes identiﬁed by Dr. Almeroth are
not used in the Redesigned Switches. (RX—9128Cat 4-6; RX-9196C at 4-6; JX-9016C (PDP

Spec, version 1.0.1) at 339-42.). While conceding the oversight, Cisco contends that Arista’s

evidence is “directly contradicted by Arista’s own PDP Speciﬁcation (an intemal technical

speciﬁcation authored by Arista to describe PDP’s operation)” (CRBr. at 7 (citing PDP Spec).).

Additionally,
Arista’sdecisiontoproduceonly-platfom

switchesforinspection

limited Dr. Almeroth’s testing opportunities and, according to Cisco, left the PDP Spec as the

best evidence produced by Arista for operation of those platforms. (Id. at 8.).

Arista has offered dispositive evidence that Dr. Almeroth wrongly identiﬁed ﬁve (5) of
the 28 classes asl

_

____ _

J. There is no reason why Dr. Almeroth’s

impeachment on these ﬁve (5) classes should undermine his testimony with respect to the
remaining 23 classes, including IO of which where his opinions stand unopposed. In other

of offering direct rebuttal evidence, Arista relies on Dr. Snoeren’s sweeping testimony that fails to rebut

Cisco’sevidencewithrespecttothe

ofspeciﬁcPDPclasses.(Tr.(Snoeren)at211:9-18

(“my tests very clearly show is that for each and every one of the classes that Dr. Almeroth earlier this

morning
allegedl
[:],

K __ _ _ _ ’ j PDP,
infact,

2 l 1:23-212:1(“[W]hatI did is I took every class that Dr. Almerothdisclosedin his report, and

I conducted a test that showed that
]), 212:1 l»l8 (“[A]gain I took all of
the classes that Dr. Almeroth looked at in his report and conducted a test. And again, it showed that in

each caseL

_

i

'* W W |.”) (2018 Hearing).). In fact, as shown in

Figure l2, Dr. Snoeren tested only 10 of the 28 PDP classes identiﬁed by-Dr. Almeroth.
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words, contrary to the Malawian proverb, one muddy buffalo (or, here, ﬁve buffaloes) does not
make the whole herd dirty.

‘

Fi ure 12: Chan Showin “L>___#__(__(__ _ 4%”
PDP Classes Identiﬁed by Dr.

Almeroth and Arista’s Direct Rebuttal Evidence for Each Such Class (with lPDP
Classes Lackina Direct Rebuttal Evidence Identiﬁed in Bold]

#

PDP m

Tested by Dr.

Snoeren? Y/N

Arista’s Purported Direct Rebuttal
Evidence

1

Direct Rebuttal
Evidence (YIN)

‘

Y

1

l

2

Y

3

‘

N

4

t

N

s

l

Y

\

6

‘

N

______i

_

7

‘

—____i"____‘—b_"|'_Z?’

V

7 't "-17 77 77' T777
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8

9.

10

i|
ll

12

131

ii

.

14“

\

AA

I

1s

16

17

Y
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.l
\

I8

\

Y

19

Y

‘20

Y

r
1.

‘_

21

-N

ix

N

22

23

N

1

24

Y

25

Y

I

V
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26

Y

27~

,

Y

2s

i

Y

I

’

”*1’

'

(RBI. at App, B; Arista’s Response to Order No. 17 at 1-17 (Doc. ID No. 637896 (Mar. 5, 2018)
(chart).).

In light of the above, Arista’s assertion that “no PDP classes contain only packets that are
[V_

WM]is clever wordsmithing.

(RBr. at 16 (citing Snoeren

211:19-212:1, 212:2-18, 215:20-216:2 (“[T]here are no red boxes up there [on CDX9004C-30]

that he’s shown contain;

~_f4~_’_"__:_____

_

__”

*7

1.”)(emphasis

added).). Equally misleading is Arista’s contention that “[a]s testing conﬁrmed, the other PDP

classes Dr. Almeroth identiﬁed contain["’ ’* i

I ’ ”__

_ _’ "

J.” (Id. (citing

Snoeren 21 1:19-212:1, 212:2-18, 215220-21622).)

Dr. Snoeren has demonstrated that Arista’s Redesigned Switches can be customized such

that many,if not all, PDP classescan be]
[_’_';;_ i_f

__ ___

’

_]

9001C.). Yet, the fact that PDP is k
______

"r

"

"r

fr r W]

and vice versa. (Tr. (Snoeren) at 267:1-2O~268:17;RDX
], such that customers or experts can ___

0fArista’s Redesigned Switches, ensuring that
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[:1

doesnotchangethe infringementanalysis.” SeeSiliconGraphics,Inc. v_.ATI

Techs, 1nc., 607 F.3d 784, 794 (Fed. Cir. 2010) (“[A]n apparatus claim directed to a computer

that is claimed in functional terms is nonetheless infringed so long as the product is designed ‘in

such a way as to enable a user of that [product] to utilize the function

without having to

modify [the product].”’). As Dr. Almeroth demonstrated, the default behavior of Arista’s

Redesigned Switches is to conﬁgure certain PDP classes to T”? * ’ *

*

'’

].

(Tr. (Almeroth) at 71:12-72:5; 72:13 76:17; JX-9008C at 2.-4; CDX-9004C-30; Tr. (Snoeren) at

267: 1-20-268:l7 (“Q: In fact, you don’t dispute that in at least one of Dr. Almeroth's tests, the

packets
inDr.Almeroth's
testing ;

right?A:Thatisabsolutely

correct.”).).

In short, Arista’s lack of rebuttal evidenceand the default behavior of the Redesigned
Switches belies Arista’s ﬁrst argument that PDP does not infringe.
Arista next argues that]

__

.

_

____ _____] PDP functionality

is not

a “control plane port service,” as required by claims 1 and-55, because it does not provide

services to a “control plane port entity.” (RBr. at 17-19.). In so doing, Arista misconstmes the

“claimed invention” as segregating “packets to a control plane p0rl‘[

[::|

_____

:::]

so that servicescould be applied only to those packetsand not also to transit packets."

29A PDP conﬁguration in which]

[

.

__ ___

_l would truly be

andwouldlikelynotinfringeintheabsenceofintra-class
meansfordistinguishing

between

packets.Inthatcase,Arista’s
Redesigned
Switches
wouldresemble
the

prior art, such that, to prevent DoS attacks, all packets would undergo policing, and none would undergo

only:].
|::]

Asshown
byDr.Almeroth,
thatisnotthedefault
behavior
of
(Tr.(Almeroth)at 71:12-72:5;72:13,75:24-76:17,77:16-21.).
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(RBr. at 17 (citing Snoeren 204:18 205:2O (“the ’668 patent invents this notion of what it calls a

control plane port entity which I'm going to draw here in red. And the important thing to realize

about it is that it's located on this vertical pathway [1V___****L*__V if I i_

the path

the only-packets destined to the control plane processes are actually going to proceed along”).).

In fact, the ’668 patent teaches a variety of embodiments, some of which explicitly do not

include a control plane port entity receiving control plane port services after segregation of
control plane packets by a “switching element.” These include aggregate control plane services

145 operating in conjunction with a central switch engine, all within a route processor 125, and,

optionally, the central switch engine 130 itself providing the aggregate control plane services
145. (JX~900l (’668 patent) at Fig. 1, 6:58 64.).

i

Moreover, pursuant to the doctrine of claim differentiation,“ asserted claims I and 55

must cover embodiments that apply control plane port services to packets within a “switching
element” because claims 9 and 61, which depend from claims 1 and 55, respectively, require that

“a central switch engine performs the aggregate control plane port sen/ices.” (Id. at 9:66-67,
14:4 5.).

Similarly, pursuant to the doctrine of claim differentiation, claims 1 and 55 are broad

enough to cover the application of control plane port services within or even before “a switching
\

3°See RF Delaware, Inc. VAPac. Keystone Techs., Inc., 326 F.3d 1255, 1263 (Fed. Cir. 2003) (internal

quotations omitted) (“Under the doctrine of claim differentiation, each claim in a patent is presumptively
different in scope”); Winbond Elecsi Corp. v. Int’! Trade Comm ’n,4 F. App'x 832, 838-39 (Fed. Cir.
2001) (“[W]here some claims are broad and others are narrow, the narrow claim limitations cannot be
read into the broad.”).
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element” because dependent claims 4 and 58, which depend from claims l and 55, respectively,

require that “the control plane port services are applied after a transit packet forwarding decision
is made.” (Id. at 9:53-55, 13:46-48.). In other words, Arista’s interpretation of the ’668 patent’s

claims correctly requires differential treatment of control plane packets, but Arista’s
interpretation is overly narrow mid restrictive in terms of where that treatment occurs.
Arista contends that PDP’s1V

'

_

_

_ ‘

__ {distinguishes it from

a control plane port service, and thereby absolves PDP’s policing

infringement.
(RBr.~at
19.).Yet,:]
:3

from ’

policingareseparatefeaturesapplied[:::]

basis,and Ciscohas accusedonlythe latterof infringement. (CBr.at ll; JX-9008C

(PDP Spec) at 1; Tr. (Almeroth) at 80:17-81:5; RX-9001C (Sweeney Witness Statement) at Q/A

37, 65.).). Indeed, the inclusion of non-infringing features within a device does not absolve the
liability of directly infringing ones operating within the same device. CIAS,Inc. v. Alliance
Gaming C0., 504 F.3d I356, 1,361(Fed. Cir. 2007) (when claims use “comprising,” the claim

limitations do not “exclude the possible presence of additional elements or steps”).

'

Nothing in the asserted claims requires that accused functionality, PDP, include only
infringing features. (JX-9001 (’668 patent) at 9:17-14:49.). Arista’s expert, Dr. Snoeren
admitted as much at the Hearing. (Tr. (Snoeren) at 260:l8-261 :1 (“Q: And if those policer

:3

thatyou’ve
shownthereinfringe,
theaddition
of

toPDPdoesn’t
take

PDP out of infringement, right? A: Correct.”)).

b)

Arista’s Argument that PDP Is Not “Independent of Physical
Port Interfaces and Services Applied Theret0” Is Flawed

Arista’s second argument for non-infringement is that PDP does not operate on packets in
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a way that is “independent of the physical port interfaces and services applied there to,” based on
this statement by the Commission in its Opinion in the Underlying Investigation:

In essence, the problem is that, in prior art devices, all packets entering a port,
whether data packets or control plane packets, were subjected to all of the services
conﬁgured on that port. As a result, and consistent with the Final ID's ﬁnding, the
limitation "independent of means that "controlplane port services, ” which are
applied to a "controlplane port entity,"' whether as a single aggregate port
service or as distributed port services, "are applied after the control plane packets
exit the physical ports and services applied thereto. " Final ID at 201.

(Commission Opinion (FD) at 98 (emphases added).).

Arista’s reliance upon the Commission’s statement with respect to “independent of’ is an
inappropriate attempt to narrow the construction of that term. (RBr. at 19-20.). It appears that

Arista advanced this overly narrow construction “independent of” to make it difﬁcult for Cisco
to show infringement of the asserted claims of the ’668 patent. This is because PDP is not

applied “after the controlplane packets exit the physical ports and services applied thereto.” Dr.

Almeroth testified that[:]
|

features in the accused devices are physical port services: *___A[
__ _M_::_ * *

(Tr. (Almeroth) at 87:14-21, l52:2O-25.).

As Arista demonstrated, and as Cisco did not dispute, at least

portsen/ices‘]
PDP, in terms of using]

[

—operate
simultaneously
with(andquitesimilarly
to)
V

’

*’:;’_’_

’ f_ g _’_’_,

i

7 if

|

_].”“ (Tr. (Snoeren)‘at 206:4-l4 (discussing ROX

al That said, PDP does not operate the same way as[>___k_ _
First, PDP[
_
** W *” * ’ ” *_v_'___
9008C (PDP Spec) at 17 (“[W]e§

| of these physical

W

V

], in two important respects.
. _ j. (JX

" " ’ _ "_____'_ _~_M_____j.”); 22 (“Ifboth
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9003C), 212:19-213:22, 219:5-16, 219122-220:4, 220:5-222:9 (discussing RDX-9001C-11, DC

9022 at 47), 222:21-223:1, 225:5-17, 226217-227:7; RX-9001C (Sweeney Witness Statement) at
Q/A 47, 48, 98-100 (Strata), 103-105 (Sand), 107-109 (Alta), 111 (XP80), 113-126.).

Arista’s interpretation of the Commission’s “independent of’ statement requires
additional explanation. The language quoted by the Commission

“applied after the control

plane packets exit the physical poits and services applied thereto”

was recited verbatim from

the 1D in the Underlying Investigation. (ID at 201.). The ID quoted that language from the

argument section of Cisco’s post-hearing brief that addresses infringement of the ’668 patent by
the PiP CoPP feature in Arista’s legacy switches. (CBr. (U1) at 25 (“I

[:]

I are

to theportservicesofthephysicalportsofthe devices;theyareappliedonlyto

packets _. -

_ _

after ,

’

P ackets exit the P hysical ports and

services applied thereto, such as Port ACLs; and the|,_ _g

*

* ” " ' "

g _|

I1”)-1
Cisco never offered the quoted language as a claim tenn construction in_this or in the

Underlying Investigation. (See, generally, Markman Order.). The construction was not adopted
in the ID. (ld.). The Commission quoted the language of the ID without any indication that
Cisco and Arista disputed the construction, and without any signal that it was applying a new

PDP
and|:]
provide

for
apacket,
the
PDP
result

is not used”).). Second, while) “ '

J, regardless of

class,PDPassigns
packets
toclasses
andpolices
someofthoseclasses,
:
,

underdefaultconditions.
(Id.at 1-4;Tr.(Almeroth)
at71:12-72:5;
72:1376:17,

80:17-8 1:5 (2018 Hearing); RX-9001C (Sweeney Witness Statement) at Q/A 37, 65; CDX-9004C-30
(Cisco’s depiction of PDP classes by Dr. Almeroth during 2018 Hearing).).
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claim construction to replace the “plain and ordinary meaning” construction applied in the
Markman Order and ID. (Commission Opinion (FD) at 98 (indeed, the Commission provided

this language within a section addressing infringement and indicated that it was acting
“consistent with the Final ID’s ﬁnding”).).32

If the Commission’s language is interpreted as applying a new or narrowed construction
of “independent of,” then the Commission’s_statement conﬂicts with the intrinsic evidence. The

’668 patent teaches the central switch engine 130 performing services applied to physical ports.
(JX-9001 (’668 patent) at 7:1-1 l (“switch engine 130 performs nonnal input port services and

Quality of Service (QoS) processing on the received packet. In a next state 403, the central
switch engine 130 performs its normal Layer 2 and Layer 3 switching/routing decision.”). The

’668 patent also teaches the central switch engine 130 performing control plane port services.
(Id. at Fig. 1, 6:58-64.). These disclosures, alone, do not conclusively resolve how physical port

and control plane port services are ordered in terms of packet processing. The central switch
engine could perform control plane port services after services applied to physical ports.
However, the ’668 patent goes on to teach the central switch engine 130 performing

control plane port services before or concurrent with services applied to physical ports. As
explained above in Section IV.B. l .a, pursuant to the doctrine of claim differentiation claims 1
and 55 are broad enough to cover the application of control plane port services before or

32In the Underlying Investigation, it was held that “[t]here is nothing in the plain language of the asserted
and unasserted claims to support the proposed language "without consideration of," nor is there anything
to suggest that "independent of must only mean "separate from.” (Marlmzan Order at 61.). The
Commission’s statement on “independent of” to mean “applied after the control plane packets exit the
physical ports and services applied thereto” is in direct conﬂict with this rejection of a “separate from”
limitation. (Commission Op. (FD) at 98.).
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simultaneously with the making of “a transit packet forwarding decision,” such as a physical port
service Layer 2 and Layer 3 switching/routing decision. (Id. at 9:53-55, 13:46-48 (dependent

claims 4 and 58 require that “the control plane port services are applied after a transit packet

forwarding decision is made.”).).

Therefore, the ’668 patent discloses the application of control plane port services
concurrent with or before, not separate from or after, physical port services. The Commission’s

Opinion contemplated this scenario, noting that “the patentees clearly envisioned allowing some
level of per-port control, not merely requiring all control port trafﬁc to be subject to a single
control port policy.” (Commission Op. (FD) at 97.).

The Commission’s reasoning indicates that it did not, as Arista contends, intend to

narrow the invention to physical or temporal sequestration of physical port services and control
plane port services. (Id. at 94-101.). The Commission explained that “the issue boils down to
whether the invention of the ’668 patent includes applying differing policing services on
individual ports for packets destined to the control plane.” (Id. at 94.). The Commission

recognized that “[i]n essence, the problem is that, in prior art devices, all packets entering a port,

whether data packets or control plane packets, were subjected to all of the services conﬁgured on

that port,” including services needed only to process control plane packets, in order to guard
against DoS attacks. (Id. at 98.). The Commission continued, “the primary focus of the

invention is, as Cisco notes, to prevent applying conﬁgurations to a physical port that will affect
both control plane and transit packets.” (Id. at l0l .).
The Commission’s statement was made in a section entitled, “Direct Infringement.” (Id.

at 87.). When the Commission reviewed a claim construction in other sections of its Opinion, it
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did so under the heading “Claim Construction.” (Id. at 11, 31.). The Commission’s statement on

“independent of” was repeated, not from a Markman Order or a formal claim construction
analysis, but from an argument section in Cisco’s Post-Hearing Brief, the concerned

infringement of the ’668 patent by PiP CoPP, an Arista feature subsequently found to infringe.”
(ID at 201 (“Cisco has met its burden of proof that per-input-port PiP CoPP services are ‘applied

after the control plane packets exit the physical ports and services applied thereto,‘ which
satisﬁes [not deﬁnes] the ordinary meaning of ‘independent of.”’).

It can be inferred that the Commission signaled that “independent of’ was satisﬁed by a
service, even one applied to a physical port, that provided differential treatment of transit and

control plane packets. Consequently, the Commission’s statement is not treated in this analysis

as a distinct and new construction of the claim term “independent of,” that changes the ID’s
construction or introduces new restrictions into the asserted claims. Instead, the Commission’s
statement with respect to “independent of” is interpreted in this analysis as providing an

operating condition sufﬁcient, but not necessary, to infringe the ’668 patent.

That said, assuming arguendo that the Commission did intend to advance a new

construction of the tenn “independent of,” the claim-by-claim infringement analysis that follows
applies that construction, where “appropriate, in the alternative.

33Claim construction of uncertain terms is properly based on an analysis of the intrinsic evidence, not an
out-of-context argument by a party seeking to prove infringement. Phillips, 415 F.3d at 1321 (“In cases
where the meaning of a disputed claim term in the context of the patent's claims remains uncertain, the
speciﬁcation is the "single best guide to the meaning of a disputed term.”).
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Cisco asserted in the alternative that, if the Commission’s statement regarding

“independent of’ is a new construction, the Redesigned Switches with PDP functionality infringe
under the doctrine of equivalents (“DOE”).34 This is not so, for reasons set forth in the claim-by
claim infringement analysis in Section IV.C.l.

1

2. PEAC Literally Infringes Under the Plain and Ordinary Meanings of
“Control Plane Processes” and “Destined to” and the Markman Construction
of “Control Plane Port Entity,” and, in the Alternative, Under Arista’s
Constructions of These Terms, PEAC Infringes Under the DOE
Arista raises three (3) main non-infringement arguments with respect to PEAC. First,

Aristaarguesthat“destinedto”means“notyetarrivedat”andthatPEACE:::1
that have[_ _

‘

*77 '

" (Tr. (Snoeren) at 24l:l3~l6, 243122-23 (2018

Hearing); RPBr. at 39-41.). Second, Arista argues that PEAC “does not use a ‘control plane port
entity.”’ (RBr. at 29 (citing ID at 182).). This is because PEAC is purportedly not “a single

access path required for packets to access control plane processes” because PEAC operates as a

§

7” ’

is located withinf

'
V3

i].(Id.(emphasis
added).).According
toArista,
_

_ ___'__r_,

**'

:"__'_'_ 1

”__'r_J

{“‘**“*“‘1_ . (1d.).

Finally, Arista asserts that PEAC does not infringe the ’668 patent because, within

34“Infringement under the doctrine of equivalents may be found when the accused device contains an
‘insubstantial’ change from the claimed invention. Whether equivalency exists may be determined based
on
the ‘triple identity’ test, namely, whether the element of the accused device ‘performs substantially
the same function in substantially the same way to obtain the same result.”’ HP Sys., LLC v. Phillips &
Brooks/Gladwin, 1nc., 529 F.3d 1364, 1376-77 (Fed. Cir. 2008) (citations omitted). The essential inquiry
here is whether “the accused product or process contain elements identical or equivalent to each claimed
element of the patented invention[.]” (ld.)
I
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PEAC, there is at
['77

W" 7 7 7 ' I t

_t___»_

_, T‘

___»_____

_

’

‘

_ __._ _f;f'

*

’

f____],
whereas

*|, such that a packet
the claims

mandate

a0ne—

packet-to-many-processes relationship. (RBr. at 30 (citing JX-9001,(’668 patent) at 9:16-41,
13:11-34; Tr. (Snoeren) at 249: 14-18 (2018 Hearing); RX-9001C (Sweeney Witness Statement)

at Q/A 210).). Each of Arista’s arguments is addressed in tum.
Generally, Arista’s non infringement arguments for PEAC apply unduly narrow (and
new) constructions of asserted claim tem1s.35 By unilaterally narrowing the asserted claims,

Arista attempts to divert attention from the stated purpose of PEAC, which sounds exactly like
the purpose of the invention disclosed in the ’668 patent. (‘CompareJX 9020 at 1000 (“Service

ACL enforcement is a feature added to a control plane service

that allows the switch

administrator to restrict the processing of packets and connections by the control plane
processes”) with JX-9001 (’668 patent) at Abstract (“control plane port services thus can be
utilized to control all packet trafﬁc entering and exiting the control plane processes as a
who1e”).).

a)

Arista’s Argument that Packets Controlled by PEAC Are Not
“Destined to” Control Plane Processes Is Flawed

Arista’s ﬁrst non-inﬁingement argument, a new construction of “destined to,” misses the
mark. All asserted claims of the ’668 patent require “control plane pO1‘tservices operate on

35“A patent may not, like a ‘nose of wax,’ be twisted one way to avoid anticipation and another to ﬁnd
infringement.” Sterner Lighting, Inc. v, AlliedElec. Supply, Inc, 431 F.2d 539, 544 (5th Cir. 1970) (citing
White v. Dunbar, 119 U.S. 47, 51, 7 S.Ct. 72, 30 L.Ed. 303 (1886)).
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packets

destined to the collection of control plane processes ....” (JX-9001 (’668 patent) at

9:39-41, 13:30-33.). It is undisputed, functionally speaking, that PEAC

[::l

betweeniI IIT

__~ '

- I

- . -,,1,thereby

allowing a system administrator to restrict access to the latter. (JX-9009C (PEAC Spec) at l;
cx-9201c

(Holbrook Dep.)36at 78:7-21 (“[T]he way [:f_"__'f

understanding, is thei

I

where ,

W

j :]PEAC works, to my

I . . . to, in the part of the application

tomake
adecision]

_;* ’__"_
___ I

[:::lU~”)-)
Thus, when packets arrive at a|

h__k_h’V_V_
|, and undergo PEAC processing, they

are still destined to “control plane processes,” and the}

[:],

,

g_

_ ___ *_ ‘ I I I

|

asthe’oo8patentdescribes.(JX-9001
coospatent)at335-37(“[b]ased

upon information acquired through its control plane processes, packet forwarding behavior of the
data plane elements is thus dictated”); Tr. (Almeroth) at 97:22-98:6 (“PEAC‘_willdo the

[
i;?;i1i;i

I

_ _ andthatprocessing
happens
[:
_i

1-"ii."

3°At the time of his deposition, OIIJune 24, 2015, D1’.Hugh Holbrook (“Dr. Holbrook”) was Vice
President of Software Engineering at Arista. (ID at 84 n.63.). Mr. Holbrook was designated by Cisco as
a fact witness on the structure, design, operation, and functionality of Arista’s products and features.
(CPSt. at 2.).

37It is undisputed that the CP-ACL feature found to infringe in the Underlying Investigation was located
I
'
"
T T"
ii
' |. (Tr. (Almeroth) at

95:21-§s;12l;*ci-9 Q66 z;1@:2l-422T;cx-9190c at 117122-11815.).
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ﬁgure 13: Cisco’s Depiction of PEAC’s __

_ __ [Bole

(CDX-9004C-70 (presented by Dr. Almeroth during the 2018 Hearing).).

b)

Arista’s Argument that PEAC Is Not a “Control Plane Port
Entity” Is Flawed

4

Arista’s second non-infringement argument—that PEAC is not a “control plane port
entity” because it does not constitute “a single access path”—is similarly mistaken. The ’668

patent treats “entity” as a collection of things. (JX-9001 (’668 patent) at Abstract (“Independent
control plane processes may be provided; however, they are considered to be a single network

entity that is a uniquely addressable port”) (emphasis added); 3:44-46 (“control place processes
are collectively arranged as a single addressable entity, to provide the ability to better manage

control plane trafﬁc”) (emphasis added); 3:48-50 (“in embodiments of the invention, a collection
of control plane processes are considered to be a single entity that is a uniquely addressable
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device port”) (emphasis added).).

The Commission explained that “[n]either the claims nor the patent disclosure

require

that the ‘control port entity’ be a single object.” (Commission Op. (FD) at 95.). “The control

plane port 140 may or may not be a single physical port.” (JX-9001 (’668 patent) at 5:1-2.). For

example,
theIDfoundthatPipCOPP
infringed
although
itwasapplied
at
(ID at 196 (“|‘

'

" ] in the Redesigned Switches that have the CoPP feature

enabled constitute the claimed ‘control plane port entity’”). The ’668 patent also teaches
distributed control plane ports and port services implementing the invention, whereby there are _

multiple access paths to control plane processes. (JX-9001 (’668 patent) at 5:53-55 (“Regardless

of whether the control plane port services are implemented as aggregate port services 145 or as
distributed control plane services 146, they perform certain basic functions.”).).

g

The foregoing explanation of “control plane p011entity” was conﬁrmed by both Arista’s
and Cisco’s experts. According to Dr. Almeroth, “the ’668 patent at column 4, lines 65 through

54 talks about the control plane port entity. lt doesn't have to be a single physical port. It can be

multiple entities. It’s deﬁned as a single access path that can comprise multiple entities.” (Tr.
(Almeroth) at 98:23-99:16 (2018 Hearing).). Dr. Snoeren agreed:

Q:
:
:

:

~

But you know that the Commission has speciﬁcally held that a control
plane port entity need not be a single object; right?
Correct. It has to be a single access path.
_Okay.But not a single object; right?
Correct.
Could be made up of multiple objects?
Correct.

Tr. (Snoeren) at 263:5-15 (2018 Hearing).).
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Thus, according‘to the consistent expert testimony, Arista lacks evidentiary support for its
argument that PEAC does not infringe because it operates as|'
L

'

’’

’

_

’*

a . _ _ g _ ”|

_ |. As explained above, the ’668

patentdoesnotlimita “control
planeportentity”toa single

ofa featureor

functionality. Thus, Arista’s “single access path” argument fails.”

c)

Arista’s Argument that PEAC Does Not Provide Access to a
“Collection of Control Plane Processes” Is Flawed

Arista’s last non-infringement argument for PEAC is that the Redesigned Switches do not

infringe
because
each

within
EOSisa[:]

process
andthusdoesnot

satisfy that claimlimitation “a control plane port entity provides access to the collection of

control plane processes. ” (RBr. at 30.). As with “control plane port entity” above, Arista seeks
to narrow the construction of “the collection of control plane processes” for non-infringement
purposes. Arista’s construction is unduly narrow and lacks evidentiary support.

The ’668 patent discloses that “[t]he control plane 150 is typically not a single process or
processor but rather a collection of processes.”39 (Id. at 5:21-23.). The asserted independent

38Additionally, the “control plane port entity” may be “a virtual address through which packets travel or
are routed from the data plane 135 to the control plane 150," as “control plane 150 processes could be
implemented as software atlany level of a system, or as hardware.” (IX-9001 (’668 patent) at 4:62-64.).

In the UnderlyingInvestigation,the infringing]:_]
feature,replaced by allegedly infringingPEAC,
applied “an ACL to a control plane port entity implemented in[:::]
....”‘ (lD at 196-97.). PEAC is ‘

also .

(RDX900lC-l6
(:] depiction
ofa ).).

39The ’668 patent uses the reference number ‘_‘l55”to designate the control plane processes in the
speciﬁcation but uses the same reference number I55 to designate the control plane processor in Figure l.
(JX-9001 (’668 patent) at 5:64-65, Fig. l.). Figure 1 depicts three boxes to show multiple control plane
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claims of the ’668 patent require only that control plane port services operate on packets destined
to control plane processes. (Tr. (Almeroth) at 98:13-22 (2018 Hearing); JX-9001 (’668 patent) at

9: 16-41 (“control plane port services operate on packets received from speciﬁc, predetermined
physical ports and destined to the collection of control plane processes. ..”).). Dr. Almeroth’s

explanation is consistent with thrust of the invention, which is the differential treatment of
control plane packets and transit packets, as discussed in Section IV.B.1.b.

While the ’668 patent states that “[i]n accordance with embodiments of the present

invention, the control plane processes are implemented as independently executing processes,”

there is no intrinsic or extrinsic evidence in the record to suggest that “independently executing
processes” is a necessary element of the invention. (IX-9001 (’668 patent) at 3:42-,44.). On at

least one occasion, the ’668 patent refers to control plane processes not as independently
executing processes, but mere ﬁmctions. (JX-9001 (’668 patent) at 5:36-40 (“An important

aspect of the central switch engine 130 is that all packets destined to the control plane 150 must

pass through the central switch engine 130 prior to being routed to thefunctions 155 in the
control plane 150.”) (emphasis _added).).

Against this backdrop,Arista equates process (singular) in the ‘668 patent with]::::]
[::|

in the Redesigned Switches. In so doing, Arista contends that “in the PEAC architecture,

thereisa

.[between
“control
planeportentities”
and“control
plane

processes”] whereastheclaimsmandatearelationship.”

processors 155. (Id. Fig. 1.).” (ID at 184.).
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249: 14-18; RX-9001C (Sweeney Witness Statement) at Q/A 210).).

Arista’s argument is ﬂawed for two reasons. As explained above, “[n]either the claims
nor the patent disclosure

asa

require that the ‘control [plane] port entity’ be a single object,” such

ofPEAC.(Commission
Op.(FD)at 95.). Theterm“controlplaneport

entity” is broad enough to cover a[

[:],

that:]

___ _______*___:’

’

providea “singleaccesspath”toi

___

__J

_i____W____ | control

plane processes. (Tr. (Almeroth) at 98:23-99: 16 (2018 Hearing).).

Arista’s non-inﬁingement argument also fails in the event that “control plane port entity”

cannotbe al:::]

of PEAC

In that case,asAristaargues,each

Z]

of PEACwouldbe a separate“controlplaneport entity”providingaccessto anl::]

[::].

(Tr. (Snoeren) at 249:14-18;RX-9001C (Sweeney Witness Statement) at Q/A 210).).

WhileAristaassertsthateachlhm‘ | ofPEACwouldprovideaccessonlyto
[_,_

T’

*’

I

|, Arista’sown User Guidefor EOS version[::::},

dated November 16, 2017, suggests that each EOS]

f:].

__ _ ____

(JX-9020at 1000(PEAC“restrict[s]the processingof packets

processes that implement that service,” where[

[:1

_

_

_

_:’

1

by the control plane
_____:

’

” *1

Indeed, Arista’s User Guide comports with Cisco’s view, in accordance with the

teachings of the ’668 patent, that “processes” “may be a sequence of steps that comprise the
substantive processing and management functionality of the control plane.” (CBr. at 28 (citing
Tr. (Almeroth) at 94:15-95:1 (2018 Hearing); Tr. (Snoeren) at 276:l6-21 (2018 Hearing)

(conceding that the claimed control plane process need not be a “Linux process”).). In other
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words, for the “collection of control plane processes” limitation, Arista’s own documentation of
PEAC agrees with the Cisco’s infringement argument, not Arista’s non-infringement argument.
In short, the asserted claims of the ’668 patent do not contain the limitations that Arista

seeks to import into them for non-infringement purposes. The claim language of the ’668 patent

requires only that control plane port services are applied to a control plane port entity, such that

control plane port services operate on packets destined to control plane processes. (Tr.
(Almeroth) at 98:13-22 (2018 Hearing); Tr. (Snoeren) at 278:8-279:4; JX-9001 (’668 patent) at

9:36-41 (“control plane port services operate on packets received from speciﬁc, predetermined
physical ports and destined to the collection of control plane processes. . .”).).
PEAC acts as a single access path to control plane processes and provides control plane
port services through calls to thel

_ ___

,

'1. (Tr.

(Almeroth) at 98:23-99:16, 101:7-15; (RX-9001C (Sweeney Witness Statement) at Q/A 210.).

PEACoperates
onpackets
destined
tocontrol
planeprocesses,
::::
t__;.-.c_

_“

**"fi*

W;

W

-

* "1

control plane processes.” (JX-9020 at 1000; .lX—9001(’668 patent) at 3:42-47, 4:65-57.).

The ’668 patent teaches an embodiment that resembles (without matching) PEAC’s use

of ACLs to restrict access to control plane processes:

‘

The speciﬁc control plane feature (i.e., rate limit with access list) can then be
applied by the control plane services 145 or 146, thus preventing even correctly
addressed packets from progressing up to any of the control plane processes 155
if the speciﬁc rate limit has been exceeded.
Additional attributes of the port
services may be deﬁned as access control lists. . .. Speciﬁcally, only these packets
that match the access control list (ACL)are policed. The last ACL statement 512
includes a match for any packet equal to Telnet. The deny ACL statements allow
those packet types to skip the policer and therefore would always be forwarded.
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(JX-9001 (663 patent) at ms-24, 7:46-61 (emphases added).).
Thus, as addressed in the claim-by-claim analysis below, Arista’s PEAC functionality
found in the Redesigned Switches satisﬁes the asserted claims of the ‘668 patent.

Cisco asserts in the alternative that, under Arista’s constructions of “control plane port
entity,” “control plane processes,” and “destined to”, the Redesigned Switches with PEAC
functionality also infringe under the DOE. This is so, for reasons set forth in the claim-by-claim

infringement analysis in Section IV.C.1.

C.

Claim-by-Claim Analysis

_

Cisco has alleged that the Redesigned Switches practice independent claims 1 and 55,
and dependent claims 2, 4, 5, 7, 8, 10, 13, 18, 56 and 64 of ’668 patent. “Determination of

infringement is a two-step process which consists of determining the scope of the asserted claim
(claim construction) a.ndthen comparing the accused product . . . to the claim as construed.”

Certain Sucralose, Sweeteners Containing Sucralose, and Related Intermediate Compounds
Thereoﬂ Inv. No. 337-TA-604, Comm’n Op. at 36 (U.S.I.T.C., April 28, 2009) (citing Litton
Sys., Inc. v. Honeywell, Inc, 140 F.3d 1449, 1454 (Fed. Cir. 1998)).

An accused device literally infringes a patent claim if it contains each limitation recited in
the claim exactly. Litton, 140 F.3d at 1454. Each patent claim element or limitation is
considered material and essential. London v. Carson Pirie Scott & Co., 946 F.2d 1534, 1538

(Fed. Cir. 1991). In a Section 337 investigation, the complainant bears the burden of proving

infringement of the asserted patent claims by a preponderance of the evidence. Enercon GmbH
1;.[nt’l Trade Comm ’n, 151 F.3d 1376, 1384 (Fed. Cir. 1998). If any claim limitation is absent,
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there is no literal infringement of that claim as a matter of law. Bayer AG v. Elan Pharm.
Research Corp., 212 F.3d 1241, 1247 (Fed. Cir. 2000).

1. Independent Claims 1 and 55 of the ’668 Patent Cover the Redesigned
Switches
As shown below in Figure 14, with respect to claims 1 and 55, Arista does not dispute or

offer evidence in rebuttal to Cisco’s evidentiary showing that the Redesigned Switches satisfy
the preamble and claim subsections a, b, and c. (RBI. at 11-23, 2A5-32;Tr. (Almeroth) at 207: 1-8

(2018 Hearing) (claim 1 has “ﬁve separate [subsections], and the ﬁrst three aren’t disputed and

they’re just basically describing the fact that we have a switch here, the rcal inventive nature of
the ’668 patent comes down to those last two limitations

they focus on the fact that you have

to have this control plane port entity upon which the control plane port sen/ices are then going to
be applied.”)).

A

Instead, Arista and Cisco dispute the presence of only claim subsection d, which consists

of two claim limitations: (i) “control plane port entity provides access to the collection of control
plane processes, so that a set of control plane port services can be applied thereto”; and (ii)

“control plane port services operate on packets received from speciﬁc, predetermined physical
ports and destined to the collection of control plane processes in a way that is independent of the
physical port interfaces and services applied thereto.” (1d.).
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ﬁgure 14: Cisco’s Depiction ofNa1Towed Infringement Dispute With Respect to
Claim 1 of the ’668 Patent
.
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(CDX-9004C-55 (limitations from claim 1 in connection with PDP functionality of Redesigned
Switches, presented by Dr. Almeroth during the 2018 Hearing) (see also CDX-9004C“-75
(similar with respect to PEAC).).

i.

Preamble: “IAcomputer readable storage medium containing
instructions readable by a computer to conﬁgure the computer to
perform a methodfor processing packets in] An internetworking
device comprising”

Cisco contended, and Arista did not dispute, that all of the Redesigned Switches meet the
preamble of claims 1 and 55 of the ’668 patent. (CBr. at 21; RBI‘.at 12-32; Tr. (Snoeren) at

207:1-8 (2018 Hearing).). Accordingly, because there is no dispute, Cisco has met its burden in

proving by a preponderance of the evidence that the Redesigned Switches meet the preamble of
claims 1 and 55 ofthe ’668 patent.

ii.

Subsection (a.): “[conﬁguring] a plurality of physical network
interface ports, eachfor providing a physical connectionpoint to a
networkfor the internetworking device,the ports being conﬁgurable
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by controlplane processes”
'

Cisco claimed, a.ndArista did not dispute, that all of the Redesigned Switches meet this

limitation. (CBr. at 21; RBr. at 12-32.). Dr. Almeroth testiﬁed, and Dr. Snoeren did not dispute,

that based, inter alia, on a.nArista EOS user manual (CX-9026),“) all of the Redesigned Switches
have a plurality of network interface ports. (Tr. (Almeroth) at 87:10-13 (2018 Hearing); Tr.

(Snoeren) at 207:1-8 (2018 Hearing); CX-9026.). Moreover, Cisco provided evidence that the
ports are conﬁgurable by control plane processes. (CX-9026 at 409, 415; JX-9020 at 495, 501.).
Accordingly, because there is no dispute between Cisco and Arista, Cisco has met its burden in

proving by a preponderance of the evidence that the Redesigned Switches meet limitation ii of
claims 1 and 55 of the ’668 patent. '

iii.

Subsection (b.): “[executing]port services,for operating on packets
entering and exiting thephysical networkinterfaceports, the port
servicesproviding an ability to control and monitorpacketﬂows, as
deﬁned by controlplane configurations”

Cisco claimed, and Arista did not dispute, that all of the Redesigned Switches meet this
limitation. (CBr. at 22; RBr. at 12-32.). Dr. Almeroth testified, and Dr. Snoeren does not

dispute, that based, inter alia, on an Arista EOS user manual (CX-0221), all of the Redesigned
Switches have port services, which include L
|

'_

’

7___ ___

I ’’ *

____VW

(CBr. at 22 (citing Tr. (Almeroth)

|
at 86:25

87127114-21 (2018,Hearing); Tr. (Snoeren) at 20744 (2018 Hearing); JX-9014C_at 1; CX

4°This document, entitled “Arista Networks User Manual,” discusses Arista’s switches, their supported
features, and switch feature availability on certain switch platforms. (CX-0221 at CSI-ANI
00128383.000044.)
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9140C at 1-5; CX-9060C at 11.). In addition, Cisco has provided undisputed evidence that all of

the port services are conﬁgurable by Arista’s EOS software. (JX-9020 at 743, 1205; JX-9014C
at 1; CX-9140C at 1-5). Accordingly, because there is no dispute between Cisco and Arista,

Cisco has met its burden in proving by a preponderance of the evidence that the Redesigned
Switches meet limitation iii of claims 1 and 55 of the ‘668 patent.

iv.

I

Subsection (c.)_: “[executing] a control plane, comprising a plurality
of internetworking controlplane processes, the control plane

processesfor providing high-levelcontrol and conﬁguration of the
ports and the port services”
Cisco claimed, and Arista, through its expert, Dr. Snoeren, did not dispute, that all the
Redesigned Switches meet this limitation. (CBr. at 22; RBr. at 12-32.). Cisco has provided

evidence showing that Arista’s Redesigned Switches possess a control plane in the form of
|i"

.»

___g

__

..

p

_:f_.f7fV

.

1. (Tr.

A

(Almeroth) at 86:25-87:5, 87:22-88:3; Tr. (Snoeren) at 207:1-4; CX-9027 at 2). This control

plane provides high-level control and conﬁguration of ports and port services via Arista’s EOS.
(JX-9020 at 50.). Because there is no dispute between Cisco and Arista, Cisco has met its

burden of proving by a preponderance of the evidence that the Redesigned Switches rneet
limitation iv of claims 1 and 55 of the ’668 patent.

v.

Subsection (d.i.): “[accessing the collection of control plane
processes as] a control plane port entityprovides access to the
collectionof control plane processes, so that a set of controlplane
port services can be applied thereto”
a. PDP Satisﬁes This Limitation (d.i.) Under the
Plain and Ordinary Meaning of “Control Plane
Port Services”
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Cisco presented evidence that the Redesigned Switches with PDP functionality meet this
limitation. (CBr. at 22-23.). Dr. Almeroth offered his opinion that PDP acts as a “control plane

port entity” that provides access to “control plane processes” and that applies “control plane port
services” in the form of control plane packet policers. (Tr. (Almeroth) at 88:11-22 (2018

Hearing) (referencing Figure 15 (below), provided by Dr. Snoeren to CBP).).
E_igure15: Arista’s Deniction of PDP Functionality

I

'

1

1

(CDX-9007C (presented by Arista to CBP on May 8, 2017 (ARISTA-945CBP-0O000077)).).
Dr. Almeroth identiﬁed 24 PDP classes comprised [LN _

5;"

"

"

p_______A
_v_M_p_

_ N vp_ _

1

5. (JX-9008C (PDP Spec); JX-9020C (EOS
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user guide), CPX-9065C (source code), JX-9022C (switch spec); CX-9043C (switch spec); CX

9009C (switch spec); CX-90l9C (switch spec); CX-9190C (deposition testimony of Hua

Zhong,“ Arista software manager); CX-9186C (deposition testimony of Daniel Imfeld,” CTO of
Carevoyance); CX-9201C (deposition testimony of Hugh Holbrook); and CX-9/213C (testing of

[_-fl); cx-9214c (testingof[:j); cx-9215c (testingOfgjj» );cx-92160 (testingof

[:':]); CX-9217C
(testing
of);

CX-9218C
(testing
ofE:]).).

Dr. Almeroth performed testing on some of the 24 PDP classes, using standards
compliant packet types and default settings in Arista’s Redesigned Switches. (Tr. (Almeroth) at
75:24-76:10, 77:16-21 (2018 Hearing).). Dr. Almeroth’s testing conﬁrmed that, consistent with

Arista’s technical documentation, certain types of packets, including those in the following

classes,are[

|*

e

m

-

e

_,

*’_

**’

"’*

_"|

Z 1”):{___g__J(CX-9213C),[:](CX~9214C),[:](CX

9215C),[:] (cx-9216c),[:] (cx-9217c),ii]

(cx-9217c),and::] (cx-9213c).(Id.

at 76:1 1-17.). (Tr. (Almeroth) at 71 :22-72:5, 72:21-73:12, 73:18-24, 75:2—19(2018 Hearing);

Tr. (Snoeren)at 214:4-17(2018 Hearing) (an:1-class
know was never going to be at

‘

packet is a type of packet that “we all

1”),263:23-264:8; JX-9015C at 1; CX-9190C at

4' At the time of his deposition, on July 17, 2015, Hua Zhong (“Mr. Zhong”) was a Software Manager at
Arista. (CX-9190C at 9.). Mr. Zhong was designed by Cisco as a fact witness on the “[s]tructure, design,
operation, and functionality of Arista’s products and features.” (CPSt. at 2.).
42At the time of his deposition, on August 4, 2015, Daniel Imfeld (“Mr. Imfeld”) was the CTO of
Carevoyance, a startup performing data analysis for healthcare. (CX-9186C at 10-11.). Mr. Imfeld had
previously worked for five years at Arista, focusing on access control lists, among other things. (Id. at
13-16.). Mr. Imfeld was designed by Cisco as a fact witness on “[s]tructure, design, operation, and '
functionality of Arista’s products and features.” (CPSt. at 2.).
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'

78: 12-17; CPX-9065C; JX-9008C at 3; CX—9006Cat 7-8; CPX~906S; CDX-9004C-3 5A—36;JX~

9 020 at 2597, 1356; CX-9192C at 69:13-16; CX-9003C at 1.). These fi_____W__'7____;(7|
Packets receive L__(__H__7

jservices in the form of PDP policing. (Tr. (Almeroth) at 160:4

1s1=2 (2013 Heaﬁng).).

r
Figure l6: Cisco’s Depiction bfPDP Classes Comprised by Default Exclusively
ofPackets_f_ _________ __

_

|

~

(CDX-9004C-30 (presented by Dr. Almeroth during the 2018 Hearing).).

\
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liigure 17: Cisco’s Depiction of PDP Classes Comprised by Default Exclusively of Packets
]

,_

_

ﬁ~____ll,as Qonﬁgged by‘ lgting

(Id. at 37 (presented by Dr. Almeroth during the 2018 I-learing).).

As addressed in the Infringement Overview, Section IV.B.1.a supra, Arista’s rebuttal
evidence on the operation of PDP classes fails to provide rebuttal evidence for 10 PDP classes
identiﬁed by Dr. Almeroth and, where rebuttal evidence is provided, fails to adequately
distinguish between default and custom conﬁgurations.“ See Ericsson, Inc. v. D-Link Sys_,Inc.,
773 F.3d 1201, 1215-17 (Fed. Cir. 2014) (“[W]hen the asserted claims recite capability, our case

law supports ﬁnding inﬁingernent by a ‘reasonably capable’ accused device

particularly

43Arista attempted to supplement its evidentiary showing by including a Declaration of Dr. Snoeren
Order No. 16,Question 2(c), as Appendix B to its Post-Hearing Brief. (RBr., App. E.). Cisco moved to
strike this Declaration, as untimely evidence and expert testimony. (Mot Docket No. 945-064 (Feb. 12,
2018).). That motion was granted-in-part on March 16, 2018, striking Appendix E and citations thereto,
including Dr. Snoeren’s newly disclosed opinions pertaining to the operation of PDP classes.
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where . .. there is evidence that the accused device is actually used in a non-infringing manner

and can be so used without signiﬁcant alterations”); F injan, Inc. v. Secure Computing C0rp.,
626 F.3d 1197, 1204 (Fed. Cir. 2010) (holding “‘an accused device may be found to infringe if it

is reasonably capable of satisfying the claim limitations, even though it may also be capable of

non-infringing modes of operation.’).
During the Hearing, Dr. Snoeren presented rebuttal test results for only eight (8) of the

twenty-eight(28) packet classes that Dr. Almeroth identiﬁed as allegedlycontaining onlyl:::]

:1

r

underdefaultconditionsin RedesignedSwitches.(RDX-9001Cat 6-7(addressing

Fe"

» ..--_-__|

[:]).).

However,withrespectto the classesfor whichDr. Snoerenprovidedrebuttaltest

results, he intentionally conﬁgured Redesigned Switches to override default PDP behavior.
Q:

And there were conﬁguration differences between your tests and Dr.
Almeroth’s; right?

A:

Yes.

Q:

And in your tests, you showed different conﬁgurations that caused the

A:

Yes, that°s exactly what I was trying to show.

verysame
packets
togoto;

right?

(Tr. (Snoeren) at 267213-20.).

Dr. Snoeren’s testing enabled [_

[::|

2»

__ _ _ _ G

‘|

and is a default setting on Redesigned Switches. (Tr. (Almeroth) at 7812-15,82:15-19

(2018 Hearing); Tr. (Snoeren) at 267113-17 (2018 Hearing); JX-9020 at 933; RX-9184C; RX

9240;RX-9228C;
RX-9216C;
RX-9188C).
Dr.Snoerenalsodisableda
default setting for his testing of the E:]

class. (RX-9172C;RX-9180C.). Disabling this
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featurepreventscj

packetsl

| from|V__

(Tr. (Alrneroth) at 78:16-20, 82:15-19 (2018 Hearing); JX-9020_at 2125.).

Similarly,Dr. Snoeren conductedtesting after disabling[:]
packets]

_,

thereby preventing[:1

__ _’_]from]

1. (Tr. (Almeroth) at 78:16

20, 82:15-19 (2018 Hearing); IX-9020 at 1126; RX—9196C.).Finally, Arista conﬁgured its

switch
portsonthesame]_ |,44
ensuring
thatpackets
nomally
would be prevented from doing so. (RX-9196C; RX-9204C; RX-9212C; RX-9224C; Tr.
(Almeroth) at 78:16-20, 82:15~19 (2018 Hearing); DC-9020 at 901.). ln other words, Dr.

Snoeren’s testing appeared to “rig” the settings to in effect show that the Redesigned Switches
do not infringe.

_

In sum, Arista fell far short in terms of rebutting Cisco’s evidencethat PDP uses [:1

[:]

to operate as “control plane port entity”that provides accessto “controlplane processes.”

Arista failed to offer compelling rebuttal evidence that each of the PDP classes that Dr. Almeroth
identiﬁed failed to]

_ V

’_’_" ’ '2;

under default settings. See Lucem‘

Techs., 580 F.3d at 1317 (“[A] ﬁnding of infringement can rest on as little as one instance of the

claimed method being performed during the pertinent time period.”).
Accordingly, based on the weight of the evidence, Cisco has met its burden of proving by

a preponderance of the evidence that the Redesigned Switches contain PDP fmictionality that
meets this limitation. PDP acts as a “control plane port entity” that, under default conditions,

4“VLAN is a type of physical port service. (CPBr. at 30.).
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uses[::::]

to provideaccessto “controlplaneprocesses”andthatapplies“controlplane

port services” in the form of

b. PEAC Satisﬁes This Limitation (d.i.) Under the
Plain and Ordinary Meaning of “Control Plane
Processes” and the Markman Construction of
“Control Plane Port Entity”
Cisco presented evidence that the Redesigned Switches with PEAC functionality satisfy
this limitation. (CBr. at 22-23.).

_

Dr. Almeroth offered his opinion that PEAC acts as a “control plane port entity” that

provides access to “control plane processes” and to which “control plane port services” are

appliedin the formof

(Tr.(Almeroth)at 100:1-10.).Ciscocontendsthat[::]

functionality
embedded
byPEAC
(andtriggered
withacallto)

isa

“control plane port entity” because it provides “a single access path required for packets to

accesscontrolplaneprocesses,”as providedby[:::]
at 69:14-18, 74:5-11, 76:5-77:5; JX-9009C at 4-5.).
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ﬁgure 18: Cisco’s Depiction of Control Plane Processes
'

PP

W

,1

*7

P

1

l

I

\

(CDX-9004C-'77 (presented by Dr. Almeroth during the 2018 Hearing).).

In rebuttal, Arista offered two arguments. First, PEAC does not qualify as a “control
plane port entity” because PEAC is not “a single access path.” (RBr. at 25 (citing Snoeren
246113-247:21; 248216-249:l8; 276122-279:4), 29.). Rather, Arista contended it isj _

I M ,,-__

f; 5

7*

;_fi;;

*

Second, Arista argues that PEAC does.not infringe because the PEAC

[:]

provides access to| _

s

_ _

1-(Ida.
4______”_m

[,not the “collection of control plane

processes” required by the asserted claims_ (RBr. at 30.).

It is apparent from these arguments that, with respect to alleged infringement by PEAC

the relevant disputes between Krista and Cisco concern not how PEAC functionality operates,
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but rather the proper application of asserted claim tenns. Each of Arista’s attempts to narrow
claim construction is addressed below.

As for its ﬁrst non-infringement argument, Arista failed to provide compelling evidence
that PEAC does not constitute a “control plane port entity.” Dr. Snoeren testified that PEAC
lacks a “control plane port entity” because PEAC applies[

.

_ [ to packets that have already]

|

(Tr.(Snoeren)
at246:16-247:5
(2018Hearing).).
Aristaalsopresented

evidence that the [ _

__

| purportedly identiﬁed by

Cisco as PEAC’s “control plane port entity,” is a

_ | used on an as needed basis

bytheLjand nothing
more
than{ ].”’

(RX-9001C
(Sweeney

Witness Statement) at Q/A 210); Tr. (Almeroth) at 166:1-22 (2018 Hearing).).

However, Arista failed to offer evidence that the control plane port entity claimed by the

’668patentprecludesanembodimentwherethe accesspathis comprised01:]
V_____

*”

’‘

_’_ _ _____'_

According to the ’668 patent, the “control

plane port entity” may be “a virtual address through which packets travel or are routed from the
data plane 135 to the control plane 150.” (JX-9001 (’668 patent) at 4:62-64.).
>Inthe Underlying Investigation, the infringing]

it

applied“anE:] to a controlplaneportentityimplemented:

Thus,Arista’sdepiction
of]

7

W

"

__],

(IDat 196-97.).

asmeresoftware
doesnotdirectlyrebutCisco’s

evidencethatthat{:]functionality embeddedin PEAC(implemented
by[:])

is a

“control plane port entity.”

Arista failed to show that the ’668 patent requires a “control plane port entity” to provide
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access
tomultiple
independent
processes,
suchas.
evidence that its agents are “f
and that each I,

I

Arista
proffers

7

I i5“J11S1[

_i_ _
.

. if ___,

|

.1

_,

|." (Tr. (Snoeren)at244:ll

245:3; RPX-9000C; RX-9001C (Sweeney Witness Statement) at Q/A 159, 166-170).).

However, Arista’s own technical document belies such an interpretation of PEAC. (JX-9020 at

1000(PEAC“restrict[s]the processingof[:|

implement
that

|,”wherea[::]

by the controlplane processesthat

isequated
with[::

(e.g.,the1:».

Moreover, as explained supra in Section IV.B.2.c, the asserted claims do not require that
“control plane processes” operate as “independently executing processes.” (JX-9001 (’668

patent) at 3:42-45 (“In accordance with embodiments of the present invention, the control plane

processes are implemented as independently executing processes”) (emphasis added).).
Similarly, nothing in the prosecution history of the ’668 patent suggests that that “control plane

processes”

intermsofoperating
as“independently
executing
processes.”

(IX-9003 (ﬁle wrapper for ’668 patent)); see Rambus, Inc. v. Inﬁneon Techs. AG, 318 F.3d 1081,

1094-95 (Fed. Cir. 2003) (although portions of the written description referred to the term at

issue as limiting the claimed invention to a preferred embodiment, “the remainder of the

speciﬁcation and the prosecution history shows that Rambus did not clearly disclaim or disavow
such claim scope in this case”).

i

On at least one occasion, the ’668 patent refers to control plane processes not as{::]

or

independently executing processes, but as mere functions. (JX-9001 (’668 patent) at 5:36-38

(“An important aspect of the central switch engine 130 is that all packets destined to the control
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plane 150 must pass through the central switch engine 130 prior to being routed to thefunctions

155 in the control plane 150.”) (emphasis added).). This comports with Cisco’s evidence that

processes “may be a sequence of steps that comprise the substantive processing and management
functionality of the control plane.” (Tr. (Almeroth) at 94:15-95:1 (2018 Hearing); Tr. (Snoeren)

at 276:16-21 (2018 Hearing) (conceding that the claimed control plane process need not be a
“Linux process”).).
Simply put, Arista’s characterization of each §____ 5']

as any

. _ V_

Z1

doesnot directlyrebutCisco’sevidencethat that[::|functionality embeddedin PEAC

(Q I:

I I

:

: : ]) satisﬁes the asserted claims by acting as “a single access path

required for packets to access” the substantive processing and management ﬁinctionality of the
control plane. (ID at 182.).

Accordingly, based on the weight of the evidence, Cisco has met its burden of proving by

a preponderance of the evidence that the Redesigned Switches meet this limitation, such that

PEAC’s

actsasa“control
planeportentity”
thatprovides
access
to

“controlplaneprocesses”and alsoapplies“controlplaneport services”in the formof
See, e.g., Cannon Rubber Ltd. v. The First Years, Inc., 163 F. App'x 870, 877 (Fed. Cir. 2005)

(ﬁnding no authority “prohibiting a claim from reciting two limitations embodied by the same
structural component”).

A

c. Under Arista’s Incorrect Constructions of
“Control Plane Processes” and “Control Plane
Port Entity,” PEAC Satisﬁes This Limitation
(d.i.) Under the DOE.
Assuming, arguendo, that the Commission agrees with Arista’s constructions of these
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terms and consequently ﬁnds that PEAC does not literally infringe the ’668 patent, PEAC

infringes under the DOE. “Infringement under the doctrine of equivalents may be found when
the accused device contains an ‘insubstantial’ change from the claimed invention. Whether

equivalency exists may be determined based on ... the ‘triple identity’ test, namely, whether the
element of the accused device “performs substantially the same function in substantially the



same way to obtain the same result.” TIP Sys., LLC v. Phillips & Brooks/Gladwin, 1nc., 529

F.3d 1364, 1376-77 (Fed. Cir. 2008) (citations omitted). The essential inquiry here is whether

“the accused product or process contain elements identical or equivalent to each claimed element

of the patented invention[.]” (Id.)
According to Dr. Ahneroth, there are no substantial differences between an arrangement

wheel

ii;

[::_:]

1 cc

q W-

I

(asPEACinfringesundera properreadingoftheclaimlanguage),
andan

arrangementwhere|WH l

]

__ _

’"”"

W

_____ ” *1

(under
Arista’s
erroneous
reading
oftheclaimlanguage).
(Tr.

(Almeroth)
at101:7-15
(2018
Hearing).).
Programming
each 4
provides substantially the same function(

),

_

_ g_ f__M___;*’*

insubstantially
thesamewa-y

|

*’ '

_

__ _j

_ ____
_ _*’*]

‘J ,_ 1),to achieve substantially the same result (packets destined to the

control plane processes are} _

_

_ ‘_ __

4

|). ([d.;see

also CDX-9004-80.).

In response, Arista emphasized the operational differences between PEAC’s [:1

functionality0

»

I)andﬁlteringcontrolplanepacketsusing:
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ACL functionality (e.g., CP-ACL found to infringe in the Underlying Investigation). (RBr. at
31-32).

According to Arista, PEAC allows an]_

determine whether at

V

g

Statement)atQ/A158,174.).

I

_

7' *

‘

_

]

~

_ ,].” (RX-9001C (Sweeney Witness

PEAC“hasf

‘ I

’

_‘__’_’_:i T

____._
lifiif

Z Z _g __

re e e e|

IT" 7. I

ifjl

(Tr.(Snoeren)
at243:2~12
(2018Hearing).).
Consequently,
“PEAC

‘doesnot[

” V” * ’

I. (RX-9001C (Sweeney Witness

Statement) at Q/A 158, 181; (Tr. (Snoeren) at 243:2-12 (2018 Hearing).). Thus, PEAC does not
providef’

_ _ _]. (Id.).

WhileArista’sevidenceestablishesthatPEAC’s::]

:]

approachdiffersfromusing

ACLﬁlnctionalityin severalways,Aristafailedto demonstratethatthesedifferences

are substantial. TIP Sys., 529 F. 3d at 1376-77 (“Whether equivalency exists may be determined

based on the ‘insubstantial differences’ test .. ..”).

Although each]
|

V

f

| contains an
’

there is still somej -

[

__ _

T ’ ’ j _’_"_;

] of PEAC, and thus can provide
J is applied to control plane packets,

*T:_:_*;_'_'_V_] because each PEAC

|

control
planepackets.(Tr.(Almeroth)
at166:1-22
(2018Hearing);

RX-9001C (Sweeney Witness Statement) at Q/A 210.). Moreover, it is telling that while Arista
argues that “[i]n PEAC “[y]ou’ve[_

_ _ _

1,”Arista

failed to provide any evidence that such [_T ff _ _ __
(RX-9001C (Sweeney Witness Statement) at Q/A 158, 181; Tr. (Snoeren) at 243:2-12 (2018

Hearing); (JX-9001 (’668 patent) at 1:58-64 (“DoS attacks are thus commonly directed at control
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plane service functions that reside on route processors such as routers, switches, ﬁre-walls and
the like, since they are the most likely to cause widespread disruption when they fail.").). By

,

PEAC
performs
thesamefunction
andobtains
thesameresultasthe

claimed invention: PEAQ

-”)
L;

V

7"

" e "

7" " ’ 7 7

W *

'

7

]

i |, justas inthe’668 patent. (Tr. (Almeroth)atl00:25

101:15 (“the result is the same ...[

_ _ __*_TW_‘::,___

_

. ”’ 1

Dr. Snoeren contended that if PEAC is covered by Cisc0’s DOE argument, the prior art is

also ensnared

namely, “Gigaswitch” and “ExtremeWare” references. (Tr. (Snoeren) at 250:22

252111 (2018 Hearing); RX-9010 (Digital Gigaswitch/Router User Reference Manual, 1999) at

243-244; RX-9074 (ExtremeWare User Guide) at ANI-945M-0005595). “A doctrine of
equivalents theory cannot be asserted if it will encompass or ‘ensnare’ the prior art." Jang v.
Boston Sci. Corp., 872 F.3d 1275, 1287 (Fed. Cir. 2017).

Arista’s ensnarement argument is incomplete. As an initial matter, the argument is

waived, because it was not distinctly raised in Arista’s Pre-Hearing Brief. (RPBI. at 47 (raising
ensnarement only with respect to “destined to”); Ground Rule 10.1.). While Dr. Snoeren

testified that Gigaswitch “implemented control plane processes to actually have service ACLs”

and that ExtremeWare “describes implementing service ACLs inside of a control plane process,”
Dr. Almeroth testified that the Gigaswitch and ExtremeWare references lack implementation
details that describe whether the disclosed service ACLs were located within operating system
“processes” separate from the purported control plane “processes.” (Tr. (Almeroth) at 101:24
102:4 (2018 Hearing); Tr. (Snoeren) at 251111-20 (2018 Hearing) (“there's no technical space
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between PEAC and what this is describing”).).

During the Hearing, Arista devoted a mere 33 lines of testimony, hardly more than a
page, to the speciﬁc operations of Gigaswitch and Extrerneware. (Id. at 251 :8-252:15.).

Arista’s corresponding demonstrative slide cites to exhibits without sufﬁcient analysis of why

ensnarement applies. (RDX-9001C-19; RDX-9001C-20.).
For Arista’s DOE argument to ensnare the prior art, more evidence on “Gigaswitch” and
“ExtremeWare” was required. Arista failed to provide the necessary evidence to support its
ensnarement defense.

vi.

Subsection (d.ii.): “[0perating] the control plane port services
operate on packets receivedfrom speciﬁc,predetermined physical
ports and destined to the collection of control plane processes in a
waythat is independent of the [individual]physical port interfaces
[physicalport interface configuration] and [port] services applied
thereto ”

a. PDP Satisﬁes This Limitation (d.ii.) Under the

Plain and Ordinary Meaning of “Independent
oi”
The core dispute between Cisco and Arista over the presence of this limitation in the

Redesigned Switches concems the proper construction of “independent of.” As explained in

Section IV.B.1.b, supra, “independent of’ should be accorded its plain and ordinary meaning.
While the Commission stated that the “independent of’ limitation means that control
plane port services to be “applied after the control plane packets exit the physical ports and

services applied thereto,” for reasons explained supra, it did not provide a new construction that
diverged from that provided in the Markman Order or applied in the ID. Instead, resurrecting

language from Cisco’s infringement argument for different Redesigned Switches in the
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Underlying Investigation, the Commission articulated a condition that was sufficient but not
necessary to satisfy the “independent of’ claim limitation.

Cisco presented evidence that the Redesigned Switches with PDP functionality meet this
limitation under the plain and ordinary meaning of “independent of.” (CBr. at 23-25.). Dr.

Alrneroth offered his opinion that PDP policers[ ff

N_ 1 _

|

provide control plane port services and that such sen/ices operate in a way that is independent of
physical port interfaces and services applied thereto. (Tr. (Almeroth) at 88:23-90:6, 89:5-12
(2018 Hearing).).

There is additional evidence that PDP operates independently of physical ports and their

services. (Tr. (Snoeren) at 213:6-10 (“there are packets thatf:]determines
going to go anywhere,[::]

because}
22 6

_

is going to drop them but PDP[

* it

| is conﬁgured to “;

H

___.

_

*

_

aren’tactually
” ’* 1

"W

”’

|.”),16

|” compared to PDP); CX-9018C at 6-13 (PDP

conﬁguration); IX-9008C at 6-13 (PDP Spec); JX-9020 at 743-44 (>

_ V | conﬁguration)

1211 (QoS conﬁguration); CX-9114C (discussing interactions betweenf

protocol
packets,suchas} v____|
packets,that“are
L

"r

"

I—

]

bythepipelinewitha

1”>->

Arista did not rebut this evidence. Instead, it pointed out that the asserted claims do not

address how PDP is conﬁgured, but how PDP actually operates vis-d-vis physical port services.

(RRBr.
at21;Tr.(Alrneroth)
at89:3-22
(2018
Hearing)
(PDP
is
other

services).).However,thisis anunavailingargumentgiventhatArista’sPDP

Speciﬁcation‘explainsthat, in operation, PDP’s[ ” __’___ __ _’
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[_if

;;

K

‘-__

applyingl“

|

_j. (JX-9008C(PDPSpec)at l7 (“[W]e[:

, _,to~If’),22(“Ifb0th[:l

g____g of-_

r

'

1>r<>vid@|:l

"ﬁr"

e e gym).

Accordingly, based on the weight of the evidence, Cisco has met its burden of proving by

a preponderance of the evidence that the Redesigned Switches with PDP functionality meet this
limitation, such that PDP policers|

_

f

I are control plane

port services and that such services operate in a way that is independent of physical port
interfaces and services applied thereto.

'

For the reasons set forth above, Cisco has met its burden proving by a preponderance of
the evidence that Redesigned Switches with PDP functionality infringe claims l and 55 of the
’668 patent.

I

b. Under Arista’s Incorrect Construction of
“Independent of,” PDP Does Not Satisfy This
Limitation (d.ii.) Under the DOE
Assuming, arguendo, that the Commission agrees with Arista’s narrow construction of
“independent of,” and consequently ﬁnds that PDP does not literally infringe the ’668 patent,
PDP does not infringe under the DOE. This ﬁnding would be (and is) consistent with Arista’s

evidence
thatitinvested
]

designing
PDP,anditsassertion
thatit

designed PDP to use prior art techniques described in the ’668 patent. (RBr. at 8 (citing RX
9001C (Sweeney Witness Statement) at Q/A '18-20, 4O~42,43-51, 127-137).).

While, as compared to the claimed invention, PDP performs substantially the same
function—{

|

to achieve substantially the same result
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|___

___

|, it does not do so in substantially the same way as the claimed invention.

(RBr.
at22(“itistruethatPDPwillpo1ice
...[

_

,

*2

’_" ’

andPDP protects

'_

1.”). Speciﬁcally, PDP uses the same

allowing
PDPtopoliceorc0unt|

;;___ :_'__’_’
"fl

packets. (RX-9001C (Sweeney Witness Statement) at Q/A 34, 119-23, 133).). Acting on:]
[:1
1

packets, primarily at the [__'_'_"
"(_‘___“
__
_

*"**

], is nearly the antithesis of acting on[:]
" ’_ ____ ___j. See Brilliantlnstn, Inc. v.

GuideTech, LLC, 707 F.3d 1342, 1347 (Fed. Cir. 2013) (“The vitiation concept

45

[that no

reasonable jury could determine two elements to be equivalent] has its clearest application
‘where the accused device contain[s] the antithesis of the claimed structure’ . . . This makes

sense; two elements likely are not insubstantially different when they are polar opposites”).

The:

I

locationofPDPhasadvantagesanddisadvantages.It allowsPDPto

»

*7?

.

’_,'____

.

. _._.1i_

(RX-9001C
(Sweeney
Witness
Statement)
atQ/A34,133;
Tr.

(Snoeren) at 236:l3-237-7 (2018 Hearing).). Like the prior art, PDP is[

i

_. l

-

until the

*

.

remyeeerﬂﬁniwii

*

ii"

]

1

1. (RX-9001C (Sweeney Witness Statement) at Q/A 86, 88, 90,

134).).

45“Vitiation” is not an exception to the doctrine of equivalents, but instead a legal determination that “the
evidence is such that no reasonable jury could determine two elements to be equivalent.” Deere & Co. v.
Bush Hog, LLC, 703 F.3d 1349, 1356 (Fed. Cir. 2012).
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BecausePDPoccupies[:real

an

o

estate,in theory,|

.

** *

there is not enough|

__

Ki ” ’ *

__ _ _]

"~

_ __

,_-_1,1:’wh¢n

_ "

*

’

|

_ ]. (Id. at Q/A l37;'Tr. (Snoeren) at 234:l3-235:7 (2018

Hearing).).
Finally, PDP is necessarily c0nﬁgured[

_l, which is easy to achieve

usingdefaultconﬁgurations.However,fornon-defaultsettings,an administratormusq:

.

(RX-9001C
(Sweeney
Witness
Statement)
atQ/A65;RX9200

(showing conﬁguration change from

___ ] applied to|

| IX

9Ol6C (PDP Spec, version 1.0.1) at 335, 338-339, 344.).

By contrast, under Arista’s construction of “independent of,” the claimed invention
sequesters and applies port services to control plane packets after they exit “the physical ports
and services applied thereto,” allowing an administrator, for example, to apply a control plane
service policy “to the single control plane port rather than modifying the conﬁguration on all
[physical] ports.” (IX-9001 (’668 patent) at 4:10-12.).

Cisc0’s argument that the DOE applies in lieu of literal infringement is misplaced. Cisco

focusesonf
|

’*
| and asserts that]

__ __
'

*"]

| is equivalent to the

application of “control plane port services” to control plane packets after exiting “the physical
ports and services applied thereto.” (CBr. at 24 (citing (Tr. (Almeroth) at §l :12-16 (2018

Hearing) (“[t]he way that PDP f**f*"

:3

’ ’’

_

*’

___;'_ _ ~-

isinsubstantially
different
from
simply
A_f‘7_;l,;__*_V]
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’

l_iI-”)¢)
While Cisco’s analysis notes that, under either approach, control plane packets get

forwarded to the control plane or are dropped, Cisco’s comparison fails to account for the
markedly different mechanisms by which this occurs, as reflected in the operational pros and
cons of each approach, addressed above. (CBr. at 24.). For example, PDP operates on[:]



:::::1,an<1

1

administrators
musrr "

"1 r

.

at a

basis. (RX-9001C (Sweeney Witness Statement) at Q/A 65; RX9200 (showing conﬁguration
change fromL

f* ’ "_ ' ’ ’

' ‘

. |); JX-9016C (PDP Spec, version

1.0.1) at 335, 338-339, 344.).

As the ’668 patent teaches, this is not the case where “independent of’ means after
control plane packets have exited “the physical ports and services applied thereto.” (JX-9001
(’668 patent) at 4:10-12 (allowing an administrator to apply a control plane service policy “to the

single control plane port rather than modifying the conﬁgnration on all [physical] ports.”).).

Moreover,
because
PDP
isa ,
in’)

policing
results
are

WW Z

!._._.. -__._

_._._...__.__..--

"ff"

W"

;_

jjl

.1

operates on the packet.” (Tr. (Snoeren) at 220:15-25, 228:8-229:3 (2018 Hearing).). This is but

one example of how, under Arista’s construction of “independent of,” the claimed invention
escapes many, if not all, of the shortcomings associated with operating as a physical port service
(listed above) and, in so doing, protects the control plane in a different way than PDP does.
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If the Commission ﬁnds that the DOE applies here, it does not, as Arista suggests,

ensnare the prior art.“ During the Hearing, Arista did not speciﬁcally address the Ferguson
reference (U.S. Patent No. 7,215,637) that constituted its ensnarement defense thereby waiving
its right to do so now. (RPBr. at 35-36, 49 50.). Arista’s Pre-Hearing Brief did not mention

prior art other than Ferguson as a basis for that defense. Therefore, any ensnarement argument
based on Arista’s vague references to other prior art is waived pursuant to Ground Rule 10.1.

c. PEAC Satisﬁes This Limitation (d.ii.) Under
the Plain and Ordinary Meaning of “Destined
to”
Cisco presented evidence that the Redesigned Switches with PEAC ﬁinctionality meet
this limitation. (CBr. at 32.). PEAC provides control plane port services that operate on packets

received from speciﬁc, predetermined physical ports and destined to the collection of control
plane processes in a way that is independent of the physical ports and physical port services
applied thereto. (Tr. (Almeroth) at 100:11-20 (2018 Hearing); JX-9009C.). PEAC implements

control plane port servicesthrough various|’ *7”*"””
(Almeroth) at 69:2-12 (2018 Hearing).). These

control plane processes

"

*”*

7]. (Tr.

operate on packets destined to

(Id. at 97:7-98:5.). Arista’s documentation shows

‘*6Arista additionally argues but fails to demonstrate that Dr. Almeroth’s opinions on PDP infringement
under DOE are “too superﬁcial to support Cisco’s burden.” (RBr. at 22 (citing Regents of University of
Minnesota v. AGA Medical Corp, 717 F.3d 929, 941 (Fed. Cir. 2013)).). In Regents, an expert’s
testimony on DOE was discarded because it “fail[ed] to offer any evidence or analysis” and instead was
“a conclusion supported by no explanation or reasoning.” Regents, 717 F.3d at 941. That is not the
situation here. Dr. Almeroth’s opinions on PDP infringement under DOE, while sparse and not
persuasive, do include explanation and reasoning and are supported by Arista’s technical documents on
the operation of PDP. (Tr. (Almeroth) at 90:23-91:20 (2018 Hearing); JX-9016C (PDP Spec, version
1.01).).

Z
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thatPEAC|
1:].

| areconﬁgured,
andoperate,
independently
from[

(JX—902()at 1000 (t

| conﬁguration); 743-44 (I

| conﬁguration),

1211 (|__M| conﬁguration)); Tr. (Almeroth) at 89:17-90:6.). Finally, these control plane port
services operate on packets] r

W_

T T

1' '

_ *3

_ _”’

(Tr.

(Almeroth) at 97:22-98:5, 100:11-20 (“slide 79, it describes how I characterized PEAC as being
implementﬁd as al

__

I

i ii

_____ ,,

T

cl”);

CX-9201C at 78:7-21.).

In rebuttal, Arista failed to provide evidence that PEAC control plane port services do not
operate on packets‘“destined to” the control plane processes disclosed in the ‘688 patent.

Because
PEACoperates
,

Aristaargued
that,whencontrol
planepackets

reach PEAC, they have]

"T T T

'

|.” Yet, what distinguishes

“control plane processes” in the ’668 patent (and imbues them with importance) is what they do

and, according to the patent “control plane processes” acquire infonnation that dictates “packet
forwarding behavior of the data plane elements.” (JX-9001 (’668 patent) at 3:35-38.).

Cisco presented evidence that PEAC[
[

1’ ____

’_

___ _

T’T' T

'

-

‘T

*1 J

_] that acquire information that dictates “packet

forwarding behavior of the data plane elements.” (CDX-9004C-78; JX-9009C.). When packets

arriveata ,

andundergoPEACprocessing,
theyarestilldestined
tosuch

control plane processes. (Tr. (Almeroth) at 97:22-98:6; CX-9201C (Holbrook Dep.) at 78:7-21

(“[T]hewayaninstanceofPEACworks,tomyunderstanding,
isthe
I
] T"

Q,
' T

_

_,__,__

_4u_’_____ _ __‘___

iI

i

I W T
TTT |.”).
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ﬁgure 19: Cisco’s Depiction of PI-:‘,AC’s__ _

___7___1
Role

1

(CDX-9004C-78 (presented by Dr. Almeroth during the 2018 Hearing).).
Cisco presented evidence that PEAC operates on [_

”

__ _ j

____'__H7 MM | acquire ﬁromthem inforrnationthat dictates [;_“_H’_:_'_:_t_;__;_____;;_WW_]

.”

Aristahaspresented
noevidence
tothecontrary.(IX-9009C
at 1

(ARISTA-945CBP-00000058)(PlEAC“L

[I,;_l_

__* _;_*__;

_f*_f_._e.’.QfH;__f
”l_;_ _§___-_..*.:l
_*_e______

L" ”
I..__._e-,-,

i

i

_

ii i

_

_;,,,,

._

_.._-_]__.

__l

_i,___ ___

_e_

W

ail"

1;;

J

1;]

_ e _ __ _ e

process”).).
Relying upon Dr. Snoeren’s testimony, Arista attempted to change the claim limitation at

issue to require control plane packets “destined to the _ ___
plane processes.” (Tr. (Snoeren) at 241:13-25 (conflating
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processes”).).
While
PEAC
exists
,

and
thus
operates
on

thisnuance
isimmaterial
because
theasserted
claims
atissuedonot

requirecontrolplaneport servicesactingon packetsdestinedto[Z].

(1d.)

Accordingly, based on the weight of the evidence, Ciseo has met its burden of proving by

a preponderance of the evidence that the Redesigned Switches with PEAC functionality meet
this limitation, such that PEAC operates as control plane port service by applying service ACLs

to control plane packets destined to control plane processes in a way that is independent of
physical port interfaces and services applied thereto.

_

d. Under Arista’s Incorrect Construction of
“Destined to,” PEAC Satisfies This Limitation
(d.ii.) Under the DOE
Assuming, arguendo, that the Commission agrees with Arista’s interpretation of
“destined to”47and consequently ﬁnds that PEAC does not literally infringe the ’668.patent,

PEAC nonetheless infringes under the DOE. This is because the claimed invention and PEAC

functionality
intheRedesigned
Switches
perform
thesamefunctioxn
(

1_
l
[

__g__,_ffi f ’*j), insubstantially
thesameway(
_

"

V___7_;__V__h
*7’** ’ ’
_

_ _

__

’

_W _’ _

]),withthe sameresult(
’_-’ ' J).

(Tr. (Almeroth)

9020 at 1000.). Merely moving a control plane port servicef

at 101:7—15 (2018 Hearing);

_

.

.

IX

V | (as in

47Arista argued that “destined to” means “not yet arrived at” and that PEAC operates on packets that have

[W
39-41.).

’

,

'

(Tr. (Snoeren) at 24l:13-16, 243:22-23 (2018 Hearing); RPBr. at
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f*

’ "]) to[7

| (as in PEAC) is insubstantially different with respect to this

element of the independent claims. (Tr. (Ahneroth) at 100:25-101:6 (2018 Hearing).). ~

WhileArista‘s
evidence
establishes
thatPEAC’s
[:]

differsfromusing

ACLfunctionalityin severalways,as discussedin SectionIV.A.2supra, Aristafails
,

r

todemonstrate
herethatthesedifferences
aresubstantial.48
Indeed,by,
PEAC performs the same function and obtains the same result as the claimed invention: it[::]

r"";_|:].
f

p

r e

.;

1

(Tr.(Almeroth)at 100125-101:15
(2018Hearing)(“theresultis thesame S]
_: __

___

’ W " _'

].”).49

Dr. Snoeren contended that Cisco’s DOE position on PEAC in general, and this claim

limitation speciﬁcally, ensnares prior art—namely, “Gigaswitch” and “ExtremeWare”
references. (Tr. (Snoeren) at 25O:22-252:l1 (2018 Hearing).). Yet, as explained supra in this

section, for Cisco’s DOE argument to ensnare the prior art, Arista would have had to provide

more evidence about the operational characteristics of “Gigaswitch” and “ExtremeWare.”

‘S Arista’svitiationargumentismisplaced.(RBr.at32.). Policingcontrolplanepackets
]'_ ___ _ .
H
W’ ' ’
' | is not the antithesis ofpolicing control
plane packetsL_ '
_V
*’ **’ ’]. See Brilliantlnstr, Inc., 707 F.3d at
1347 (“The vitiation concept [that no reasonablejury could determine two elements to be equivalent] has
its clearest application ‘where the accused device contain[s] the antithesis of the claimed structure’ . . .
This makes sense; two elements likely are not insubstantially different when they are polar opposites”).
49Arista argues but fails to demonstrate that Dr. Almeroth’s opinions on PEAC infringement under DOE
are “too superﬁcial to support Cisco’s burden.” (RBr. at 3 l (citing Regents of University of Minnesota,
717 F.3d at 941).). Dr. Almeroth’s opinions on PEAC infringement under DOE, while sparse, do include
explanation and reasoning and are supported by Arista’s technical documents on the operation of PEAC.
(Tr. (Almeroth) at 100125-101215(2018 Hearing); IX-9020 at 1000.).
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For the reasons set forth above, Cisco has met its burden and established by a

preponderance of the evidence that Redesigned Switches with PEAC functionality infringe claim
1 and 55 of the ’668 patent.

2. All Asserted Dependent Claims of the ’668 Patent Cover the Redesigned
Switches
According to Arista, PDP and PEAC do not infringe the asserted dependent claims of
’668 patent only because these features do not practice the corresponding independent claims.
(RBr. at 24, 32.). Arista did not provide a speciﬁc analysis of the dependent claims. Thus,
pursuant to Ground Rule 10.1, Arista has waived any arguments that PDP or PEAC do not

practice the additional limitations of the dependent claims.

a)

Dependent Claim 2 of the ’668 Patent
i.

A device as in claim 1 wherein the control plane processes
are accessible through a control plane port on the
internetworking device,such that control plane packets
originating at a plurality of physicalports and destined to one

of a plurality of controlplane processesareﬁrst processed
through the controlplane port, rather than to individual
control plane processes.
Cisco asserted that the Redesigned Switches with PDP or PEAC functionality meet the
additional limitations set forth in claim 2 of the ’668 patent. (CBr. at 32.). These Switches

practice dependent claim 2, by including a control plane port through which the control plane
processes are accessible. (Tr. (Almeroth) at 102112-19 (2018 Hearing); CX-9003C at 3; CX

9194C at 78:6-11.).

In the absence of any rebuttal evidence from Arista, Cisco has met its burden of proving

by a preponderance of the evidence that Redesigned Switches with PDP or PEAC functionality
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meet the additional limitations recited in claim 2 of the ’668 patent.

b)

Dependent Claim 4 of the ’668 Patent
i.

A device as in claim 3 wherein the control plane port services
are applied after attransit packet forwarding decision is made.

Cisco asserted that the Redesigned Switches with PDP or PEAC functionality meet the
additional limitation set forth in claim 4 (and claim 3 upon which it relies). (CBr. at 27.). These

Switches practice claim 4 “by applying control plane port services after a transit packet
forwarding decision is made.” (Tr. (Almeroth) at 102220-103:4 (2018 Hearing); CX~9027; CX
9089 at 5.).

_

In the absence of any rebuttal evidence from Arista, Cisco has met its burden and

demonstrated by a preponderance of the evidence that Redesigned Switches with PDP or PEAC
functionality meet the additional limitations recited in claim 4 of the ’668 patent.

c)

Dependent Claim 5 of the ’668 Patent
i.

A device as in claim 3 wherein Layer 2 control packets are

identiﬁedandforwarded to the controlplane port.
Cisco asserted that the Redesigned Switches with PDP functionality meet the additional
limitation set forth in claim S (and claim 3 upon which it relies). (CBr. at 33.). These Switches

practice claim 5 by “identifying Layer 2 control packets and forwarding such packets to the
control plane.” (Tr. (Almeroth) at 103:5-14 (2018 Hearing); JX-9008C at 9-12.).

In the absence ‘ofany rebuttal evidence from Arista, Cisco has met its burden of proving

by a preponderance of the evidence that Redesigned Switches with PDP functionality meet the
additional limitations recited in claim 5 of the ’668 patent.
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d)

Dependent Claim 7 of the ’668 Patent
11 A device as in claim I wherein the control plane processes
are distributed across multipleprocessors.

Cisco asserted that the Redesigned Switches with PDP or PEAC functionality meet the
additional limitation set forth in claim 7. (CBI. at 33.). These Switches infringe claim 7 through

the distribution of control plane processes across multiple processors. (Tr. (Almeroth) at lO3:l5
23; CX-9027 at 2.).

t

In the absence of any rebuttal evidence from Arista, Cisco has met its burden of proving

by a preponderance of the evidence that Redesigned Switches with PDP or PEAC functionality
meet the additional limitation recited in claim 7 of the ’668 patent.

e)

Dependent Claim 8 of the ’668 Patent
i.

A device as in claim 1 wherein the control plane port services
are implementedas an aggregate control plane function
applied to packets receivedfrom multiplephysical ports on
the internetworking device.


Cisco asserted that the Redesigned Switches with PEAC functionality meet the additional
limitation set forth in claim 8. (CBr. at 33.). These Switches infringe claim 8 through aggregate

application of control plane port services. (Tr. (Almeroth) at 104:1?-105:24 (2018 Hearing).).

In the absence of any rebuttal evidence from Arista, Cisco has met its burden of proving

by a preponderance of the evidence that Redesigned Switches with PEAC functionality meet the

additional limitations recited in claim s ofthe was patent.

f)

I

Dependent Claim 10 of the ’668 Patent
i.

A device as in claim 1 wherein the control plane port services
are implemented as distributed control plane port services,
and wherein the distributed controlplane port services are
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applied only to the packets receivedfrom the speciﬁc, pre
determinedphysical ports.
‘

Cisco asserted that the Redesigned Switches with PDP functionality meet the additional

limitation set forth in claim 10. (CBr. at 33.). These Redesigned Switches with PDP infringe

claim 10 through the features implementations as distributed control plane ﬁmctions. (Tr.
(Almeroth) at 103:24-105:24 (2018 Hearing); CX-9090C at 3, 7; CX-9091C at 1.).

In the absence of any rebuttal evidence from Arista, Cisco has met its burden of proving

by a preponderance of the evidence that Redesigned Switches with PDP functionality meet the
additional limitations recited in claim 10 of the ’668 patent.

g)

Dependent Claim 13 of the ’668 Patent
i.

A device as in claim 10 wherein one or more distributed
switch engines deliverpackets to the control plane port.

Cisco asserted that the Redesigned Switches with PDP functionality meet the additional
limitation set forth in claim 13 (which depends from claim 10). (CBr. at 33.). These Redesigned
‘Switches infringe claim 13 by included distributed switch engines within they . _ ~l _W___H_

that deliver packets to the control plane port. (Tr. (Almeroth) at l04:25-105:6 (2018 Hearing);
CX-9027 at 7.).

In the absence of any rebuttal evidence from Arista, Cisco has met its burden of proving

by a preponderance of the evidence that Redesigned Switches with PDP functionality meet the
additional limitations recited in claim 13 of the ’668 patent.

h)

Dependent Claim 18 of the ’668 Patent
L

A device as in claim I where in control plane port services are
controlled and conﬁgured as unique entity,separate from
physical port services.
i
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Cisco asserted that the Redesigned Switches with PDP or PEAC functionality meet the
additional limitation set forth in claim 18. (CBr. at 33.). These Redesigned Switches infringe

claim 18 by being controllable and conﬁgurable as a unique entity. (Tr. (Almeroth) at 105:7-12
(2018 Hearing); JX-9008C at 15-16, 20-21, 24, 26; JX-9009C at 1.).

In the absence of any rebuttal evidence from Arista, Cisco has met its burden of proving

by a preponderance of the evidence that Redesigned Switches with PDP or PEAC ﬁmctionality
meet the additional limitations recited in claim 18 of the ’668 patent.

i)

Dependent Claim 56 of the ’668 Patent
1.

A medium as in claim 55 wherein the control plane port
processes packets originating at a.plurality ofphysicalports,
the method additionallycomprising: passing packets through
the control plane port, rather than directlyfrom the physical
ports to individual control plane processes.

Cisco asserted that the Redesigned Switches with PDP or PEAC functionality meet the
additional limitation set forth in claim 56. (CBr. at 33.). These Redesigned Switches infringe

claim 56 by passing packets through control plane ports rather than having packets deliver
directly to the control plane processes as part of instructions provided bylww _ W_>__i_________-__.

(rt. (Almeroth) at 1o5;13-10615(2012 Hearing); cx-9003c at3; cx-91940 at 72:6-11.).
In the absence of any rebuttal evidence from Arista, Cisco has met its burden of proving
by a preponderance"of the evidence that Redesigned Switches with PDP or PEAC functionality

meet the additional limitations recited in claim 56 of the ’668 patent.

j)

Dependent Claim 64 of the ’668 Patent
i.

‘

A medium as in claim 55 additionally comprising: applying
distributed controlplane port services only to the packets
receivedfrom the specific,pre-determined physical ports.
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Cisco asserted that the Redesigned Switches with PDP functionality meet the additional
limitation set forth in claim 64. (CBr. at 33.). These Redesigned Switches infringe claim 64 by

implementing:

instructionsto applydistributedcontrolplaneportservicesin the

formof .

(Tr.(Almeroth)
at 106:6-14
(2018Hearing);
CX-9090C
at3,7;CX

9091C at 1; JX-9008C at 6.).

-.

In the absence of any rebuttal evidence from Arista, Cisco has met its burden of proving

by a preponderance of the evidence that Redesigned Switches with PDP ftmctionality meet the
additional limitations recited in claim 56 of the ’668 patent.

V. The Redesigned Switches D0 Not Infringe the ’577 Patent

'

Cisco accused two features of the Redesigned Switches of infringing the ’577 patent: (1)
|_

____

’?' '] ACL” functionality; and (2) ﬁltered port mirroring.

However, neither of these features practices claims 1, 7, 9-10, and 15 of the ‘S77 patent.

Therefore, Arista’s Redesigned Switches do not infringe the ’577 patent.

A.

Accused Functionality
1.

Aristahas|

_

|[

W _ __

_

__

'

|ACL” Functionality

"W7"

H

______v_]

ACL” functionality found to infringe in the Underlying Investigation. (Tr. (Black) at 291 :2-9

(2018 I-learing).). This revelation contradicts Arista’s representations to CBP and the Federal

Circuitthatthe infringingfunctionality[::] [:1

(“Arista’s
redesign,
when
implemented,
wou1d
[:]its switch products”).).

._.
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Arista’s Redesigned Switches still include, for example, [_%___W?__1%’_;f_f'f)
’ _(_’_;;_]

[

"___ ___

1

*

y

1,50hardware required to'{::]

(such as

“ipaccesslist”CL1commandusedtocoMgne

___|), and the same

ACLs.(Tr.(Almeroth)
at 11l:21

112219, 117223-118:3 (2018 Hearing); CX-9201C at 40:19-4 1:9, 108:6-9.).

Both Dr. Almeroth for Cisco, and Dr. Black for Arista, tested the Redesigned Switches
and confirmed that they do not ___

| ACL” functionality. (Tr.

(Almeroth) at 112225-113:5, 177110-179216;Tr. (Black) at 290:l4»29l :9; RDX9000C-9.). When

theyattempted
toconﬁgure
thisﬁmctionality
onaRedesigned
Switch,
t
[_;_ ,___

_ "_"

|.” (Id.;seealsoRX

9001C (Sweeney Witness Statement) at Q/A 15,27, 246-47; CPX-9047C
90l4C at 1.).

I);JX

'

Arista’s Redesigned Switches should have foreclosed any possibility of continued
inﬁingement of the ’577 patent. Yet, Cisco’s expert, Dr. Almeroth,[

Redesigned
Switch
to[i *
.
Almeroth[:]

*

1of a

1oftheswitch
md

(Tr.(Black)
at293:21-296:2;
]Rl)X9000C-13.).
Insodoing,Dr.
theRedesignedEOS(version[‘____:|)t11atf_f**

i’ 7”

‘

|.

(Id.). According to Cisco, “Dr. Almeroih did not break any ‘security mechanism,’ access any
locked ﬁles, or otherwise rely on conﬁdential information to 1

1.” (CBr. at

’° The is true only for Redesigied Switches nmning Redesigned EOS, not Hardened Redesigned HOS.
(Tr. (Black) at 297:9-19; RX-9001C (Sweeney Witness Statement) at Q/A 347; Tr. (Almeroth) at 183:23

l84:l3.).
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36.).Instead,Dr.Almeroth
didwhat,intheory,Ciscoclaims[

coulddo:that

EOS is “an ‘open’ system allowing users complete access to conﬁgure, customize, and program
EOS.” (CX—9129at 1 (“It’s okay to leave the door unlocked”); JX-9017 at 1 (“Arista’s EOS

makes it possible to provide customization”); Tr. (Almeroth) at 113:10-1 14:23 (2018 Hearing).).

The Parties debate the extent to which an Arista customer could, or would want to,

:

asDr.Almeroth.
According
toArista,
andasnotdisputed
byCisco,

Dr.Almeroth’s
[:]was unsupported
andthus,ifrepeated,
could
[___

W* ” ’ ’

1. (Tr. (Black) at 333:2-17; RX-9001C (Sweeney Witness

Statement)at Q/A 344-47.). Yet, Ciscocontendedthat Dr. Almeroth’s[:was

based on

publicly-accessible ﬁles and publicly-available user instructions from Arista. (CBr. at 36 (citing
CX-9129 at 1; JX-9017 at 1; Tr. (Almeroth) at 113110-114:2} (2018 Hearing)).). Without

addressing whether Dr. Almeroth’s access to highly conﬁdential discovery in this Investigation

may have affectedhis abilityto accomplishthe [:]

Cisco ﬂatly assertedthat “Dr. Almeroth

followed the Arista conﬁguration instructions to ﬁnd at

§ ’

”*]”’

_

g_ _

]

(Id. (citing Tr. (Almeroth) at

11s;10-117122 (2018 I-Iean'ng)).).

Arista strongly challenged Cisco’s characterization of the “|

|” of Arista’s

Redesigned Switches. According to Arista’s expert, Dr. Black, the latest “Hardened Redesigned
EOS” (1

_ _ V

].) thwarts Dr. Almeroth’s ‘]:].”

19.). As for Redesigned EOS, which Dr. Almeroth “|

directevidencethat “Dr.Almerothreliedon his
[

__ ’_’

_

(Tr. (Black) at 297:9

|,” Arista alleged without providing

l

"ff

f ’ T

_’___],” which is not shared with customers.

Page 100 of 138

PUBLIC VERSION

(Tr. (Black) at 296:3-23; RX-9001C (Sweeney Witness Statement) at Q/A 336, 347; CX-9201C
(Holbrook Dep.) at 85:9-86:1, 28-4:13-18.). Arista also concluded, again without direct evidence,
that “Dr. Almeroth relied on Arista’s|

|_

)->

.

7

i ff’ :* W

i

|

ACL”
functionality.“
(RBr.at37(citing
Tr.(Almeroth)
at183:3-7

(2018Hearing);Tr.(Black)at2965-297;s;CPX-9047C
[:|);

CPX-9048C

2. Filtered Port Mirroring Functionality
Cisco did not speciﬁcally accuse ﬁltered port mirroring of infringing the ’577 patent in

the Underlying Investigation. (Initial Post-Hearing Brief Concerning the ’577 and ’853 Patents
(UI) at 22.). However, there is no dispute that the ﬁltered port mirroring functionality was _

present in Arista’s legacy switches accused in the Underlying Investigation. It remains present

in Arista’s Redesigned Switches which Cisco has accused of infringement in this Modiﬁcation
Proceeding 2. (CBr. at 40; RBr. at 40; Arista’s Motion in Limine to Preclude Evidence and

Argument That Filtered Port Mirroring Infringes the Asserted Claims of the ‘S57Patent at 2
(Motion Docket No. 945~060 (Jan. 5, 2018)).).

L

5‘Accordingto Dr. Black,Dr. Almerothwas wrong_toopinethatI::l—the

controls
whether
aswitchw

criticalﬁle that

ACLs isexposed
tousersonaswitch.(Tr.

(Almeroth) at l83:10-15 (2018 Hearing); Tr. (Black) at 296:24-297:8). This is strong rebuttal evidence
against Cisco’s contention that Dr. AImeroth’s “S”
demonstrates what any Arista customer could do.
(CBr. at 36.).
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An overview of how ﬁltered port mirroring operates is necessary because the Parties
dispute not whether ﬁltered port mirroring was adequately removed from Redesigned Switches,
as was the case with Arista’sf

’ "i

W' W ’ ’

' * WW

ACL” functionality, but instead

whether ﬁltered port mirroring operates in a manner that infringes the ’577 patent.

Filtered port mirroring is a feature in Arista’s Redesigned Switches that creates a copy of

selected packets passing through a port and sends the copy to one or more “mirror ports.” (Tr.
(Black) at 303 :16- 304:3, 304:9-3.05:12; RX-9001C (Sweeney Witness Statement) at Q/A 294,

302-03.). The “ﬁltered” in ﬁltered port mirroring refers to the selection of packets for mirroring

usinganACL.(]d.). Ifa packetis selectedformirroring,a RedesignedSwitch

_

\

| tothemirrorport.Ifapacketisnotsoselected,
:3

because, conceptually, port mirroring requires two steps: {

I

]

(Tr. (Black) at 303:16-304:3, 304:9~305:l2; RX-9001C (Sweeney Witness

Statement)at Q/A306-12.).Filteredportmirroringdoesnot:|;

]

packets
thatshouldnotbemirrored.(Id.).Notwithstanding
amirroring

determination, the original packet]
]

'

’

-

.

_ _____f:_'_f’

’ '_""

. _

I

__:_] as if the ﬁltered port mirroring featme did not exist. (1d.).

Filtered port mirroring does not, and camiot,

l1

insteadit merely

fi

__;; __’_

_’

______v_______;’_;__”’m_1__;

]

1;it’s only concern is mirroring. (Tr.

(Almeroth) at 192:8-23 (2018 Hearing); Tr. (Black) at 303116-304:3, 304:9-305112; RX-9001C

(Sweeney Witness Statement) at Q/A 306-12; CX-9201C (Holbrook Dep. Tr.) at 282:5-284:12.)

Filtered port mirroring operates by initiating a port mirroring session. (JX-9020 at 742.).
“A mirror session correlates a set of source ports to a [mirrored] destination port.” (Id. at 740.).
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Port mirroring ACLs thenf

’

__ _

’

’

|. (Tr.

(Almeroth) at 108:18—110:5,118122-120211,124:1-24, l90:l1-24; Tr. (Black) at 328:l6-329:6,

329: 18-330210.). The source device, destination device, or both, can be speciﬁed in the port \

mirroring ACL. (Tr. (Almeroth) at 108:13-25, 109:13-25, l20:l5-121:8, 169225-170:2 (2018
Hearing); CDX—9003C-10;Tr. (Black) at 332:2-10.).

Cisco emphasized the ways in which ﬁltered port mirroring resembles the ACL

functionality found to infringe the ’577 patent in the Underlying Investigation. “Port mirroring
ACLs are created through the same ‘access list’ command that was found in the 945

Investigationto generatethe infringing[::|ACLs.”

(CBr. at 41 (comparingIX-9020 at 989

(using the “ip access list” command to conﬁgure an ACL) with id. at 742 (using the “ip access
list” command to conﬁgure an ACL with a port mirroring sessi0I1));Tr. (Almeroth) at 122:1-16

(2018 Hearing); CX-9172C at 41 (showing the accused functionality conﬁgured through the “ip

access-list”
command).).
“Portmirroring
ACLsalso

asthefeatures
Arista

acknowledges were found to infringe.” (Id. (citing Tr. (Almeroth) at 123:9-25, 126:7-21 (2018

Hearing); CPX-9087C at 00263.). Finally, “port mirroring ACLs use the same infringing

; e

"M

_

___

7

re-e

,1." (Id.(citing

Tr. (Almeroth) at 122:23-123:8 (2018 Hearing); CX-9100C (chip speciﬁcation) at 870; CX

9201C
at109:
1-9
(port
mirroring
).).
Aristaargued
thatthesesimilarities
between
infringing
]

ACL”

functionality and ﬁltered port mirroring are misleading. Arista claimed that while the use of
ACLs by ﬁltered port mirroring offers superﬁcial appeal-in tenns of a ﬁnding of infringement, it
is well known in the industry that, despite their full name (access control lists), ACLs are used
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for more than “access control.” (RDX-9000C-8 (Cisco Support Forum distinguishing between

the use of the terms “ACL” and “access control” and noting that “ACLs are more than just
access c0ntrol").).

Forexample,
Dr.David
Maltz,[
distinguished between two kinds of access lists

],oneo
those used for access control, which he called

“source-destination permit-deny ACLs” and those used merely to select packets for other

features “packet classiﬁcation ACLs.” (JX-9023C (Maltz Decl.) at 2.). Dr. Maltz described
ﬁltered port mirroring as a “packet classiﬁcation ACL” and not a “permit-deny” ACL. (See id.

at10(“

jspeciﬁes
apacket

into a|

__

with
anaction
to[

|.”); see also Tr. (Black) at 3 10:10-31 1:2.).



To clarify operation of ﬁltered port mirroring, Dr. Black compared the contents of the

|:]

in Arista’s Redesigned Switches when afm

’’ "" "

_

_____
_ _' __ 1was

applied against those contents when ﬁltered port mirroring was applied. (Tr. (Black) at 306:18

308:10; RDX9000C-31-33.).

When a “source-destinationpermit-denyACL” was applied,the contentsof the [:1

showedthatthe “actions”to be ta.ken[:]

-_
[:].
L:_¢_»

rec"

c_

were“|

r

e

(Tr.(Black)at 322:25-323:2(“Q.Ifit's[ W
W

|”—thatis, the senderis

“W W’ f; _] correct? A. That's correct.”).).
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ﬁgure 20: Arista’s Depiction of Test Output Applying

(RDX-9000C-31 (presented by Dr. Black during the 2018 I-Iearing).).

Bycontrast,whenﬁlteredportmirroringwasapplied,the“actions”in the[:]

:

(Tr.(Black)at329218-330:4
(“Q. We'redoingﬁlteredportmirroring,

and we're applyingl?

.

1

,

**"i*__

_______

*

‘

rfi;

__ (

1 1.”),325:11-21,328:24

330;10; IX-9020 at 742; Tr. (Almeroth) at 12411-12520 (2018 I-learing).).

Page 105 of 138

_ _j 4

1

PUBLIC VERSION

Figure 21: Arista’s Depiction of Test Output Appbfing Filtered Port Mirroring’s

:::3_A¢Ls

(RDX-9000C-32 (presented by Dr. Black during the 2018 Hearing).). _

Contrasting
thesetestoutputs
for

ACL”functionality
andﬁltered

port mirroring reinforces a critical operational nuance that bolsters Arista’s non-infringement

argument
forﬁltered
portmirroring.
Unlike
portminoring

packets.(Tr.(Black)at 303:16-304:3,
304:9-305112;
RX-9001C

(Sweeney
Witness
Statement)
atQ/A.306-12.).Insteaditmerely
that[

M

B.

ACL”functionality,
ﬁltered

packets

|. (Id_).

Infringement Overview

The asserted claims of the ’577 patent are method claims. A ﬁnding of infringement

against Arista requires an evidentiary showing of direct infringement by a third-party followed
by indirect infringement by Arista. Minnesota Mining &Mfg. C0. v. Chemque, Inc., 303 F.3d

1294, 1304-05-(Fed. Cir. 2002) (A patentee asserting a claim of induced infringement must show

(i) that there has been direct infringement and (ii) that the alleged infringer “knowingly induced
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infringement and possessed speciﬁc intent to encourage another’s infringement.’”’);Spansion,
Inc. v. International Trade Comm ‘n, 629 F.3d 1331, 1353 (Fedr Cir. 2010) (“to prevail on

contributory infringement in a Section 337 case, the complainant must show inter alia: (1) there

is an act of directinfringement in violation of Section 337; (2) the accused.device has no
substantial non-infringing uses; and (3) the accused infringer imported, sold for importation, or

sold after importation within the United States, the accused components that contributed to

another’s direct infringement”).

1. Cisco Cannot Indiscriminately Import Evidence of Infringement of the
’577 Patent from the Underlying Investigation
Cisco sought to import ﬁndings from the Underlying Investigation into this Modiﬁcation
Proceeding 2 under the banner of convenience. (CBr. at 47.). Cisco’s basis for doing so was its

consistent
treatment
throughout
thisModiﬁcation
Proceeding
2of
[:___:|

ACL” functionality and ﬁltered port mirroring functionality as members of the same

class off

- V

| ACL” functionality found to infringe in the Underlying

Investigation.

Having committed to this tack, Cisco asserted, with respect to alleged infringement by
the Redesigned Switches, that this Modiﬁcation Proceeding 2 should address only whether

Arista’sinfringing

'

:::

::] ACL”functionalityhas been removed. (Id.at 47

(“Having proved all of the elements of its case in the underlying proceeding, the focus of this

actionhas beenArista’sincorrectargument(to CBPand to the FederalCircuit)thatthe;
:|

ACL functionality was “removed.

Cisco need not re—proveevery element of a violation

ofSection
337byArista.
Arista’s
pastinducement,
coupled
Mth
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]

thesefeatures,is sufﬁcientto demonstrate
thatthepurportedlyredesigned

products are covered by the Commission’s remedial orders.”).

Yet Cisco’s requested wholesale adoption here of infringement ﬁndings in the
Underlying Investigation is not appropriate. While judicial economy counsels against re

litigation of settled issues, importing ﬁndings from the Underlying Investigation in a manner that
is fair to Arista requires a showing that the issue that led to the ﬁnding was speciﬁcally litigated

in the Underlying Investigation. Similarly, a ﬁnding would be required that nothing had

materially changed regarding that ﬁnding since the Underlying Investigation, such that a new

analysis would be duplicative of previous efforts.
Applying these criteria, it seems appropriate to import some ﬁndings from the

Underlying Investigation. Speciﬁcally, it is appropriate to import that‘

E:

ACL”functionalitysatisﬁesthe limitationsof the assertedclaimsof the ’577 patent. '

That functionality was found to satisfy the ’577 claims in the Underlying Investigation. The

[::::

ACL”functionality
waspurportedly
1::

but it was not [i

V '

intheRedesigned
Switches

’ '" " ' "f " | in the Redesigned Switches.

'

However, evidence of direct and indirect infringement of the ’577 patent with respect to
Redesigned Switches (e.g., intent, third—partyuse) will not be imported from the Underlying

Investigation. That is because most of the relevant evidence on these issues arose after the
evidentiary record closed in the Underlying Investigation.
Similarly, Cisco cannot show that ﬁltered port mirroring infringes here by importing
evidence from the Underlying Investigation pertaining to categorical infringement by a ___
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[:::]

ACLs.”Thisis becauseinfringementbyﬁlteredportmirroringwasnot

speciﬁcally accused or litigated in the Underlying Investigation. Cisco has not demonstrated that

ﬁltered
portmirroring
fallssquarely
withintheinfringing
classof[

ACL”

functionality. Indeed, it is a ﬁnding of this decision that the opposite is true.

2. ['
Infringe the ’577Patent
Arista did not dispute that

-

__ _j ACL” Functionality Does Not

-

_]ACLs” functionality was found to

infringe in the Underlying Investigation. Arista did not rebut Cisco’s evidence that Dr. Almeroth

usedinfringing

ACLs”
onaRedesigned
Switch.(Tr.(Almeroth)
at

112:25-117:22; CDX-9003C-20-23; Tr. (Black) at 332:18-333:l9, 332:1-24 (“Q.

Almerothwasableto[::_:]

Dr.

ona redesignedswitchwithAristaredesignedsoftware,

correct? A. He alleges that he did. That's all I said and all I know for sure”), 333 :l 1-13 (“Q.

Youneverexamined
anArista
switch
afterDr.Almeroth's
,

correct?

A.I havenot.”).WhatAristadoesdisputeiswhetherArista’scustomers
]

[

asDr.Almeroth
didwhenhetestedArista’s
Redesigned
Switches
for

infringing functionality and whether Arista helped them do so.

a)

Arista’s Failure to Produce Customer Communications Does

NotGiveRiseto an InferenceThat Third-PartiesUse[::

”

inRedesigned
Switches

Cisco asserted that Arista is precluded from arguing that there is no evidence of customer

use ofl

_ __

***’

**

' ]ACLs”functionalityin Redesigned Switches.

Additionally, Cisco also argued that an “adverse inference of customer use should be entered.”
(CBI. at 39; CRBr. at 32.). According to Cisco, an adverse inference sanction is warranted
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because Arista violated Order No. 12 before the Hearing by refusing to produce customer

communications
ontheuseofACL”

ftmctionality
inRedesigned

Switches.52 (CRBr. at 33 n.24.). After the hearing, Arista purportedly attempted to produce such
communications.53 (Id.).

Cisc0’s expert Dr. Almeroth[

[

’ *

’ ___V

g ___j

functionality
ina Redesigned
Switchina wayfoundtoinﬁingeinthe

Underlying Investigation.“

(Tr. (Almeroth) at 13:10-117:22 (2018 Hea.ring).). Arista

52Arista disputed both that it engaged in discovery behavior that violated a court order and asserted that

“thereisnoactualdisputeabouthowthe
mechanism
works.”(RRBr.at39-40.).
Speciﬁcally,
AristacontendedthatitproducedallthesourcecodefortheE —both
in its
original and hardened form. (Id. at 38-39 (citing 12/5/2017 B. Lewis Email to C. Murray (regarding
production of both sets of [:_|code);
12/5/2017M. Woodhouse to Email to Kirkland & Ellis LLP

(regarding
dateofproduction
ofhardened[:]);

CPX-9048C
);

C:::l))-)-

CPX-9047C



Arista did violate Order No. 12 as it was informed during the Hearing. (Tr. at 26:1 1-27:2; see also Dec.
8, 2017 Telephonic Hearing Tr. at 18-20 (“Dec. 8, 2017 Tel. Tr.”) (Doc. ID No. 631471 (Dec. 8, 20] 7)).).

Aristaalsocontendedthatitproducedsix(6)exemplaryRedesignedSwitcheswithan[:::]
(two during the Customs proceeding and four in the modiﬁcation proceeding). (RRBr. at 39 (citing CPX

9001C).).Inaddition,atCisco’srequest,Aristacreatedandproducedanexemplaw
output from an exemplary switch. (Id. (citing RX-9337C (prefdl.txt).). Similarly, Arista purportedly

produced
hundreds
of“ ”

forRedesigned
Switches
showing
an

D. (Id. (citing 12/5/2017 M. Woodhouse Email to Kirkland & Ellis LL.P)).).
53Cisco asserted that, after the Hearing, Arista sent two (2) letters to Cisco conceming Arista’ s attempt to
produce a set of documents allegedly concerning customer communications. (CRBr., Exs. A-B (1/30/18
and 2/8/18 Ltrs. from J. Homrig to A. Alper).).

" Cisco
points
to[:]continued useof

ACLs.
(Tr.(Almeroth)
at

l29:23-l30:20; JX-9023C (Maltz Decl.) at 2-3, 6; CPX-91.25C;CPX-9110C.). However, it is undisputed

that]
ﬂdoes sol" ' ’ ” ’
_ ______
9023C(MaltzDecl.)at 7 (explainingthat|::]
doesnotl _ _ _ _
[Z]).).

While |_______
___v
_]use of]

”

_f*’*_';;|.

(IX
__

j

[ACLs is a testament to the importance of the
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characterized as a “|:]”

this use of “L_ W

”_ _*

’

| ACLs” functionality by

Dr. Almeroth. (RBr. 1, 34-36.). Cisco then argued in the abstract that “there is no denying that

Dr. Almeroth’s]' ‘

_ ___

I' " ’ *

_

then easily|_V_

””'

]

|-—could be communicated by Arista to its customers, who could
_

1*

___

’

1 1” (CR.Br. at

32 (citing Tr. (Almeroth) at 115:12-21 (2018 Hearing)).).

Yet the evidence does not comport with Cisco’s hypothetical with respect to customer
use of I

_ ____

*

1ACLS” functionality. Far from being an ordinary

customer, as an expert in this Modiﬁcation Proceeding 2 with access to Arista’s highly
conﬁdential internal documents and source code, Dr. Almeroth was in a unique/position to

effectuate the “|:].”

(Tr. (Almeroth) at 183:3-22 (2018 Hearing) (“I can’t unlearn the details of

what I’ve learned through this case.”).). Moreover, Cisco’s assertion that Dr. Almeroth’s “:1”
was based on “publicly-accessible ﬁles and publicly-available user instructions from Arista”
rings hollow given the dearth of evidence of similar behavior by Arista’s customers
“possess[ing] a high level of technological sophistication,” who Cisco could have subpoenaed
for testimony and documents.” (CBr. at 48 (citing Tr. (Almeroth) at 114:17-23, 116:1-117:8;
JX-9017 (Arista Parser 101) at 1).).

functionality, it is not a basis for direct infringement of the ’577 patent in this Modiﬁcation Proceeding 2.
55There was a discovery dispute over the production of documents in Arista’s possession, custody or
control containing communications that Arista provided to customers aﬁer it redesigned its switches.
(See Dec. 8, 2017 Telephonic Hearing Tr. at 18-20 (Doc. ID No. 631471 (Dec. 8, 2017) (Mr. Lumish,
Counsel for Arista: “The documents we're producing, as I mentioned before, will be over-inclusive in that
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Nevertheless, Arista fell short of its discovery obligation to produce customer

communications
withrespect
t

ACLs”
functionality.
(SeeOrderNo.12

at 11;see also Dec. 8, 2017 Tel. Tr. at 18-20). Arista decidedto “:”

infringing
ACLs”
technology
to[::::::]

and not remove

functionality,
exposing
Cisco’s
patent-protected
(asdemonstrated
byDr.Almeroth).
Aristathen

advanced self-serving testimony from fact and expert witnesses“ with respect to the operation of
Redesigned Switches while, at the same time, withholding from Cisco its customer

communications concerning the same.
As Order No. 12 recognizes, “[c]learly, Arista must have some documentation with
respect to those ‘| : :: ::|’ switches that identiﬁes which of Arista‘s customers received which

switches, how those switches are coded (i.e. source code) and instructions Arista gives for using

its allegedly redesigned switches. Documents of that type Arista was obligated to produce.”
(Order No. 12 at 11.). Arista’s assertion that any such communications do not exist simply does

not pass muster (as demonstrated by Arista’s attempt to produce what may have been customer
communications after the Hearing which should have been produced before the Hearing.).

we don't have time or the ability to go through and make sure they are all actually customer
communications and the like; It will be at least that, and then much more.”).). Yet, Arista never provided
a complete set of these documents to Cisco.
'

56Dr. Black and Mr. Sweeney each testiﬁed about the operation ofthe[:]
mechanism. (Tr. (Black) at
290:l4-293: l4; RDX9000C-l l, 12; RX-9001C (Sweeney Witness Statement) at Q/A 364-66. Arista also

introducedunrebuttedtestimonyfrom Mr. Sweeneythat Arista’s RedesignedSwitchespossess@
hardware. (RX-9001C (Sweeney Witness Statement) at Q/A 365.).
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Arista is now precluded from arguing that there is no evidence of direct infringement of
the ’577 patent based oni

__

| ACL” functionality in Redesigned Switches.

Moreover, Arista’s behavior has given rise to an adverse inference that it communicates with its

customers
regarding
waystouseACL”

functionality
inswitches
running

any version of EOS other than the redesigned versions. See, e.g., Certain Video Graphics
Display Controllers, Inv. N0. 337-TA-412, Order No. 47, *at 5-6 (U.S.I.T.C. Jan. l4, 1999)

(failure to comply with discovery orders and an “extremely late production of a large volume of

responsive documents” on the eve of trial resulted in “the entry of a rebuttable adverse factual

inference”).
.

The chart of legacy and Redesigned Switches (hardware/software combinations)

attached as "AppendixC to Arista’s Post-Hearing Reply Brief, and the availability on Arista’s

website of earlier versions of C],

are evidence that Arista is keenly aware of whether, and the

conditions under which, its switches can support

| ACL” functionality, as

well as the importance of giving customers opportunities to do so. (RRBr., App. C; Tr.

(Almeroth) at 118:4-16 (2018 Hearing); JX-9020 at 375; cx-9141c at 1-12.).
However, a broader adverse inference that Cisco asked be applied to Arista’s Redesigned

Switches is not appropriate because Arista has presented evidence that its Redesigned Switches

[_

__f:

’

f

- lACL” functionality. Speciﬁcally, Arista

presentedundisputedevidencethatDr.Almeroth’s“
versions L;

'_ fjf ’____ i

W

|” is:|

inRedesignedEOS
_ _ ”_

333:2-17; RX—9001C(Sweeney Witness Statement) at Q/A 344-47.).
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Arista has also presented undisputed evidence that Dr. Almeroth’s “I V ]” is not possible
in Hardened Redesigned

EOS versions [Q _v_<__g_

~

,;_ _l. (RBr. at

App. C.).

b) Cisco
Has
Not
Proven
That
“
[:::j

ACLs”Functionality
Infringes

Cisco had the burden of proving by a preponderance of the evidence that Arista’s

customers
haveused

ACL”ftmctionality
withinRedesigned
Switches.

This Cisco has not done. Cisco’s primary example of Arista’s customers’ purported use of

|

| ACL”functionalityoccurredin[:]switches

operatedby[:"_:::].

Those switches are not at issue in this Modiﬁcation Proceeding 2. (CBr. at 39; RRBr. at 2, 34

(citing Tr. (Black) at 298:l9-299225; RX-9019C; RX-9020C; RX-902lC).). As discussed in the
claim-by—claimanalysis below, Cisco has not proffered evidence of direct infringement of the

asserted ’577 patent claims by Arista’s customers using Redesigned Switches. Consequently,

withrespectto]

ACL”functionality,
Arista’s
Redesigned
Switches
donot

infringe the asserted claims of the ‘S77 patent.

3. Filtered Port Mirroring Does Not Infringe the ’577 Patent
Cisco asserted that ﬁltered port mirror functionality infringes 5 claims of the ’577

patent.” Those claims contain numerous limitations, whose construction and alleged presence in

57Before the Hearing in this Modiﬁcation Proceeding 2, Arista ﬁled a motion in Iimine to preclude
evidence of infringement by ﬁltered port mirroring because that functionality was not speciﬁcally accused
in the Underlying Investigation. (Motion Docket No. 945-060 (Jan. 5, 2018)). Arista’s motion was
denied because Cisco’s Opposition raised a legitimate fact issue over whether ﬁltered port mirroring in
Redesigned Switches was identical in operation to ﬁltered port mirror in legacy switches which needed to
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the Redesigned Switches could, in theory, give rise to numerous disagreements among the

Parties. Yet, rather than sparring at a granular level, Arista rests its non-infringement case on a

global argument that ﬁltered port mirroring does not practice “access control,” as that tenn is

used in the asserted claims of the ’577 patent.“ For the reasons set forth below, Arista is correct

a)

“Access Control” Restricts Packet Transmission

The scope of the term “access control” is an appropriate place to start. In the Underlying

Investigation, the Parties agreed that “access control” should possess its plain and ordinary
meaning. (Markman Order at 12; ID at 129.). The ’577 patent addresses “access control” from

the outset, using quotations to deﬁne the term: “In a computer network for transmitting

information, messages can be restricted from being transmittedﬁom selected source devices to
selected destination devices. In known computer networks, this form of restriction is known as
‘access control’ and is performed by routers, which route messages (in the form of individual
packets of infonnation) from source devices to destination devices.” (DC-9002(’577 patent) at

1:4-10 (emphasis added). Cisco’s expert, Dr. Almeroth,'cited to these lines of the’577 patent to
explain how the patent uses the term “access control.” (Tr. (Almeroth) at 168:8-20 (2018

Hearing).).

be explored. (Opp’n at 5-10 (Doc. ID No. 633702 (Jan. 12, 2018); see also Order No. ll at 10 (Doc. ID
No. 6-34262 (Jan. 19, 2018).).

,

58The “access control” claim limitation appears explicitly or implicitly in several claim limitation at
issue, including “perform access control processing,” “set of access control patterns,” and “generating an
access result.” (JX—9002(’577 patent) at 7:34-47.).

_
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The ID in the Underlying Investigation discusses “access control.” In a section
pertaining to anticipation of the ’5'/7 patent by a prior art patent known as Feldmeier,59the ID

states that ‘“access control’ in claim l certainly includes and may be even broader than ﬁltering
packets such that some are permitted and some are discarded. (Compare JX-0005 claim 1

(“making a routing decision in response to said access result”) with claim 15 (“said routing

decision includes permitting or denying access”).).” (ID at 131-32.).“ Yet, even Dr. Alrneroth

suggested that “access control” requires some semblance of packet policing or control over
packet movement. (Tr. in ‘945 (I) (Almeroth) at 2969:5—9.).He testiﬁed in the Underlying

Investigation about Feldmeier, that mere packet forwarding is “very different” from the claimed

“access
control.”(Id.).Tellingly,
intheUnderlying
Investigation,
::]
packet tansmission were the only functions Dr. Almeroth a.ndStaff identiﬁed as satisfying the
“access control” limitation in Arista’s accused products. (ID at 132.).

While “access control” in claim 1 “may be even broader than ﬁltering packets such that
some are permitted and some are discarded,” the critical issue is whether “access control” is

broad enough to cover ﬁltered port mirroring. Arista denied this. However, in support of its
non—infringementposition, Arista tried to read limitations into the claims. Arista argued, for

example, that “access control” required “checking the source address and/or destination address

of the packet against access control rules that determine whether that source is permitted to send

59U.S. Patent No. 5,920,886 (“Feldmeier”) is entitled “Accelerated Hierarchical Address Filtering and
Translation Using Binary and Temary CAMs.” (ID at 128.). i

6°For example, claim 14 requires that “said routing decision includes implementing a quality of service
policy.” (JX~9002 (’577 patent) at 8:25-26.).
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packets to that destination,” which port mirroring does not do. (RBr. at 41 (citing Tr. (Black) at

302:l4-303 :15; RDX-9000C-28).). While this argument appears to present a valid distinction
between.typical use cases of “access control” and ﬁltered port mirroring, the asserted

independent claims (and several of the asserted dependent claims) do not contain the limitation.
(JX-9002 (’577 patent) at 7:35-8:28.).

.

The ID and the Commission Opinion in the Underlying Investigation each make clear

that switches practicing “access control” can, but need not, use speciﬁc sender or recipient

identiﬁers. (ID at 20 (“a computer network may implement access control by restricting the

transmission of information from a certain sender to a certain destination”) (emphasis added);
-Commission Op. (FD) at 22 (“a computer network may implement access control by restricting

the transmission of information from speciﬁed source devices to speciﬁed destination devices.
. .. One technique for implementing access control involves reference to one or more ACLs,

which describe whether the transmission of information is permitted or prohibited from a certain
sender (or range of senders) to a certain destination (or range of destinations).”) (emphasis
added).

Under the doctrine of claim differentiation, claim 1 is broad enough to cover “access

control” without using “a source IP address or subnet, a destination IP address or subnet, a

source port, a destination port, a protocol speciﬁer, or an input interface.” (Compare JX-9002
(’57'7 patent) at 7:34-48 (claim 1) with id. at 8:6-10 (dependent claim 8).). Indeed, Dr. Black,

one of Arista’s technical experts, conceded that “access control” rules require neither a source
nor a destination for a packet. (Tr. (Black) at 331 :6-11 (“The access control rules don't need to

specify both [a source and a destination] or either ....”).).

Page 117 of 138

PUBLIC VERSION

b)

Filtered Port Mirroring Does Not Practice “Access Control”

Faced with a newfound uncertainty over the meaning of “access control,” Cisco

highlighted
operational
similarities
between
portmirroring
md

ACL”

functionality found to infringe in the Underlying Investigation. It is undisputed that port

mirroring ACLs are conﬁgured by the same “access list” command that was identiﬁed in the

Underlying
Investigation
togeneratetheinfringing
ACLs.”

(JX-9020
at742,

989; Tr. (Alrneroth) at 122:1-I6 (2018 Hearing); CX-9172C at 41.). Port minoring uses another

component
oftheinfringing
[::::]
Investigation:f

ACL”functionality
fromtheUnderlying

| to accesscontrolpattems'in[:.

(Tr. (Almeroth)at

l22:23- 123:8 (2018 Hearing); CX-9100C at 870;CX-9201C109:1-9.). It is also true that

ﬁltered
portmirroring
exhibits
avague
resemblance
to

ACL”

ftmctionality, insofar as the former determines whether a packet is mirrored and, when it is,
implicitly grants access of the packet copy to the mirrored destination port. (Tr. (Almeroth) at
124:1-24, 190:1l-24 (2018 Hearing); Tr. (Black) at 328:l6-329:6, 329:l8-330110.).

Yet theiscope of the invention is deﬁned by the claims considering the speciﬁcation,“ not
by products currently accused of infringement or previously adjudged to infringe. The ’577

patent speciﬁcation provides a clear articulation of the plain and ordinary meaning of “access
control” performed by routers: “messages [in the form of individual packets of information] can

61In cases where the meaning of a disputed claim term in the context of the patent's claims remains
uncertain, the speciﬁcation is the "single best guide to the meaning ofa disputed term." Phillips, 415 F.3d
at 1321. Moreover, "[t]he construction that stays true to the claim language and most naturally aligns with
the patent's description of the invention will be, in the end, the correct construction." Ia’.at 1316. As a
general rule, however, the particular examples or embodiments discussed in the speciﬁcation are not to be
read into the claims as limitations. Id. at I323.
_
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be restricted ﬁom being transmitted from selected source devices to selected destination
devices." (JX-9002 (’577 patent) at 4-8.). Inherent in the notion of transmission is movement of
a thing (in this case, a packet) from a source and to a destination. (Id. at 1:4 (“[i]n a computer

network for transmitting infonnation ....”).) A packet leaves and, sometime later, the packet
arrives. (Id. at 1:4-8.) Along the way, its transmission can be restricted. (Id.). '

Cisco argued that Arista cannot distinguish ﬁltered port mirroring from “access control”
given the breadth of the asserted claims of the ’577 patent. During the Hearing, Dr. Almeroth

conceded that ﬁltered port mirroring operates as Arista described but nevertheless opined that the
asserted claims of the ’577 patent were broad enough to cover ﬁltered port mirroring. (Tr.

(Almeroth)
at192:8-12
(“Q1
The
portmirroring
]
VIII?

.7

.

.

W -7

never

].Isn‘t that true, Doctor? A: That's correct.

It doesn't have to to meet the claim.”).). According to Cisco, claim 1 of the ’577 patent simply

requires a packet—not an “original” or “copy.” (IX-9002 (‘577 patent) at 7:34-48.).62

Yet, the weight of the intrinsic evidence suggests that “access control,” the salient claim

limitation, is fundamentally different from ﬁltered port mirroring. Nowhere does the ’577 patent

associate
“accesscontrol”
ofapacketwithrestricting
the,

asopposed
to

restricting the transmission of a packet. (See, generally, JX-9002 (‘577 patent).). The ’557
patent is silent on using ACLs to

____-M

__;__

| a packet. (Id.). Similarly, the ’577 patent

issilent
onusing
ACLs
tocreate ,

such
that

s

52“[T]he asserted ‘S77 claims are not limited to performing access control only on the ‘original’ version
of the packet to the exclusion of a copy of that same packet
Nor does the speciﬁcation distinguish
between the ‘original’ packet and copy of that packet.” (CRBr. at 41.). .
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I

.

,

_._:_

. T

asisthecasewithportmirroring.
(Id.).
The weight of the evidence, as explained by Dr. Black and tacitly acknowledged by Dr.

Almeroth, is that persons of ordinary skill in the art view ﬁltered port mirroring as ﬁmdamentally
different from “access contr0l.”63 (Tr. (Black) at 303:l6-304:8.). “[F]iltered port mirroring

rrerer
l
tr

eeeeee"

erreerrrree
byrrre
elerrrre"
ererrerer
iii
re

_Z_ _

’___fj.’°

r
(RBr.at42-43

(citing Tr. (Black) at 305:l3-24, 308:20-309:1 1).). Filtered port mirroring does not, and cannot,

determine whether the sender of the original packet is permitted to send that packet to its
destination. (Tr. (Almeroth) at 192:8-23 (2018 Hearing); Tr. (Black) at 303:16-304:3, 304:9
305:l2; (RX-9001C (Sweeney Witness Statement) at Q/A 306-12).). “i

l

|

That is not access control.” (RX-9001C (Sweeney Witness Statement) at Q/A 240.).

Dr. Almer0th’s, Dr. Sweeney’s and Dr. Black’s explanations of ﬁltered port mirroring is

consistent with evidence that, notwithstanding the appearance of “access control” in the term
“access control-lists,” such lists (abbreviated as AC-Ls)perform more than just traditional “access

control.” (RDX-9000C-8 (Cisco materials distinguishing between the use of the term ACL and

access control).). For example,Dr. DavidMaltziofZ::_]

distinguishedbetweentwo (2)

kinds of ACLs—th0se used for access control, which he calls “source-destination permit-deny

63If the intrinsic evidence is insufficient to establish the clear meaning ofa claim, a court may resort to an
examination of the extrinsic evidence. Zodiac P001 Care, Inc. v. Hojﬁnger Industries, Inc, 206 F.3d
1408, 1414 (Fed. Cir. 2000).

"
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ACLs” and those used merely to select packets for other features “packet classiﬁcation ACLs.”

(JX—9023C
(Maltz Decl.)at 2.). Dr. Maltz describedﬁltered port mirroringas [:1

”

andnota]

A

' f "r * *1ACL.(Id.at10.).AsDr.Black

testiﬁed, ﬁltered port mirroring functionality could be designed to create copies of original

packets and subsequently use ACLs to restrict the transmission of those packets to a mirrored
designation port. (Tr. (Black) at 329113-17.). That would entail transmission restriction as

taught by the ’577 patent. That is not how ﬁltered port mirroring works in the Redesigned
Switches. (Id.)

‘

In ﬁltered port mirroring, the “|

speciﬁcation,proceeds]:]

],” the one described in the ’577 patent’s

by the ﬁlteredport mirroringACL. (Tr. (Black)at 305:l3-24,

308:20-309:1
1.). ThispromptedCiscoto adoptArista’s‘ ”
portmirroringACLs“operateonthe ‘
I

{:]].”

.

_ _» _

label,assertingthat

|’ packet—i.e.,theonethatwouldbe[:3
**"r~

7

_= __ _

*1

(Tr. (Almeroth) at 124:1-24, 190:11-24 (2018 Hearing).). The wordsmithing of this line

is important.

Byusingtheword“would,”Ciscoadmittedthatthe[:]

doesnotexistandthus

never engaged in an act of transmission that can be restricted. Cisco needed to use this phrasing

becauseﬁlteredportmirroringACLsdo not operateon the[:_]

(Black)
at305:13-24.).
Instead,
theyoperate
onthe

(Page 121 of 138

of a packet. (-Tr.

and,oncethe

PUBLIC VERSION

=itiSﬁ@@t0F*
.64

*

i_ _ 1

‘WI

(Id.at303120-30617,
329113-17.).
In light of the above, ﬁltered port mirroring does not infringe the asserted claims of the

’577 patent. Speciﬁcally, the ﬁltered port mirroring functionality in the Redesigned Switches
does not practice “access control” as required by each of the asserted claims. This is because the

functionality
usesACLstorestrict

ofpackets,
nottorestrict

The

analysis stops there because Cisco did not raise a DOE argument for these claims.

In sum, as discussed in greater detail below, the Redesigned Switches do not infringe
claims 1, 7, 9-10, and 15 of the ’577 patent. There is no evidence of direct infringement by

customers
using ACL”

functionality
thatDr.Almeroth
foundaccessible

in certain Redesigned Switches. Moreover, ﬁltered port mirroring functionality in the
Redesigned Switches does not practice “access control” as required by each of the asserted
claims.

That said, the claim-by-claim analysis that follows considers Cisco’s evidence for each

limitation of the asserted claims of the ’577 patent to create a complete record in the event that

the Commissionﬁnds that Ciscohas profferedevidenceof direct infringementusingE:

:3

ACL”functionality
orthat“accesscontrol”coversﬁlteredportmirroring.

64It is important to note that, before the [:
anything.

|, it was not possible to control its access to
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C.

Claim-by-Claim
AnalysisRevealsThat the ’577PatentCovers:1

|

ACL”
Functionality
ButDoes
NotCover
Filtered

Port Mirroring Functionality

C ***1;

As an initial matter, Arista did not dispute thatl

*

functionality that Dr. Almeroth found to be|

;__

JACL

'"" " ]sat1sﬁes

peachof the limitationsfoundin theassertedclaimsof the ’577patent,just as|::]
{::]

ACL”functionalitydid in the UnderlyingInvestigation. However,Arista disputedthat

ﬁltered port mirroring functionality satisﬁes the asserted claims of the ’577 patent.

1. Independent Claim 1 of the ’577 Patent Does Not Cover Filtered Port
Mirroring Functionality in Redesigned Switches
ﬁgure 22: Cisco’s Depiction of Limitations in Claim 1 of the ’577 patent

'577 Patent: Claim 1
—_——_-_—__ -*
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_ —___

1. A method, including the steps of maintaining a set o
access contriifpattérns tn at least oneassuciativc memory;
receiving a packet label responsive to a packet, said
packet label being sullicient to perform access control
vr¢'s¢.s§ins,f¢rs@i<1 packet;
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And
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Generating

‘

Access Result In

j

JX-9002 (‘S77 Patent) at Claim 1

Response ToMatch I
r--—-----it
Routing Decision In
Response to Access
Result

(CDX 9003C 41 (presented by Dr. Almeroth during the 2018 Hearing).).
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Filtered port mirroring was not speciﬁcally accused by Cisco in the Underlying
Investigation. (Cisco’s Pre-Hearing Statement (Underlying Investigation) (Doc. ID No. 566848

(Oct. 7, 2015)).). Arista does not dispute that ﬁltered port mirroring functionality found in
Redesigned Switches infringes claim l of the ’577 patent, assuming that such functionality
performs “access control.” (RBr. at 41-44.). Yet, because Cisco’s evidentiary showing in the

Underlying Investigation was not speciﬁcally drawn to ﬁltered port mirroring, a claim‘-by-claim

infringement analysis of ﬁltered port mirroring is warranted here.

i.

Step 1: “Amethod, including the steps of maintaining a set of
access control patterns in at least one associative'memory”

Absent “access control,” Cisco has met its burden of proving by a preponderance of the
evidence that the Redesigned Switches satisfy the “maintain a set of access control patterns”
limitation. Filtered port mirroring ACLs are created through the same “access list” command
described in the Underlying Investigation as the genesis of the infringing

_ _ ACLs. (Tr.

(Almeroth) at 123:9-25, 126:7-21 (2018 Hearing); JX-9024C at 7; CX-9201C at 109:1-9.).

Filtered port mirroring ACLs;

as the products found to infringe the ’577 patent

in Underlying Investigation. (ld.).

ii.

F

Step 2: “receiving a packet label responsive to a packet, said
packet label being sufﬁcient to perform access control processing

for saidpacket”

Absent “access control,” Cisco has met its burden of proving by a preponderance of the
evidence that the Redesigned Switches satisfy the “receiving a packet label” limitation. Arista’s

Redesigned Switches receive a packet label, responsive to a packet, that is sufﬁcient to perform
access control processing for said packets. (CX-9009C at 14; CX-9027 at 8-9; Tr. (Almeroth) at
126122-127110(2018 Hearing); IX-9024C at 3; CX-9130C at 1.).
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iii.

Step 3: “matching matchable information, said matchable
information being responsive to said packet label, With said set
of access controlpatterns in parallel, and generating a set of
matches in response thereto, each said match having priority
information associated therewith ”i


Absent “access control,” Cisco has met its burden of proving by a preponderance of the
evidence that the Redesigned Switches satisfy the “matching

in parallel” limitation. Arista‘s

Redesigned Switches match matchable information, responsive to the packet label, with said set
of access control patterns in parallel. (CX-9097C at 323; CX-9139C at 689; Tr. (Almeroth) at
127:11-17 (2018 Hearing); JX-9024C at 3; IX-9021C at 407.).

iv.

Step 4: “selecting at least one of said matches in response to
said priority information, and generating an access result in
response to said at least one selected match ”

Absent “access result," Cisco has met its burden of proving by a preponderance of the
evidence that the Redesigned Switches satisfy the “selecting

and generating an access result”

limitation. Arista’s Redesigned Switches select at least one of the matches in response to the
priority information. (CX-9010C at 17, 22; Tr. (Almeroth) at 127:18~128:3 (2018 Hearing); JX

9024C at 3; JX-9019C at 40.). Moreover, Arista’s redesigned products also generate a result in
response to the at least one selected match. (CX—9009Cat 9; CX-9189C at 71:13-17; Tr.

(Almeroth) at 128:4-14 (2018 Hearing); JX-9020 at 742; JX-9024C at 3.).

v.

Step 5: “making a routing-decision in response to said access
result”65

65See Certiﬁcate of Correction, dated 8/l2/O3 (correcting misspelling of "outing-decision" to routing
decision). (Marlcman Order at 8.).
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Absent “access result,” Cisco has not met its burden of proving by a preponderance of the
evidence that the Redesigned Switches satisfy the “making a routing decision” limitation.
Arista’s Redesigned Switches make a decision in response to said result. (CX-9027 at 8; CX—

9009C at 8; CX-9189C at 93:15-18; Tr. (Almeroth) at 128:15-129:1 (2018 Hearing); IX-9020 at
742; JX-9024C at 3.). However, the decision is whether to 1‘
___W__w_
decision regarding the

___ 1' p-

‘:1 of a packet, not a

H___I packet.

2. Dependent Claims 7, 9-10, and 15 of the ’577 Patent Do Not Cover
Filtered Port Mirroring Functionality in Redesigned Switches
Absent “access control” and “access result,” Cisco has met its burden of proving by a

preponderance of the evidence that the Redesigned Switches satisfy claims 7 and 9-10.
_

This was not a forgone conclusion because the only evidence that Cisco cited regarding

infringement of these claims by the Redesigned Switches amounts to a mere 15 lines of hearing
testimony from Dr. Almeroth in this Modiﬁcation Proceeding 2. (Tr. (Almeroth) at 129:2-17

(2018 Hearing).). In the testimony, Dr. Almeroth referenced “evidence I already presented about

the hardware and the chips ...,” without specifying when he presented the evidence. (Id.).
According to Arista, this showing fails “to properly analyze or to provide evidence and
testimony regarding the additional limitations of claims 9. 10, and 15.” (RBr. at '44 (citing
Dynacore Holdings Corp. v. U.S. Philips C0rp., 363 F.3d 1263, 1278 (Fed. Cir. 2004) (“It is well

settled that an expert's unsupported conclusion on the ultimate issue of infringement is
insufﬁcient to raise a genuine issuc of material fact, and that a party may not avoid that rule
simply by framing the expert's conclusion as an assertion that a particular critical claim
limitation is found in the accused device.”).).
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In response, Cisco retreated to the Underlying Investigation. In that Investigation,

Arista’s legacy switches were found to meet the additional limitations of these dependent claims.
(ID at 99.). Cisco contends that claims 7, 9, and 10 are directed to the operation of associative

memoryand that the associativememoryat issue here—::_:|in

the RedesignedSwitches.

These are unchanged from those found to infringe in the Underlying Investigation.’ (CRBr. at 46
(citing JX-9002 (’577 patent); Tr. (Almeroth) at 129:2-17 (2018 Hearing).).

Althoughthe evidencecited by Cisco does not supportits claim that ll‘l€|::]

in the

Redesigned Switches remain “unchanged,” it has offered evidence in this Modification

Proceeding 2 that ﬁltered port mirroring functionality uses the same infringing “parallel

matchingto accesscontrolpatternsin:1”

as was foundto infringein the ’577patent in the

Underlying Investigation. (Tr. (Almeroth) at l19:21-125:2O (2018 Hearing); CX~9lOOCat 870;

CX-9201C 109:1-9.). Thus, Cisco has provided sufficient proof from the Underlying

Investigation that the Redesigned Switches satisfy the additional limitation set forth in dependent
claims 7 and 9-10.

Cisco has not provided sufficient proof that the Redesigned Switches satisfy the
additional limitation set forth in dependent claim 15 that “said routing decision includes
permitting or denying access for said packet.” (JX-9002 (’577 patent) at 8:27-28.). For reasons

stated above in the discussion of the meanings of “access control” and “access result,” the port

mirroringfunctionality
inArista’sRedesigned
Switchesdoesnot

packetsfroma

sendertoadestination.
(Tr.(Black)
at311:22-3l2:8.).
Instead,
they:
because the ﬁltered port mirroring ACLs[

_f][**f ’

W f

' ____
,_'' _J.

([d.).

Thus, but for absence of claim terms “access control” and “access result,” Cisco has

Page 127 of 138

PUBLIC VERSION

proven by a preponderance of the evidence that the Redesigned Switches infringe dependent
claims 7 and 9-10 ofthe ’577 patent.

D.

Redesigned Switches D0 Not Infringe the ’577 Patent

Cisco asserted that Arista indirectly infringes the ’577 patent by inducing or contributing
to the direct infringement by its customers. (CBr. at 46-50.). As discussed below, the weight of

the evidence establishes that Arista does not indirectly infringe the ’577 patent.“
“Whoever actively induces infringement of a patent shall be liable as an infringer.” 35

U.S.C. § 27l(b). A patentee asserting a claim of inducement must show (i) that there has been

direct infringement and (ii) that the alleged infringer“knowingly induced infringement and '
possessed speciﬁc intent to encourage an0ther’s infringement.” Minnesota Mining & Mfg. C0. v.
Chemque, Inc., 303 F.3d 1294, 1304~05 (Fed. Cir. 2002). With respect to the direct infringement

requirement, the patentee “must either point to speciﬁc instances ‘ofdirect infringement or show
that the accused device necessarily infringes the patent in suit.” ACCO Brands, Inc. v. ABA
Locks Mfrs. C0., Ltd., 501 F.3d 1307, 1313 (Fed. Cir. 2007) (citation omitted). This requirement

may be shown by circumstantial evidence. Vita-Mix Corp. v. Basic Holding, Inc., 581 F.3d

1317, 1326 (Fed. Cir. 2009). “[A] ﬁnding of infringement can rest on as little as one instance of
the claimed method being performed during the pertinent time period.” Lucent Techs., Inc. v.
Gateway, Inc., 580 F.3d 1301, 1317 (Fed. Cir. 2009).

66Since the Redesigned Switches do not directly infringe the ’577 patent, there cannot be indirect
infringement of the ’577 patent. See In re Bill of Lading Transmission & Processing Sys. Pat. Litig., 681
F.3d 1323, 1333 (Fed. Cir. 2012).

__
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The Federal Circuit has held that “to prevail on contributory infringement in a Section
337 case, the complainant must show, inter alia, that: (1) there is an act of direct infringement in

violation of Section 337; (2) the accused device has no substantial non-infringing uses; and (3)

the accused infringer imported, sold for importation, or sold after importation within the United
States, the accused components that contributed to another’s direct inﬁingement.” Spansion, Inc.
v. International Trade Comm ’n, 629 F.3d 1331, 1353 (Fed. Cir. 2010). “[N]on-infringing uses

are substantial when they are not unusual, far-fetched, illusory, impractical, occasional, aberrant,
or experimental.” Vita-Mix, 581 F.3d at 1327. Section 271(0) also requires knowledge of the
existence of the patent that is infringed. Global-Tech Appliances, Inc. v. SEB S.A., 131 S.Ct.

2060, 2068 (2011).

1. Arista’s Customers D0 Not Directly Infringe the ’577 Patent
There is no evidence that Arista’s customers used Redesigned Switches to directly

infringethe’577patent.Thereisnoevidencethatanycustomereverused:3
[::___:_:]

ACLs”in RedesignedSwitches,notwithstandingDr.Almeroth’s“:]”

demonstrating the potential for such direct infringement. (Tr. (Black) at 297:20-299225; (RX

9001C (Sweeney Witness Statement) at Q/A 340-45.).
However, Cisco has demonstrated that Arista’s customers use]

l

| ACLs with

port mirroring on Arista’s Redesigned Switches. (Tr. (Almeroth) at 130:21-131 :16 (2018

Hearing).). Arista does not dispute this use. (Tr. (Black) at 300:5-313:1.). For example,

j

ACLs
withportmirroring.
(IX-9023C
at9-10;CPX-9101
atline

1709; CX-9201C at 113112-19;CX-9199C at 142:3-19.). Customer use of ﬁltered port mirroring

in Redesigned Switches is also shown by Arista’s limited production of customer support
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commtmications.(Tr.(Almeroth)at 131:8-16(2018Hearing);CX-9120Cat 1-4(:]);

CX-91l3C(i*'* - '

. I -

’]);CX-9l19C( ).).

Arista’s customers would directly infringe the ’577 patent if ﬁltered port mirroring were
found to practice “access control” and “access result.” See ePlus, Inc. v. Lawson Software, Inc.,

700 F.3d 509, 520 (Fed. Cir. 2012) (method claims require actual performance of every step of
the claim). As that is not the case here, Cisco has failed to prove by a preponderance of the

evidence that An'sta’s customers have directly infringed the ’577 patent using Redesigned
Switches.

'

2. Arista Does Not Induce or Contribute to Its Customers’ Direct
Infringement of the ’577Patent
While Arista certainly had knowledge of the ’577 patent, it is far from clear whether

Arista has the requisite intent to indirectly infringe the ’577 patent with Redesigned Switches.“
For the reasons set forth below, Arista lacked the requisite intent to indirectly infringe the ’577

patent withf‘

’*’ "

e'

-_'_ jACL” functionality. For several reasons, there is

evidence that Arista also lacked the requisite intent to indirectly infringe the ’577 patent with
port mirroring functionality.

67The ID in the Underlying Investigation found that Arista had knowledge of the ’577 patent as of
December 4, 2014. (ID at 108-1079.). With respect to Arista’s legacy switches, the ID and Commission
Opinion in the Underlying Investigation found that Arista indirectly infringed the ’577 patent both by
inducing and contributing to the direct infringement of others with speciﬁc intent and knowledge of
the ’577 patent. (Id. at 107; Commission Op. (FD) at 30-31.).

--
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~

The weight of the evidence demonstrates that Arista appears to have made a sincere

attempt
to]

ACLfunctionality
foundtoinfringe
intheUnderlying

Investigation. Accordingto its witnesses,Aristainvestedmorethan[:]

(including
its)

and$;

55*

person-hours

' | toredesign
its

products,
although
itisunclear
howmuchofthiseffortisattributable
to]
[:]

ACLs”becauseAristadoesnot provideevidenceregardinghow it apportionedits

redesign effort between the separate tasks oft ’

h

H

_ _ _ _ ___'_, _ _ _ _ __*____

|

___ﬂ| (RX-9001C (Sweeney Witness Statement) at Q/A 18, 241, 251; CX

9201C (Holbrook Dep.) at 24:2-5.).

Arista communicated changes in.its Redesigned Switches to its customers. (RX-9001C

(SweeneyWitnessStatement)at Q/A22-24,241.). In theRedesignedSwitches,C:
1:

ACL” functionalitywasnot supported,althoughitf

T T ' ’ ’ _' 'f____ ____ in

the Redesigned EOS, as Dr. Almeroth demonstrated. (Tr. (Black) at 293:15—295:23.). When

informed
ofDr.A1meroth’s
“I |,”Aristareleaseda newversionofEOSthat
[::::].

(Tr. (Black)at 297:9-19;RX-9001C(SweeneyWitnessStatement)at Q/A 347).

These actions are inconsistent with Cisco’s narrative that Arista was a company that knew of
[_ __

‘|[

5’ T’ ' ’ ’ _ [ACL” functionality inRedesigned Switches, in

violation of the ‘S77 patent. See Fujitsu Ltd. v. LG Elecs., 620 F.3d 1321, 1320 (Fed. Cir. 2010)

(for contributory infringement, speciﬁc intent requires knowledge that the “acts constituted
infringement”); Commil USA,LLC v. Cisco Systems, Inc., 720 F.3d 1361, 1367 (Fed. Cir. 2013),

aﬂ'd and vacated inpart on other grounds, 135 S.Ct. 1920, 1926¢28(2015) (speciﬁc intent

requirement for inducement necessitates a showing that he knew that his actions would induce

actual direct infringement).

'
I
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Moreover, Cisco failed to demonstrate that Arista possessed the requisite intent for

indirectinfringement
withrespecttotheuseof:::::]

ACL”functionality
in

Redesigned
Switches.Ciscocontended
thatAristaencouraged
customers
to
l

' _____

’

_

__1_

"f],”

without

specifying whether and to what extent this allegation pertains to the Redesigned Switches. (CBr.

at 48 (citing (Tr. (Almeroth) at l3l:l7-132:5; CX~9129at 1; JX-9020 at 375).). Arista’s refusal

toproduce
customer
commtmications
withrespect
totheiruseof]

ACL”

functionality does create an adverse inference that Arista communicates with its customers

regarding
waystouse]

ACL”functionality.
Yet,asexplained
above,this

inference applies only to legacy switches. The lack of evidence that Arista’s customers used

[:::

ACL”functionality
inRedesigned
Switches
beliesCisco’s
suggestion

that “Arista’s customers possess a high level of technological sophistication such that any

engineer who is following Arista’s instruction cant ,_ __

**1.”

(Tr. (Almeroth) at 114: 17-23, 116:1-117:8; JX- 9017 (Arista Parser 101) at 1.). There is no

evidence of the level .of sophistication of Arista’s customers of its Redesigned Switches.
Therefore, Cisco’s broad conclusion is unsupported.

The weight of the evidence also demonstrates that Arista did not possess the requisite
intent for customers to indirectly infringe the ’577 patent with respect to ﬁltered port mirroring
functionality in Redesigned Switches. See Global-Tech, 131 S.Ct. at 206.8(synchronizing the

knowledge requirement for contributory and induced infringement and holding that “induced

infringement under § 27l(b) requires knowledge that the induced acts constitute patent
infringement”); DSUMed. Corp. v. JMS C"0.,471 F.3d 1293, 1307 (Fed. Cir. 2006) (upholding
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jury’s verdict of no induced infringement based on evidence that the defendant believed that its

product does not inﬁinge).

There is no disputethat Arista knowinglyencouragedits customersto use["__f'__::']
ACLs with port mirroring on Arista’s Redesigned Switches. (Tr. (Almeroth) at 132:6-14 (2018
Hearing); JX—9020at 742; CX-9121C at 1.). However, Arista appears to have done so with a

good-faith belief that ﬁltered port mirroring do not inﬁinge. Arista presented compelling

evidence that persons of ordinary skill in the art viewed ﬁltered port mirroring as fundamentally
diﬂerent from “access control.” (Tr. (Black) at 303:l 6-304:8; RX-9001C (Sweeney Witness
Statement) at Q/A 240; JX-9023C (Maltz Decl.) at 2; RDX-9000C-8 (Cisco materials

distinguishing between the use of the term ACL and access control).). At the close of the
Underlying Investigation, AristaL

functionalityandL~#H_k
L

_

_'1[

__r V

g

T

#M_:v::]
__

W’ ’ "_"

_ ]ACL"

fromits RedesignedSwitchesoutof
’ *1. (RX-900lC(SweeneyWitness

Statement) at Q/A 361-363.). Yet, Aristaieft ﬁltered port minoring untouched, suggesting that

Atista did not consider it capable of infringing.

Cisco did not speciﬁcally accuse ﬁltered port mirroring of infringement in the Underlying
Investigation, as required by Ground Rule 11.2. Instead of clearly explaining its reasoning for
this omission, as shown below in Figure 23, Cisco modiﬁed an infringement demonstrative from

the Underlying Investigation to include for the ﬁrst time a mention of ﬁltered port mirroring.
(CDX-9003C-8.).
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Figure 23: Cisco’s Depiction ofl_

W WV
_M

_1ACL” Inﬁingement

'

(CDX-9003C-8 (modiﬁed aﬁer the Underlying Investigation to accuse ﬁltered port mirroring in
this Modiﬁcation Proceeding 2, presented by Dr. Almeroth during the 2018 Hearing).).

Dr. Almeroth testiﬁed about this alteration:

Q:

Q:

And I think you described it as ademonstrative you had showed in the
underlying investigation; right?
y
I was very clear that the underlying slide was without the red circle and
then the blue bubbles on the leﬂ side with the arrows.
Okay. So the blue bubbles were added; right?
.

A:

Yes.

Q:

You'll agree with me that the orignal slide didn't have any of these blue
bubbles on it?
That's correct.
Didn't mention port mirroring?
It did not speciﬁcally mention port mirroring.

A:

A:
Q:
A:

~

(Tr. (Almeroth) at 132:6-I4 (2018 Hearing).).
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Any attempt by Cisco now to shoehom ﬁltered port mirroring into the umbrella category

of infringingtfii

X7
M

ACL” functionality, to prove Arista’s intent to infringe, is

at odds with this ID’s ﬁnding that ﬁltered port mirroring does not infringe the ’577 patent.

Arista’s behavior, documented in the evidentiary record, evinces a sincere belief that ﬁltered port
mirroring does not infringe the ‘577 patent. "

For these reasons, Cisco has not proven by a preponderance of the evidence that Arista

possesses the intent to indirectly infringe the ’577 patent by inducing or contributing to direct

infringement by its customers. This is because of Arista’s good-faith belief that ﬁltered port

mirroringdidnotinfringethe’577patent,andArista’sdiligencein
_ '_

A

ACL” functionality in the Redesigned Switches. This conclusion holds

regardless of whether Arista customers are found to have directly infringed the ’577 patent on

review by using the accused filtered port mirroring ftmctionality.

VI.

I

CONCLUSIONS OF FACT OR LAW

_

1.

The Commission has personal jurisdiction over the parties and subject matter and
in rem jurisdiction over the Redesigned Switches.

2.

Arista’s Redesigned Switches have been imported into the United States.

3.

In the alternative, if the Commission does not adopt the Federal Circuit Court’s
Februaryl4, 2018 summary afﬁrmance that the asserted claims of U.S. Patent No.
7,224,668 (“the ’668 patent) are invalid, the analysis reﬂected in this decision is
that Cisco has proven by a preponderance of the evidence that Arista’s
Redesigned Switches infringe asserted claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 55, 56,
and 64 of the ’668 patent.

4.

Cisco has not proven by a preponderance of the evidence that the Redesigned
Switches infringe asserted claims 1, 7, 9, 10, and 15 of U.S. Patent No. 6,377,577.

5.

In the event the Commission does not adopt the Federal Circuit Court’s
Febn1aryl4, 2018 summary afﬁrmance that the asserted claims of the ’668 patent
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are invalid, Cisco has proven that Arista has violated Section 337 of the Tariff Act
of 1930, as amended.
This Initial Determination’s failure to discuss any matter raised by the Parties, or any

portion of the record, does not indicate that it has not been considered. Rather, any such

matter(s) or portion(s) of the record has/have been determined to be irrelevant, immaterial or
meritless. Arguments made on brief which were otherwise unsupported by record evidence or
legal precedent have bcen accorded no weight.

VII.

RECOMMENDED DETERMINATION ON REMEDY
The Commission’s Rules provide that subsequent to an'Initial Determination on the

question of violation of Section 337 of the Tariff Act of 1930, as amended, 19 U.S.C. § 1337, the

Administrative Law Judge shall issue a recommended determination containing ﬁndings of fact
and recommendations concerning: (1) the appropriate remedy in the event that the Corrnnission

ﬁnds a violation of Section 337; and (2) the amount of bond to be posted by respondents during
Presidential review of Commission action under Section 337(j). See 19 C.F.R.
§ 210.42(a)(1)(ii).

This decision recommends that the currently enforced Limited Exclusion Order (“LEO”)
and the Cease and Desist Order (“CDO”) issued against Arista be modiﬁed or rescinded with
respect to U.S. Patent No. 6,377,577.

This decision recognizes that notwithstanding that Cisco is unlikely to win on the merits
that claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 56, and 64 of the ’668 patent are not invalid, the

Commission Rules provide that the legal status of the claims at issue will not change unless and
until the United States Patent and Trademark Ofﬁce issues a certiﬁcate cancelling the claims
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following the exhaustion of all appeals. 35 U.S.C. § 318 (“If the Patent Trial and Appeal Board

issues a ﬁnal decision under subsection (a) and the time for appeal has expired or any appeal has

terminated, the Director shall issue and public a certiﬁcate cancelling any claim of the patent
ﬁnally determined to be unpatentable. . .). Consequently, this decision recommends that the

currently enforced LEO and CDO issued against Arista be modiﬁed to include the Redesigned
Switches.

VIII. INITIAL DETERMINATION
It is my Initial Determination on Violation of Section 337 that Arista Networks, Inc. has
violated Section 337 of the Tariff Act of 1930, as amended, by importing into the United States,

selling for importation, or selling within the United States aﬂer importation certain network
devices, related soﬁware, and components thereof, because PDP and PEAC functionalities
contained within Arista’s Redesigned Switches infringe claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 55, 56,

and 64 of U.S. Patent No. 7,224,668.

I

It is my Initial Determination on Violation of Section 337 that Arista Networks, Inc. has

not violated Section 337 of the Tariff Act of 1930, as amended, because Arista’s Redesigned
Switches do not infringe claims 1, 7, 9, 10 and 15 ofU.S. Patent No. 6,377,577.

This decision is certiﬁed to the Commission. All orders and documents, ﬁled with the
Secretary, including the exhibit lists enumerating the exhibits received into evidence in this
Investigation, that are part of the record, as deﬁned in 19 C.F.R. § 210.38(a),-are not certiﬁed,

since they are already in the Commissi0n’s possession in accordance with Commission Rules.
See 19 C.F.R. § 210.38(a). In accordance with 19 C.F.R. § 210.39(c), any material found to be

conﬁdential by the undersigned under 19 C.F.R. § 210.5 is to be given in camera treatment.
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After the Parties have provided proposed redactions of conﬁdential business information
(“CB1”) that have been evaluated and accepted,,the Secretary shall serve a public version of this

ID upon all paities of record. The Secretary shall serve a conﬁdential version upon counsel who
are signatories to the Protective Order (Order No. 1) issued in this Investigation.
Pursuant to 19 C.F.R. § 21O.42(h), this Initial Determination shall become the

determination of the Commission unless a party ﬁles a petition for review pursuant to 19 C.F.R.
§ 21O.43(a) or the Commission, pursuant to 19 C.F.R. § 210.44, orders on its own motion a

review of the Initial Determination or certain issues therein.
Within fourteen (14) days of the date of this document, each party shall submit to the

Ofﬁce of Administrative Law Judges a joint statement regarding whether they seek to have any
portion of this document deleted from the public version. The parties’ submission shall be made

by hard copy and must include a copy of this Initial Determination on Violation with red

brackets indicating any portion asserted to contain conﬁdential business information to be

deleted from the public version. The parties’ submission shall also include an index identifying
the pages of this document where proposed redactions are located. The parties’ submission

concerning the public version of this document need not be ﬁled with the Commission Secretary

SO ORDERED.

'

Maryloié %cNamara
I
Administrative Law Judge
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APPENDIX A

Agreed Upon and Construed Claim Constructions
I.

Claim Constructions of the ’577 Patent
A.

Agreed Terms

Agreed Construction

Term(s)
Preamble, ’577 patent, claim 1

The parties agreed, and it has been construed, that the
preamble is not limiting to the extent the preamble is “A
method including the steps of.” To the extent the
preamble also includes, “maintaining a set of access
control patterns in at least one associative memory,” the
preamble is limiting. (Markman Order at 12.).

“A method, including the steps of
maintaining a set of access control
patterns in at least one associative
memory”

The parties agreed, and it has been construed, that “A
method, including the steps of maintaining a set of access
control pattems in at least one associative memory,” as it
is used in the ’577 patent need no further construction,
given the previously-agreed constructions of “access
control patterns” and “associative memory,” as well as
the parties agreed-upon views as to the preamble. (SBr.
at S; CBr.II., Attach. I at 6.).

“associative memory”

The parties agreed, and it has been construed, that '
“associative memory,” as it is used in the ’577 and ’853
patents has its plain and ordinary meaning. (Markman
Order at 12.).

“a hardware content-associative
memory”

The parties agreed, and it has been construed, that
“hardware content-associative memory,” as it is used in
the ’577 patent means “a content addressable memory.”
(SBr. at 5; CBr.II, Attach. I at 7.).

C

“temary content-associative
memory”

The parties agreed, and it has been construed, that
“ternary content-associative memory,” as it is used in the
’577 patent means “a ternary content addressable
memory.” (illarkrnan Order at 12.).

“access control”

The parties agreed, and it has been construed, that
“access control,” as it is used in the ’577 and ’853 patents
i

PUBLIC VERSION

has its plain and ordinary meaning. (Markman Order at
12.).

“matchable information”

The parties agreed, and it has been construed, that
“matchable information,” as it is used in the ’577 and
’853 patents has its plain and ordinary meaning.
(Markman Order at 12.).

“said packet label being sufﬁcient TO
perform access control processing
for said packet”

The parties agreed, and it has been construed, that “said
packet label being sufﬁcicnt to perform access control
processing for said packet,” as it is used in the ’853
patent has its plain and ordinary meaning. (Markman
Order at 12.).

“forwarding pennission”

The parties agreed, and it has been construed, that
“forwarding permission,” as it is used in the.’853 patent
has its plain and ordinary meaning. (Markman Order at
12.).

B.

Construed Terms

Construed Construction

Term(s)
Claims 1 and 9 of the ’577 Patent;
Claim 46 ofthe ’853 Patent
“responsive to”

“Responsive to” has been construed to have its plain and
ordinary meaning, including, but not limited to, “based
on” or “derived from.” (Markman Order at 20;
Complainant’s Opening Claim Construction Br. at 14
(May 15, 2015); Respondent’s Initial Claim Construction
Br. at 8 (May 15, 2015); Staffs Initial Claim
Constniction Br. at 9 (May 22, 2015).). _

Claim 63
specifier”

“Access control speciﬁer” has been construed to mean “a
speciﬁer that includes information for matching with a
packet and that may indicate, or aid in indicating, an
access result.” (Markman Order at 32.).
,

II.

"access control

Claim Constructions of the ’668 Patent
A.

Agreed Terms
ii
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Term(s)

Claim 3— “information implicit to
the packets ”

B.

Agreed Construction

i

The parties agreed, and it has been construed, that
.
“infonnation implicit to the packets,” as it is used in the
’668 patent, should have its plain and ordinary meaning
(Markman Order at 52.).

Construed Terms

Construed Construction

Term(s)

Claim 1—“speciﬁc, predetermined
physical ports ”

“Speciﬁc, predetermined physical ports” does not
require construction and should have its plain and
ordinary meaning.“ (Markman Order at 59.).

Claim 1 “independent of the physical
port interfaces and services applied
thereto”/“independent of the individual
physical port interface conﬁguration

“lndependent of the physical port interfaces and
services applied thereto” and “independent of the
individual physical port interface conﬁguration and
port services applied thereto” have their plain and
ordinary meanings. (Markman Order at 63).

and port services applied thereto”

63Under the broadest reasonable interpretation of “speci'f ic, pre determined p oits,” the PTAB construed
the term to “encompass[] all po rts 0 fth e networkin g device, and is not limited to a subset of the ports.”
(IPR20l6-00309, Paper 8 at 8 (June ll, 2016).).

i
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APPENDIX B

Hardware/Software Combinations for Arista’s Legacy and Redesigned Switches
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CERTAIN NETWORK DEVICES, RELATED SOFTWARE
AND COMPONENTS THEREOF (II)

Inv. No. 337~TA-945
(Modiﬁcation Proceeding)
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Adam R. Alper, Esq.
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San Francisco, CA 94104
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B611C. Reisel‘, Esq.

LATHAM & VVATKINSLLP
555 Eleventh Street, NW, Suite 1000
Washington, DC 20004

[1 Via Hand Delivery
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U N I T E D STATES I N T E R N A T I O N A L T R A D E C O M M I S S I O N
Washington, D . C .

In the M a t t e r of
CERTAIN N E T W O R K DEVICES,
RELATED SOFTWARE AND
COMPONENTS THEREOF (II)

Investigation No. 337-T A-945

NOTICE OF C O M M I S S I O N F I N A L D E T E R M I N A T I O N OF V I O L A T I O N
O F S E C T I O N 337; T E R M I N A T I O N O F I N V E S T I G A T I O N ;
ISSUANCE OF L I M I T E D E X C L U S I O N ORDER A N D CEASE A N D DESIST ORDER
AGENCY:

U.S. International Trade Commission.

ACTION:

Notice.

S U M M A R Y : Notice is hereby given that the U.S. International Trade Commission has found a
violation o f section 337 o f t h e T a r i f f Act o f 1930, as amended, 19 U.S.C. § 1337 ("section 337")
in the above-captioned investigation. The Commission has determined to issue a limited
exclusion order. The investigation is terminated.
F O R F U R T H E R I N F O R M A T I O N C O N T A C T : Megan M . Valentine, Office o f t h e General
Counsel, U.S, International Trade Commission, 500 E Street, S.W., Washington, D.C. 20436,
telephone (202) 708-2301. Copies o f non-confidential documents filed in connection w i t h this
investigation are or w i l l be available for inspection during official business hours (8:45 a.m. to
5.T5 p.m.) i n the Office o f the Secretary, U.S. International Trade Commission, 500 E Street,
S.W., Washington, D.C. 20436, telephone (202) 205-2000. General information concerning the
Commission may also be obtained by accessing its Internet server at htips://ww\v.usilc.gov.
The
public record for this investigation may be viewed on the Commission's electronic docket (EDIS)
at hltps://edis. usitc.gov. Hearing-impaired persons are advised that information on this matter can
be obtained by contacting the Commission's T D D terminal on (202) 205-1810.
S U P P L E M E N T A R Y I N F O R M A T I O N : The Commission instituted this investigation on
January 27, 2015, based on a Complaint filed by Cisco Systems, Inc. o f San Jose, California
("Cisco"). 80 FR4313-14 (Jan. 27, 2015). The Complaint alleges violations o f section337 o f
the T a r i f f Act o f 1930, as amended, 19 U.S.C. § 1337, i n the sale for importation, importation,
and sale within the United States after importation o f certain network devices, related software
and components thereof by reason o f infringement o f certain claims o f U.S. Patent Nos.
7,023,853; 6,377,577; 7,460,492; 7,061,875; 7,224,668; and 8,051,211. The Complaint further
alleges the existence o f a domestic industry. The Commission's Notice o f Investigation named
Arista Networks, Inc. o f Santa Clara, California ("Arista") as respondent. The Office o f Unfair
Import Investigations ("OUII") was also named as a party to the investigation. The Commission
previously terminated the investigation i n part as to certain claims o f the asserted patents. Order

No. 38 (Oct. 27, 2015), unreviewed Notice (Nov. 18, 2015); Order No. 47 (Nov. 9, 2015),
unreviewed Notice (Dec. 1, 2015).
On December 9, 2016, the A L J issued her Final I D , finding a violation o f section 337
with respect to claims 1, 7, 9, 10, and 15 o f t h e '577 patent; and claims 1, 2, 4, 5, 7, 8, 10, 13, 18,
56, and 64 o f the '668 patent. The A L J found no violation o f section 337 with respect to claim 2
o f the '577 patent; claims 46 and 63 o f the '853 patent; claims 1,3, and 4 o f the '492 patent;
claims 1-4, and 10 o f the '875 patent; and claims 2, 6, 13, and 17 o f the '211 patent.
In particular, the Final I D finds that Cisco has shown by a preponderance o f the evidence
that the accused products infringe asserted claims 1, 7, 9, 10, and 15 o f the '577 patent; and
asserted claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 56, and 64 o f the '668 patent. The Final I D finds that
Cisco has failed to show by a preponderance o f the evidence that the accused products infringe
asserted claim 2 o f the '577 patent; asserted claims 46 and 63 o f t h e '853 patent; asserted claims
1, 3, and 4 o f the '492 patent; asserted claims 1-4, and 10 o f the '875 patent; and asserted claims
2, 6, 13, and 17 o f t h e '211 patent.
The Final I D also finds that assignor estoppel bars Arista f r o m asserting that the '577
and '853 patents are invalid. The Final I D finds, however, that i f assignor estoppel did not apply,
Arista has shown by clear and convincing evidence that claims 1, 7, 9, 10, and 15 o f the '577
patent and claim 46 o f the '853 patent are invalid as anticipated by U.S. Patent No. 5,920,886
("Feldmeier"). The Final I D further finds that Arista has failed to show by clear and convincing
evidence that any o f the remaining asserted claims are invalid. The Final I D also finds that
Arista has not proven by clear and convincing evidence that Cisco's patent claims are barred by
equitable estoppel, waiver, implied license, laches, unclean hands, or patent misuse.
The Final I D finds that Cisco has satisfied the economic prong o f the domestic industry
requirement for all o f the patents-in-suit pursuant to 19 U.S.C. § 337(A), (B), and (C). The Final
I D finds, however, that Cisco has failed to satisfy the technical prong o f t h e domestic industry
requirement with respect to the '875, '492, and '211 patents. The Final I D finds that Cisco has
satisfied the technical prong with respect to the '577, '853, and '668 patents.
The Final I D also contains the ALJ's recommended determination on remedy and
bonding. The A L J recommended that the appropriate remedy is a limited exclusion order with a
certification provision and a cease and desist order against Arista. The A L J recommended the
imposition o f a bond o f five (5) percent during the period o f Presidential review.
On December 29, 2016, Cisco, Arista, and O U I I each filed petitions for review of various
aspects o f the Final ID. On January 10, 2017, Cisco, Arista, and O U I I filed responses to the
various petitions for review.
On January 11, 2017, Cisco and Arista each filed a post-RD statement-on the public • •
interest pursuant to Commission Rule 210.50(a)(4). N o responses were filed by the public i n
response to the post-RD Commission Notice issued on December 20, 2016. See Notice o f
Request for Statements on the Public Interest (Dec. 20, 2016); 81 FR 95194-95 (Dec. 27, 2016).
On March 1, 2017, the Commission determined to review the Final I D i n part. Notice o f
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Review (Mar. 1, 2017); 82 FR 12844-47 (Mar. 7, 2017).
W i t h respect to the '577 patent, the Commission determined to review the Final I D ' s
finding that Arista has indirectly infringed the '577 patent by importing Imported Components,
as referenced at page 110 i n the Final I D . The Commission also determined to review the Final
I D ' s finding that Arista's post-importation direct infringement camiot alone support a finding o f
violation o f section 337. The Commission further determined to review the Final I D ' s finding
that Feldmeier anticipates claims 1, 7, 9, 10, and 15 o f the '577 patent.
W i t h respect to the '853 patent, the Commission determined to review the Final I D ' s
claim construction findings with respect to claim elements (c), (d), and (f) o f claim 46. The
Commission also determined to review the Final I D ' s findings concerning direct and indirect
infringement regarding the '853 patent. The Commission further determined to review the Final
ID's finding that assignor estoppel applies to validity challenges based on indefiniteness. The
Commission also determined to review the Final I D ' s finding that Feldmeier does not anticipate
claim 46.
W i t h respect to the '875 and '492 patents, the Commission determined to review the
Final I D ' s finding o f no direct infringement and the related finding o f no indirect infringement.
The Commission also determined to review the Final I D ' s finding that Cisco has failed to satisfy
the technical prong o f the domestic industry requirement w i t h respect to the '875 and '492
patents.
With respect to the '668 patent, the Commission determined to review the Final I D ' s
finding o f direct infringement and the Final I D ' s finding o f indirect infringement, in particular as
concerns Arista's importation o f Imported Components.
With respect to the '211 patent, the Commission determined to review the Final I D ' s
finding that Cisco has failed to satisfy the technical prong with respect to claims 1 and 12 o f
the '211 patent, including the Final I D ' s finding that claims 1 and 12 are invalid.
The Commission determined not to review the remaining issues decided i n the Final I D .
The Commission also requested briefing f r o m the parties on nine questions concerning
the issues under review, as well as remedy, the public interest, and bonding. See Notice o f
Review at 4-5; 82 FR at 12845-46.
On March 15, 2017, the parties submitted initial briefing i n response to the notice o f
review. On March 24, 2017, the parties filed response submissions.
Having examined the record o f this investigation, including the Final I D , the petitions for
review, the responses thereto, and the parties' submissions on review, the Commission has
determined to find that a violation o f section 337 has occurred w i t h respect to the asserted claims
o f t h e '577 and '668 patents.
Specifically, w i t h respect to the '577 patent, the Commission did not review the Final
ID's finding that all o f Arista's Accused A C L Products directly infringe claims 1, 7, 9-10, and 13
o f the '577 patent. The Commission has determined to a f f i r m the Final I D ' s finding that Arista
3

induces infringement o f t h e '577 patent by importing both the Blank Switches and Imported
Components (as defined at Final I D at 110 and Respondent Arista Networks Inc.'s Petition for
Review o f t h e Initial Determination on Violation o f Section 337 (Dec. 29, 2016) at 77, 80). The
Commission has further determined to a f f i r m the Final I D ' s finding that Arista contributorily
infringes by importing the Blank Switches. The Commission has determined not to reach the
issue o f whether Arista contributorily infringes the asserted claims o f the '577 patent by
importing the Imported Components. Based on the Final ID's unreviewed finding that assignor
estoppel applies with respect to the '577 patent, the Commission has determined not to reach the
issue o f whether Feldmeier anticipates the '577 patent.
W i t h respect to the '668 patent, the Commission has determined to a f f i r m the Final I D ' s
finding that several variations o f the'668 Accused Products—including Control-Plane Access
Control List, Control Plane Policing, and non-configurable Per-Input Port Control Plane Policing
("PiP CoPP")—infringe asserted claims 1, 2, 4, 5, 7, 8, 10, 13, 56, and 64 o f t h e '668 patent, and
to a f f i r m with modification the Final I D ' s finding that the variation including configurable PiP
CoPP infringes those claims, to supply the Commission's reasoning. W i t h respect to claim 64,
the Commission has determined to a f f i r m with modification the Final I D ' s finding o f
infringement with respect to claim 64 to correct a misstatement i n the Final I D . The
Commission has also determined to a f f i r m the Final I D ' s finding that Arista induces
infringement of the asserted claims o f the '668 patent by importing f u l l y assembled Blank
Switches and the Imported Components. The Commission has further determined to a f f i r m the
Final I D ' s finding that Arista contributorily infringes asserted claims 1, 2, 4, 5, 7, 8, 10,13, 56,
and 64 by importing f u l l y assembled Blank Switches. The Commission has determined not to
reach the issue o f whether Arista contributorily infringes the asserted claims o f the '668 patent
by importing the Imported Components.
The Commission has determined to find no violation o f section 337 with respect to the
remaining asserted claims o f the '853, '875, '492, and '211 patents.
Specifically, with respect to the '853 patent, the Commission has determined to a f f i r m
with modification, to supply the Commission's reasoning, the Final ID's finding that Arista's
Accused A C L Products do not directly infringe claim 46, and to a f f i r m the Final I D ' s finding
that Arista does not directly infringe claim 63 o f the '853 patent. Accordingly, the Commission
has determined to a f f i r m the Final I D ' s finding o f no indirect infringement with respect to those
claims. Based on the Final ID's unreviewed finding that assignor estoppel applies with respect
to the '853 patent, the Commission has determined not to reach the issue o f whether Feldmeier
anticipates the '853 patent.
W i t h respect to the '875 and '492 patents, the Commission has determined to a f f i r m w i t h
modification the Final I D ' s finding of no infringement o f the asserted claims and that Cisco has
failed to satisfy the technical prong o f the domestic industry requirement.
With respect to the '211 patent, the Commission did not review the Final I D ' s finding o f
no infringement with respect to the asserted claims o f the '211 patent. The Commission has also
determined to vacate the Final I D ' s finding w i t h respect to the validity o f claims 1 and 12 o f
the '211 patent, and declines to reach the technical prong issue.
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The Commission has determined that the appropriate form o f relief is a limited exclusion
order under 19 U.S.C. § 1337(d)(1), prohibiting the unlicensed entry o f network devices, related
software and components thereof that infringe any o f claims 1, 7, 9, 10, and 15 o f the '577 patent;
and claims 1, 2, 4, 5, 7, 8, 10,13, 18, 56, and 64 o f the '668 patent, and an order that Arista cease
and desist from importing, selling, marketing, advertising, distributing, transferring (except for
exportation), soliciting United States agents or distributors, and aiding or abetting other entities
in the importation, sale for importation, sale after importation, transfer (except f o r exportation),
or distribution o f certain network devices, related software and components thereof that infringe
any o f claims 1, 7, 9, 10, and 15 o f the '577 patent; and claims 1, 2, 4, 5, 7, 8,10, 13, 18, 56, and
64 o f t h e ' 6 6 8 patent.
The Commission has determined that the public interest factors enumerated i n section
337(d) and ( f ) , 19 U.S.C. § 1337(d) and ( f ) , do not preclude the issuance o f the limited exclusion
order or cease and desist order. The Commission has determined that bonding at five (5) percent
of the entered value o f the covered products is required during the period o f Presidential review,
19 U.S.C. § 1337(j).
The Commission's order and opinion were delivered to the President and the United States
Trade Representative on the day o f their issuance.
The investigation is terminated.
The authority for the Commission's determination is contained in section 337 o f the
T a r i f f Act o f 1930, as amended (19 U.S.C. § 1337), and i n Part 210 o f t h e Commission's Rules
ofPractice and Procedure (19 C.F.R. Part 210).
B y order o f the Commission.

Lisa R. Barton
Secretary to the Commission
Issued: May 4, 2017
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UNITED STATES INTERNATIONAL TRADE COMMISSION
WASHINGTON, D.C.
I n the M a t t e r of
CERTAIN N E T W O R K DEVICES,
RELATED SOFTWARE AND
COMPONENTS THEREOF (II)

Investigation No. 337-TA-945

L I M I T E D EXCLUSION ORDER

The United States International Trade Commission ("Commission") has determined
that there is a violation o f section 337 o f the T a r i f f Act o f 1930, as amended (19 U.S.C. §
1337), i n the unlawful importation, sale for importation, or sale within the United States after
importation by Respondent Arista Networks, Inc. o f Santa Clara, California ("Arista") o f
certain network devices, related software and components thereof covered by one or more o f
claims 1, 7, 9, 10, and 15 o f U.S. Patent No. 6,377,577 ("the '577 patent"); and asserted claims
1, 2, 4, 5, 7, 8, 10, 13, 18, 56, and 64 o f U.S. Patent No. 7,224,668 ("the '668 patent")
("Asserted Patents").
Having reviewed the record i n this investigation, including the written submissions o f
the parties, the Commission has made its determination on the issues o f remedy, public
interest, and bonding. The Commission has determined that the appropriate form o f relief is a
limited exclusion order prohibiting the unlicensed entry o f certain covered network devices,
related software and components thereof manufactured by or on behalf o f Arista or any o f
their affiliate companies, parents, subsidiaries, licensees, or other, related business entities, or.
their successors or assigns.
The Commission has also determined that the public interest factors enumerated i n

19 U.S.C. § 1337(d) do not preclude the issuance o f t h e limited exclusion order, and that the
bond during the period o f Presidential review shall be in the amount o f five (5) percent o f the
entered value o f the covered products.
Accordingly, the Commission hereby O R D E R S that:
1.

Network devices, related software and components thereof covered by one or
more o f claims 1, 7, 9, 10, and 15 o f the '577 patent; and claims 1, 2, 4, 5, 7, 8,
10, 13, 18, 56, and 64 o f the '668 patent that are manufactured abroad by, or on
behalf of, or imported by or on behalf o f Arista, or any o f their affiliated
companies, parents, subsidiaries, agents, or other related business entities, or
their successors or assigns, are excluded f r o m entry for consumption into tinUnited States, entry f o r consumption f r o m a foreign-trade zone, or withdrawal
f r o m a warehouse for consumption, for the remaining terms o f t h e patents,
except under license o f the patent owner or as provided by law, and except for
service or repair articles imported for use in servicing or repairing network
devices under warranty or service contracts, for identical articles, that existed as
of the date o f this Order.

2.

Notwithstanding paragraph 1 o f this Order, the aforesaid network devices,
related software and components thereof are entitled to entry into the United
States for consumption, entry f o r consumption f r o m a foreign trade zone, or
withdrawal f r o m a warehouse f o r consumption, under bond i n the amount o f five

. .

..

(5) percent o f t h e entered value o f t h e covered products .pursuant to subsection . .
(j) o f Section 337 o f t h e T a r i f f Act o f 1930, as amended (19 U.S.C. § 1337(j)),
and the Presidential Memorandum for the United States Trade Representative o f
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July 21, 2005 (70 Fed. Reg. 43,251), from the day after this Order is received by
the United States Trade Representative, and until such time as the United States
Trade Representative notifies the Commission that this action is approved or
disapproved but, in any event, not later than sixty (60) days after the receipt o f
this Order.
3.

A t the discretion o f U.S. Customs and Border Protection ("CBP") and pursuant
to the procedures it establishes, persons seeking to import network devices,
related software and components thereof that are potentially subject to this Order
may be required to certify that they are familiar w i t h the terms o f this Order, that
they have made appropriate inquiry, and thereupon state that, to the best o f their
knowledge and belief, the products being imported are not excluded f r o m entry
under paragraph 1 o f this Order. A t its discretion, CBP may require persons who
have provided the certification described i n this paragraph to furnish such
records or analyses as are necessary to substantiate this certification.

4.

In accordance with 19 U.S.C. § 1337(1), the provisions o f this Order shall not
apply to network devices, related software and components thereof that are
imported by or for the use o f t h e United States, or imported for and to be used
for, the United States w i t h the authorization or consent of the Government.

5.

The Commission may m o d i f y this Order i n accordance with the procedures
described i n Rule 210.76 o f t h e Commission's Rules ofPractice and Procedure
(19. C.F.R. §.210.76).. .

6.

.

...

..

The Secretary shall serve copies o f this Order upon each party o f record i n this
Investigation and CBP.
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7.

Notice o f this Order shall be published in the Federal

Register.

B y order o f the Commission.

Lisa R. Barton
Secretary to the Commission
Issued: May 4, 2017
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UNITED STATES INTERNATIONAL T R A D E COMMISSION
WASHINGTON, D.C.

In the Matter of
C E R T A I N NETWORK D E V I C E S , R E L A T E D
SOFTWARE AND COMPONENTS
T H E R E O F (II)

Investigation No. 337-TA-945

C E A S E AND DESIST O R D E R
I T IS HEREBY O R D E R E D T H A T RESPONDENT Arista Networks, Inc. of Santa
Clara, California 95054 ("Arista") cease and desist from conducting any of the following
activities in the United States: importing, selling, marketing, advertising, distributing, transferring
(except for exportation), soliciting United States agents or distributors, and aiding or abetting
other entities in the importation, sale for importation, sale after importation, transfer (except for
exportation), or distribution of certain network devices, related software and components thereof
covered by one or more of claims 1, 7, 9, 10, and 15 of U.S. Patent No. 6,377,577 ("the '577
patent"); and claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 56, and 64 of U.S. Patent No. 7,224,668 ("the '668
patent") in violation of Section 337 ofthe Tariff Act of 1930, as amended (19 U.S.C. § 1337).

I.
Definitions
As used in this Order:
(A)

"Commission" shall mean the United States International Trade Commission.

(B) . "Complainant" shall mean Cisco Systems, Inc. of San Jose, California.
(C)

"Respondent" shall mean Arista Networks, Inc. of Santa Clara, California.

(D)

"Person" shall mean an individual, or any non-governmental partnership, firm,
association, corporation, or other legal or business entity other than Respondent or
its majority-owned or controlled subsidiaries, successors, or assigns.

(E)

'"United States" shall mean the fifty States, the District of Columbia, and Puerto
Rico.

(F)

The terms "import" and "importation" refer to importation for entry for
consumption under the Customs laws of the United States.

(G)

The term "covered products" shall mean network devices, related software and
components thereof covered by one or more of claims 1, 7, 9, 10 and 15 of the
'577 patent; and claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 56 and 64 ofthe '668 patent.

II.
Applicability
The provisions of this Cease and Desist Order shall apply to Respondent and to any of its
principals, stockholders, officers, directors, employees, agents, licensees, distributors, controlled
(whether by stock ownership or otherwise) and majority-owned business entities, successors, and
assigns, and to each of them, insofar as they are engaging in conduct prohibited by Section III,
infra, for, with, or otherwise on behalf of, Respondent.
III.
Conduct Prohibited
The following conduct of Respondent in the United States is prohibited by this Order. For
the remaining terms ofthe Asserted Patents, the Respondent shall not:
(A)

import or sell for importation into the United States covered products;

(B)

market, distribute, sell, or otherwise transfer (except for exportation) imported
covered products;

(C)

advertise imported covered products;

(D)

solicit U.S. agents or distributors for imported covered products; or

(E)

aid or abet other entities in the importation, sale for importation, sale after
importation, transfer, or distribution of covered products.

IV.
Conduct Permitted
Notwithstanding any other provision of this Order, specific conduct otherwise prohibited
by the terms of this Order shall be permitted if:
(A)

in a written instrument, the owner of the '577 patent and the '668 patent authorizes
or licenses such specific conduct, or such specific conduct is related to the
importation or sale of covered products by or for the United States; or

(B)

the conduct is limited to provision of service or repair articles imported for use in
servicing or repairing network devices under warranty of service contracts, for
identical articles, that existed prior to the date of this Order.
V.
Reporting

For purposes of this requirement, the reporting periods shall commence on January 1 of
each year and shall end on the subsequent December 31. The first report required under this
section shall cover the period from the date of issuance of this Order through December 31,2017.
This reporting requirement shall continue in force until such time as Respondent has truthfully
reported, in two consecutive timely filed reports, that it has no inventory of covered products m
the United States.
Within thirty (30) clays of the last day ofthe repotting period, Respondent shall report to
the Commission: (a) the quantity in units and the value in dollars of covered products that it has
(i) imported and/or (ii) sold in the United States after importation during the reporting period, and
(b) the quantity in units and value in dollars of reported covered products that remain in inventory
in the United States at the end of the reporting period.
When filing written submissions, Respondent must file the original document
electronically on or before the deadlines stated above and submit eight (8) true paper copies to the
Office of the Secretary by noon the next day pursuant to Section 210.4(f) of the Commission's

Rules ofPractice and Procedure (19 C.F.R. § 210.4(1)). Submissions should refer to the
investigation number ("Inv. No. 337-TA-945") in a prominent place on the cover pages and/or the
first page. See Handbook for Electronic Filing Procedures,
http://www.usitc.gov/secretaiy/fed_reg j ^ ^
Persons with questions regarding filing should contact the Secretary (202-205-2000). I f
Respondent desires to submit a document to the Commission in confidence, it must file the
original and a public version of the original with the Office of the Secretary and must serve a copy
ofthe confidential version on Complainant's counsel.
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Any failure to make the required report or the filing of any false or inaccurate report shall
constitute a violation of this Order, and the submission of a false or inaccurate report may be
referred to the U.S. Department of Justice as a possible criminal violation of 18 U.S.C. § 1001

VI.
Record-Keeping and Inspection
(A)

For the purpose of securing compliance with this Order, Respondent shall retain
any and all records relating to the sale, offer for sale, marketing, or distribution in
the United States of covered products, made and received in the usual and ordinary
course of business, whether in detail or in summary form, for a period of ihree (3)
years from the close of the fiscal year to which they pertain.

(B)

For the purposes of determining or securing compliance with this Order and for no
other purpose, subject to any privilege recognized by the federal courts ofthe
United States, and upon reasonable written notice by the Commission or its staff,
duly authorized representatives of the Cornmission shall be permitted access and
the right to inspect and copy, in Respondent's principal offices during office hours,

1

Complainant must file a letter with the Secretary identifying the attorney to receive reports and
bond information associated with this Order. Undesignated attorney must be on the protective
order entered in the investigation.

and in the presence of counsel or other representatives if Respondent so chooses, all
books, ledgers, accounts, correspondence, memoranda, and other records and
documents, in detail and in summary form, that must be retained under
subparagraph VI(A) of this Order.

VII.
Service of Cease and Desist Order
Respondent is ordered and directed to:
(A)

Serve, within fifteen (15) days after the effective date of this Order, a copy of this
Order upon each of its respective officers, directors, managing agents, agents, and
employees who have any responsibility for the importation, marketing, distribution,
or sale of imported covered products in the United States;

(B)

Serve, within fifteen (15) days after the succession of any persons referred to in
subparagraph VII(A) of this Order, a copy of the Order upon each successor; and

(C)

Maintain such records as will show the name, title, and address of each person upon
whom the Order has been served, as described in subparagraphs VII(A) and VII(B)
of this Order, together with the date on which service was made.

The obligations set forth in subparagraphs VII(B) and VII(C) shall remain in effect until
the expiration date of the '577 patent and the '668 patent,
VIII.
Confidentiality
Any request for confidential treatment of information obtained by the Commission
pursuant to Sections V and V I of this Order should be made in accordance with Section 201.6 of
the Commission's Rules ofPractice and Procedure (19 C.F.R. § 201.6). For all reports for which
confidential treatment is sought, Respondent must provide a public version of such report with
confidential information redacted.

<-

IX.
Enforcement
Violation of this Order may result in any of the actions specified in Section 210.75 of the
Commission's Rules ofPractice and Procedure (19 C.F.R. § 210.75), including an action for civil
penalties under Section 337(f) ofthe Tariff Act of 1930, as amended (19 U.S.C. § 1337(f)), as
well as any other action that the Commission deems appropriate. In determining whether
Respondent is in violation of this Order, the Commission may infer facts adverse to Respondent i f
it fails to provide adequate or timely information.
X.
Modification
The Commission may amend this Order on its own motion or in accordance with the
procedure described in Section 210.76 of the Commission's Rules ofPractice and Procedure
(19 C.F.R. § 210.76).

XI.
Bonding
The conduct prohibited by Section III of this Order may be continued during the sixty- Jay
period in which the Order is under review by the United States Trade Representative, as delegated
by the President (70 Fed. Reg. 43,251 (Jul. 21, 2005)) subject to the Respondent's posting of a
bond in the amount of five (5) percent of the entered value ofthe coveied products. This bond
provision does not apply to conduct that is otherwise permitted by Section I V of this Order.
Covered products imported on or after the date of issuance of this Order are subject to the entry
bond set forth in the exclusion Order issued by the Commission, and are not subject to this bond
provision.
The bond is to be posted in accordance with the procedures established by the
Commission for the posting of bonds by complainants in connection with the issuance of

temporary exclusion orders. See 19 C.F.R. § 210.68. The bond and any accompanying
documentation are to be provided to and approved by the Commission prior to the
commencement of conduct that is otherwise prohibited by section III of this Order. Upon the
Secretary's acceptance of the bond, (a) the Secretary will serve an acceptance letter on all
parties, and (b) Respondent must serve a copy of the bond and accompanying documentation on
Complainant's counsel.
The bond is to be forfeited in the event that the United States Trade Representative
approves this Order (or does not disapprove it within the review period), unless (i) the U.S. Court
of Appeals for the Federal Circuit, in a final judgment, reverses any Commission final
determination and order as to Respondent on appeal, or (ii) Respondent exports or destroys the
products subject to this bond and provides certification to that effect that is satisfactory to the
Commission.
This bond is to be released in the event the United States Trade Representative
disapproves this Order and no subsequent order is issued by the Commission and approved (or
not disapproved) by the United States Trade Representative, upon service on Respondent of an
order issued by the Commission based upon application therefore made by Respondent to the
Commission.

By order of the Commission.

Lisa R. Barton
Secretary to the Commission
Issued: May 4, 2017
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See Footnote 1.
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UNITED STATES INTERNATIONAL TRADE COMMISSION
Washington, D.C.

In the -Matter of

CERTAIN NETWORK DEVICES,
RELATED SOFTWARE AND
COMPONENTS THEREOF (II)

Investigation No. 337-TA-945

COMMISSION OPINION
I.

BACKGROUND

.

The Commission instituted this investigation on January 27, 2015, based on a Complaint
ﬁled by Ciseo Systems, Inc. of San Jose, Califomia (“Cisco”). 80 Fed. Reg. 4313-14 (Jan. 27,

2015). The Complaint alleges violations of section 337 in the sale for importation, importation,

and sale within the United States after importation of certain network devices, related software

and components thereof, by reason of infringement of certain claims of U.S. Patent Nos.
7,023,853; 7,061,875; 7,460,492; 8,051,211; 6,377,577 (“the ’577 patent”); and 7,224,668

(“the ’668 patent”). The Complaint further alleges the existence of a domestic industry. The

Commission’s Notice of Investigation names Arista Networks, Inc. of Santa Clara, California
(“Arista”) as the respondent. The Office of Unfair Import Investigations (“OUII”) is also a party

to the investigation. The Commission later terminated the investigation in part as to certain
claims of the asseited patents. Notice (Nov. 18, 2015) (see Order No. 38 (Oct. 27, 2015));
Notice (Dec. 1,"2015) (see Order No.-47 (Nov.-9, 2015));

~- - - -

V- ' " "

-

~

'

On June 11, 2015, the U.S. Patent and Trademark Office (“PTO”).instituted separate

inter partes review (“IPR”) proceedings conceming the ’577 and ’668 patents. Arista Networks,

1
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Incfv. Cisco Systems, 1nc., Case IPR20l6-00303 (regarding the ’577 patent); Arista Networks,

Inc. v. Cisco Systems, Ina, Case IPR20l6-00309 (regarding the ’668 patent).

On December 9, 2016, the presiding administrative law judge (“ALJ”) issued her Final
initial determination (“ID”), ﬁnding a violation of section 337 with respect to asserted claims 1,
7, 9, 10, and 15 ofthe ’577 patent; and asserted claims 1, 2, 4, 5, 7, 8, 10, 13, 18, S6, and 64 of

the ’668 patent. The ID found no violation of section 337 with respect to asserted claim 2 of the
’577 patent and the asserted claims of the ’853 patent, the ’492 patent, the ’875 patent, and the
’21 l patent.

The Final ID ﬁnds that the doctrine of assignor estoppel prevents Arista from challenging
the validity of the ’577 patent, but if assignor estoppel does not apply, that claims 1, 7, 9, 10, and
15 of the ’577 patent are invalid as anticipated by U.S. Patent No. 5,920,886 (“Feldmeier”).1

The Final ID also ﬁnds that U.S. Patent No. 6,081,522 to Hendel does not anticipate the asserted

claims of the ’577 patent and that U.S. Patent No. 5,938,736 to Muller in combination with
Hendel does not render obvious claim 7 of the "577 patent.
The Final ID further ﬁnds that: (1) the asserted claims of the ’668 patent are not

anticipated by JUNOS Internet Software Conﬁguration Guide, Interfaces, Class of Service, and
Firewalls, Release 5.0 (“JUNOS Guide”) because the reference is not a prior art “printed
publication” to the ’668 patent, (2) that the asserted claims of the ‘668 patent are not anticipated
by U.S. Patent No. 6,674,743 to Amara, and (3) that claim 7 of the ’668 patent is not obvious in

view of the combination of the JUNOS Guide and U.S. Patent No. 6,460,146 to Moberg, or in

I Arista did not contend that Feldmeier anticipates claim 2 of the ’577 patent.
2
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view of the combination of Amara and Moberg; and (4) claims 10, 13, and 64 of the ’668 patent

are not obvious in view of the combination of JUNOS Guide and U.S. Patent No. 6,970,943 to

Subramanian, or in view of the combination of Amara and Subramanian.
On March 1, 2017, the Commission determined to review the Final ID in part. Notice of
Review (Mar. 1, 2017); 82 Fed. Reg. 12844-47 (Mar. 7, 2017). The Commission did not review

the Final lD’s ﬁnding that assignor estoppel applies to the ’577 patcnt. The Commission did,
however, review the Final lD’s ﬁnding that Feldmeier anticipates claims 1, 7, 9, 10, and 15 of

the ’577 patent. The Commission did not review any of the Final ID’s validity ﬁndings
concerning the ’668 patent.

g

On May 4, 2017, the Commission issued its ﬁnal determination, ﬁnding a violation of
section 337 w_ithrespect to claims 1, 7, 9-10, and 13 ofthe ’577 patent and claims 1, 2, 4, 5, 7, 8,

10, 13, 18, 56, and 64 of the ’668 patent. Notice (May 4, 2017); 82 Fed. Reg. 21827-29 (May 10,

2017). The Commission determined to issue a limited exclusion order and cease and desist order,
(collectively, “remedial orders”), against respondent Arista. 1a’.2

On May 25, 2017, the Patent Trial and Appeal Board (“PTAB”) of the U.S. Patent and
Trademark Ofﬁce (“PTO”) issued its ﬁnal written decision ﬁnding claims 1, 7-10, 12-16, 18-22,

25, and 28-31 of the ’577 patent unpatentable based on prior art not presented in the Commission
investigation. See Arista’s Second Pet., Exh. 1, IPR20l6-00303, Final Written Decision at 36.3

2 The Commission further determined to impose aibond ‘inthe amount of -5'percentof the entered
value of the infringing products during the period of Presidential review, which ended on July 3,
2017. Id.; see 19 U.S.C. §l337(j).
1

3 Arista asserted before the PTAB that the combination of U.S. Patent No. 5,467,349 to Huey
and ATM User-Network Interface Speciﬁcation, Version 3.0 (September 10, 1993) renders
3
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On June 1, 2017, the PTAB issued its ﬁnal written decision ﬁnding claims 1-10, 12, 13, 15-28,

30, 33-36, 55-64, 66, 67, and 69-72 of the ’668 patent unpatentable based on certain

combinations of prior art not presented in the Commission investigation. See id., Exh. 2,
IPR20l 6-00309, Final Written Decision at 49.4

Arista ﬁled an emergency petition to modify, suspend, or rescind the Commission’s
remedial orders pending appeal of the May 25, 2017 ﬁnal Writtendecision of the PTAB on May
30, 2017. The Commission’s Docket Services rejected this petition because it did not comply
with Commission Rules. Arista reﬁled the document on June 1, 2017.5 Arista also requested a
shortened time for Cisco and OUII to ﬁle responses to the motion. On June 2, 2017, Cisco
opposed Arista’s request for a shortened response time.6

_

Arista ﬁled a second emergency petition on June 2, 2017, to suspend or rescind the
remedial orders pending appeal of both the May 25, 2017 and June 1, 2017 ﬁnal written

decisions of the PTAB.7 Arista inco1'13orated its ﬁrst P etition bY reference into the second

obvious certain claims of the ’577 patent. Id. at 6.

4 Arista asserted before the PTAB that various combinations of U.S. Patent Nos. 6,674,743 to
Amara; 6,460,146 to Moberg; 6,115,378 to Hendel; and 3Com, CoreBui1der 3500
Implementation Guide, MSD Technical Publication, November 1999, render obvious certain
claims of the ’668 patent. Id. at 6-7.

5Respondent Arista Networks lnc.’s Emergency Petition to Modify, Suspend, or Rescind
Remedial Orders Pending Appeal of the Patent Trial and Appeal Board’s lnvalidation of
Complainant Cisco Systems, Inc.’s U.S. Patent No. 6,337,577 and Request for Shortened
Response Time and Expedited Consideration (June 1, 2017) (“Arista’s First Pet”).
6 Complainant Cisco Systems, Inc.’s Response to Arista Network Inc."s Request for a Shortened
Response Time Regarding Its Petition to Modify, Suspend, or Rescind Remedial Orders (June 2,
2017).

7Respondent Arista Networks lnc.’s Emergency Petition to Suspend or Rescind Remedial
4
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petition. Arista’s Second Pet. at 3. In its second petition, however, Arista omitted any reference

to modifying the orders. Arista also requested a shortened time for Cisco and OUII to ﬁle
responses to the motion.

On June 8, 2017, the parties ﬁled a joint stipulation, agreeing that Cisco and OUII would
each ﬁle a combined response to Arista’s petitions by June 12, 2017.8 Pursuant to the

Stipulation, on June 12, 2017, Cisco ﬁled a response opposing Arista’s petitions,9 and OUII ﬁled

a response in support of Arista’s petitionslo
On June 14, 2017, Arista ﬁled a motion for leave to reply in support of its petitions, with

reply brief attached. ll On June 20, 2017, Cisco ﬁled an opposition to Arista’s motion for

leave.” OUII did not respond.

Orders Pending Appeal of the Patent Trial and Appeal Board’s Invalidation of Complainant
Cisco Systems, Inc.’s U.S. Patent Nos. 7,224,668 and 6,337,577 and Request for Shortened
Response Time and Expedited Consideration (June 2, 2017) (“Arista’s Second Pet”).
8Joint Stipulation regarding Due Dates to Respond to Arista's Emergency Petitions to Modify,
Suspend, or Rescind Remedial Orders (June 8, 2017) (“the Stipulation”).
9 Complainant Cisco Systems, Inc.’s Opposition to Respondent Arista Networks Inc.’s
Emergency Petition to Modify, Suspend, or Rescind Remedial Orders Pending Appeal of the
PTAB Invalidation Of Complainant Patent Nos. 7,224,668 And 6,377,577 (June. 12, 2017)
(“Cisco Resp”).

1°The Ofﬁee of Unfair Import Investigations’ Response to Arista Networks Inc.’s Emergency
Petitions to Suspend or Rescind Remedial Orders (June 12, 2017) (“OUII Resp.”).
'
H Respondent Arista Networks Inc.’s Motion for Leave to File a Reply in Support of its
Emergency Petition to Suspend or Rescind Remedial Orders Pending Appeal of the Patent Trial
and Appeal Board’s Invalidation of-Complainant Cisco Systems, -Inc;’s U.S. Patent Nos.
V
7,224,668 and 6,337,577 and Request for Shortened Response Time and Expedited 
Consideration (June 2, 2017) (“Arista’s Mot. For Leave”).
12Complainant Cisco Systems, Inc.’s Opposition to Respondent Arista Networks Inc.’s Motion
for Leave to File a Reply in Support of its Emergency Petition to Modify, Suspend, or
5
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On July l8, 2017, Arista ﬁled a supplemental brief.13 The Commission ﬁnds the

supplemental ﬁling offers no new material information and that Arista has failed to show good

cause why the Commission should consider this ﬁling.

II.

APPLICABLE LAW
Section 337(k), 19 U.S.C § 1337(k) provides as follows:

(1) Except as provided in subsections (f) and (j), any exclusion
from entry or order under this section shall continue in effect until
the Commission ﬁnds, and in the case of exclusion from entry
notiﬁes the Secretary of the Treasury, that the conditions which
led to such exclusion from entry or order no longer exist.

(2) If any person who has previously been found by the
Commission to be in violation of this section petitions the
Commission for a determination that the petitioner is no longer in
violation of this section or for a modiﬁcation or rescission of an
exclusion from entry or order under subsection (d), ( e), (f), (g), or
(i) —

(A) the burden of proof in any proceeding before the
Commission regarding such petition shall be on the petitioner; and

(B) relief may be granted by the Commission with respect
to such petition —

on the basis of new evidence or evidence that could not have been
presented at the prior proceeding, or

Rescind Remedial Orders Pending Appeal of the Patent Trial and Appeal Board’s Invalidation of
Complainant Cisco Systems, Inc.’s U.S. Patent Nos. 7,224,668 And 6,377,577 and Request for
Shortened Response Time and Expedited Consideration (June 20, 2Ol7)(“Cisco’s Opp to Mot
For Leave”).
13

Respondent Arista Networks lnc.’s Supplemental Brief Regarding June 2, 2017 Emergency
Petition to Suspend or Rescind Remedial Orders Pending Appeal of the Patent Trial and Appeal
Board’s Invalidation of Complainant Cisco Systems, Inc.’s U.S. Patent Nos. 7,224 668 and
6,337,577 (July 18, 201,7).
6
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on grounds which would pennit relief from ajudgment or order
under the Federal Rules of Civil Procedure.
Commission Rule 2lO.76(a), which implements 19 U.S.C. § 1337(k), provides as
follows:

(a) Petitions for modiﬁcation or rescission of exclusion orders,
cease and desist orders, and consent orders. (1) Whenever any
person believes .that changed conditions of fact or law, or the
public interest, require that an exclusion order, cease and desist
order, or consent order be modiﬁed or set aside, in whole or in part,
such person may ﬁle with the Commission a petition requesting
such relief. The Commission may also on its own initiative
consider such action. The petition shall state the changes desired
and the changed circumstances warranting such action, shall
include materials and argument in support thereof, and shall be
served on all parties to the investigation in which the exclusion
order, cease and desist order, or consent order was issued. Any
person may ﬁle an opposition to the petition within 10 days of
service of the petition.

'

‘

(2) If the petitioner previously has been found by the Commission
to be in violation of section 337 of the Tariff Act of 1930 and if its
petition requests a Commission determination that the petitioner is
no longer in violation of that section or requests modiﬁcation or
rescission of an order issued pursuant to section 337(d), (e ), (t),
(g), or (i), of the Tariff Act of 1930, the burden of proof in any
proceeding initiated in response to the petition pursuant to
paragraph (b) of this section shall be on the petitioner. In
accordance with section 337(k)(2) of the Tariff Act, relief may be
granted by the Commission with respect to such petition on the
basis of new evidence or evidence that could not have been
presented at the prior proceeding or on grounds that would permit
relief from a judgment or order under the Federal Rules of Civil
Procedure.

III.

SUMMARY OF THE PARTIES’ ARGUMENTS
Arista argues that the conditions that lead the Commission to issue remedial orders no

longer exist due to the PTAB’s decisions ﬁnding the underlying claims unpatentable. Arista’s

Second Pet. at 9. Arista argues that controlling authority compels the suspension or temporary
7
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rescission of the remedial orders pending any appeal of the PTAB’s decision. Id. at 10-1l.
Arista cites as controlling authority SSIH Equipment S./1. v. USITC, 718 F.2d 365, 369-70 (Fed.

Cir. 1983)(“SSIH Equip. ”) where the U.S. Court of Appeals for the Federal Circuit (“Federal

Circuit”) affirmed a Commission decision to modify its exclusion order to remove two patents
after learning that a district court had invalidated those patents. Id. Arista also cites as guidance
Certain Composite Wear Components and WeldingProducts Containing Same, Inv. No. 337

TA-644 (“Composite Wear”), where the Commission temporarily rescinded its orders based on a
district court ﬁnding of invalidity. Id. at 13. Arista also relies on the Commission’s decision in

Certain Three-Dimensional Cinema Systems and Components Thereoﬁ Inv. No. 337-TA-939

(“Three-Dimensional Cinema”), in which the Commission suspended enforcement of the
remedial orders as to claims found unpatentable by the PTAB pending ﬁnal resolution of the
PTAB’s Final Written Decision” ﬁnding those claims unpatentable.14 Id. at 12-13. -Although

not asking for a stay of the Commission’s orders, Arista argues that the public interest supports
suspending or temporarily rescinding the remedial orders and that the equities Weigh strongly in
favor of suspension or rescission. Id. at 14-16. Arista also argues that enforcing invalidated



patents would unfairly harm Arista and its customers. Id. at 16-17.
Cisco argues that Arista cannot satisfy the statutory standards for rescission of the orders
because it is not true that the conditions that led to the remedial orders “no longer exist.” Cisco

Resp. at 9-13. Speciﬁcally, Cisco asserts that the PTAB decisions have no binding or collateral

estoppeleffect on the Commission andido not require the Commissionito suspend orirevoke its

14The Composite Wear and Three-Dimensional Cinema Commission decisions were not
appealed.

y
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remedial orders. Id. at 9. Cisco contends that claims can be cancelled only after the time for

appeal has expired or any appeal has tenninated, citing inter alia, 35 U.S.C. § 318(b) and
Fresenius USA,Inc. v. Baxter Infl, Inc, 721 F.3d 1330, 1344 (Fed. Cir. 2013) (“Fresenius”). Id

Cisco discounts Arista’s reliance on cases in which the Commission modiﬁed its relief aﬁer a
district court invalidated patent claims, noting that district court ﬁndings of invalidity have
immediate collateral effects unless reversed on appeal. Id. at 11. Cisco also attacks the merits of
the PTAB’s decisions and argues that they are likely to be reversed on appeal. Id. at 13-24.

According to Cisco, the equities strongly favor denying Arista’s request, pointing to the fact that
the ‘577 patent will expire within the year and that the Commission’s investigation took 29
months to complete. Id. at 24-29.

In OUII’s view, the petitions present close questions, but it submits that Commission

precedent and consideration of the equities support suspension of the remedial orders pending‘
appeal of the PTAB decisions. OUII Resp. at 1.

IV.

DISCUSSION
A.

The Requirements of 19 U.S.C. § 1337(k) and 19 C.F.R. 2l0.76(a) and Legal
Precedents

Under Section 337(k) and Commission rule 21O.76(a),the Commission must determine

whether there are, in fact, ‘changed circumstances that warrant temporarily rescinding the

remedial orders issued in this investigation as requested by Arista.'5 For the reasons below, the

15There is no provision in the statute for suspending remedial orders subsequent to their
issuance. The suspension in Three Dimensional Cinema occurred prior to the Commissi0n’s
ﬁnal determination and issuance of remedial orders and was rendered as an exercise of the
Commission’s discretion. Thus, Wewill discuss Arista’s petitions only in terms of a “temporary
rescission” consistent with the Corrm1ission’saction in Certain Composite Wear Components
9
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Commission finds that the PTAB ﬁnal written decisions do not constitute changed conditions oi

fact or law that warrant temporary rescission of the remedial orders pending appeal of thc PTAB
decisions.

Arista asserts that “[r]emedial orders may be terminated when the Commission
determines that the conditions that led to such exclusion ‘no longer exist[,]”’ pursuant to section

337(k)(l). Arista’s Second Pet. at 8. Arista argues that the PTAB’s ﬁnal written decisions
ﬁnding unpatentable the claims of the ’577 and ’688 patents that underlie the Commission’s

remedial orders constitute changed conditions under section 337(k)(l). Id. at 10. Arista points

out that, while the “Commission plainly has the authority to bar importation ‘of articles that
infringe a valid and enforceable United States patent[,]” the Commission “lacks authority to
issue orders barring the importation of products that practice invalid patents.” 1d. at 8 (emphasis
in original) (citing i9 U.S.C. § 1337(a)(l)(B)).

The America lnvents Act (“AIA”) introduced IPR as a trial proceeding conducted at the
PTAB to review the patentability of one or more claims in a patent on certain limited grounds.
35 U.S.C. §§ 311-319. The PTAB may institute an IPR proceeding upon a showing that there is

a reasonable likelihood that at least one of the challenged claims is unpatentable. 37 C.F.R.

§ 42.l08(c). If the IPR proceeding is instituted and not later dismissed, the PTAB will issue a
ﬁnal Writtendecision with respect to the patentability of any patent claim challenged by the
petitioner and any new claim addcd during the proceeding. 35 U.S.C. § 3l8(a). Appeals of

PTAB ﬁnal trecaorslag exclusivelyto the Federal ciiéuirl i35‘U.s.c.§i41'(¢j. Ait

and WeldingProducts Containing Same, lnv. No. 337-TA-644.
i

10
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The scheme of IPR proceedings is similar to that of the earlier patent reexamination
practice in that a patent claim that has been subject to IPR or reexamination is valid until the

PTO issues a certiﬁcate ofcancellation as to that claim following the exhaustion of all possible
appeals. Speciﬁcally, the statute implementing IPR proceedings states as follows:
If the Patent Trial and Appeal Board issues a ﬁnal Written decision
under subsection (a) and the timefor appeal has expired or any
appeal has terminated, the Director shall issue and publish a
certiﬁcate canceling any claim of the patent ﬁnally determined to
be unpatentable, conﬁrming any claim of the patent determined to
be patentable, and incorporating in the patent by operation of the
certiﬁcate any new or amended claim determined to be patentable.

''

35 U.S.C. §§ 3l8(b) (emphasis added); compare 35 U.S.C. § 307(a).16 In an appeal ofa PTO

reexamination proceeding governed by 35 U.S.C. § 307, the Federal Circuit explained the

binding effect of a ﬁnal, afﬁnned PTO decision determining invalidity:
[T]here is no basis for distinguishing between the effects of a ﬁnal,
afﬁnned court decision determining invalidity and aﬁnal, aﬂirmed
PTO decision determining invalidity on a pending litigation. The
latter is binding not because of collateral estoppel, but because
Congress has expressly delegated reexamination authority to the
PTO under a statute requiring the PTO to cancel rejected claims,
and cancellation extinguishes the underlying basisfor suits based
on the patent.
Fresenius, 721 F.3d at 1344 (emphasis added).

'6 35 U.S.C. § 307(a), which is applicable in reexamination proceedings, states as follows.

In a reexamination proceeding under this chapter, when the time
for appeal has expired or any appeal proceeding has terminated,
' P the Director will issue and publish a certiﬁcate '¢‘am'¢1i‘ngany’claim

of the patent ﬁnally determined to be unpatentable, conﬁrming any
claim of the patent determined to be patentable, and incorporating
in the patent any proposed amended or new claim determined to be
‘

patentable.

ll
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By contrast, the Federal Circuit has explained that a ﬁnding of invalidity by a federal

district court has immediate preclusive effects upon the continued vitality of Commission
remedial orders. See SSIH Equip. S./4. v. lnt’l Trade Comm 'n, 718 F.2d 365, 370 (Fed. Cir. 1983)

(“Moreover, the law is well settled that the pendency of an appeal has no [e]ffect on the ﬁnality

or binding effect of a trial court’s holding. That rule is applicable to holdings of patent invalidity
as well”) (internal citations omitted); see also Blonder-Tongue Laboratories, Inc. v. University

oflllinois Foundation, 402 U.S. 313 (1971).
Based on the above-noted statutory provisions and case law, the Commission ﬁnds that

the PTAB ﬁnal written decisions ﬁnding the relevant claims of the ’577 and ’668 patents

unpatentable do not constitute a changed circumstance warranting temporarily rescinding the
remedial orders issued in Inv. No. 337-TA-945, Certain Network Devices (H). Contrary to

Arista’s assertion that the relevant claims are invalid and, thus, that the Commission lacks

authority to maintain the remedial orders, the law is clear that patent claims are valid until the

PTO issues certiﬁcates cancelling for those claims, which it cannot do until the exhaustion of any

appeals Cisco may take from the PTAB’s ﬁnal written decisions.” Arista may seek redress from
the Commission pursuant to section 337(k) and Commission Rule 210.76 if and when the

certiﬁcates of cancellation of the subject patent claims are issued.

Arista asserts that “controlling Federal Circuit authority” requires temporarily rescinding

17Cisco indicates that it intends to appeal the PTAB’s ﬁnal written decisions on an expedited
basis. Cisco Resp. at 4 (“Cisco will consent to expedited appeals of the PTAB decisions”), 8
(“Cisco has a right to appeal the PTAB decisions to the Federal Circuit . . . . Cisco believes that
the PTAB decisions here contain signiﬁcant errors that warrant reversal, and the Commission
should not suspend, rescind, or otherwise stay its remedial orders pending such appeals”).
12
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the Commission’s remedial orders. Arista’s Second Pet. at 10-12. ln particular, Arista relies on

SSIH Equip, in which the Federal Circuit approved the Commission’s decision to modify its
exclusion order sua sponte following a district court decision invalidating two of the patents that
formed a basis for the Commission’s order. Id. (citing SSIH Equip, 718 F.2d at 369-70). ln

contrast to SS1HEquip, which concerns a ﬁnding of invalidity by a district court, the instant
situation concerns a PTAB ﬁnal written decision, which, as noted above, has no collateral

estoppel effect on the Commission proceeding. Similarly, Arista’s reliance on a Commission

decision to temporarily rescind remedial orders following a ﬁnding of invalidity of the relevant
patent by a district court is also unavailing. See id. at 13 (citing Composite Wear‘,Comm’n Op.
at 9).



Arista further relies on the Commission’s decision in Three-Dimensional Cinema, in
.

,

t

which the Commission determined to “suspend enforcement of the remedial orders "asto the

asserted claims of one underlying patent pending ﬁnal resolution of the PTAB’s Final Written
Decision” ﬁnding those claims unpatentable. Id. at 12 (citing Three-Dimensional Cinema,

Comm’n Op. at 60-61). There are, however, important distinctions between the situations in

Three-Dimensional Cinema and this investigation. Most importantly, in Three-Dimensional
Cinema, the Commission had not yet issued remedial orders when it “exercise[d] its discretion

and suspend[ed] enforcement of the remedial orders as to the asserted claims of the ’934 patent

pending ﬁnal resolution of the PTAB’s Final Written Decision.” Three-Dimensional Cinema,
Comm’n

at

-The‘Commission’has broaddiscretion inselecting the form; scope, and l i

extent of the remedy. Viscqfan, SA. v. Int ’l Trade Comm ’n, 787 F.2d 544, 548 (Fed. Cir. 1986).

Moreover, the Three-Dimensional Cinema orders were not totally suspended because they Were
13
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also based on other patent claims that were not found invalid by the PTAB and that covered the

same accused products.” Id., Comm’n Op. at 60. In contrast, the Commission has already
issued the remedial orders in Network Devices (II) and those orders “shall continue in effect until
the Commission ﬁnds . . . that the conditions which led to such exclusion . . . no longer exist.”
19 U.S.C § l337(k)(1).

_

Based on the preceding discussion, the Commission ﬁnds that Arista has failed to show

that the PTAB’s issuance of ﬁnal written decisions ﬁnding unpatentable the relevant claims of
the ’577 and ’668 patents constitute changed circumstances under section 337(k).

B.

The Public Interest and Equities

Although the Commission ﬁnds that a decision on whether to temporarily rescind
remedial orders under section 337(k) is a statutory question, we note that the parties have

devoted considerable efforts to brieﬁng the consideration of the public interest or equities.
Arista argues that maintaining the remedial orders would harm the public interest.
Arista’s Second Pet. at 14. Speciﬁcally, Arista contends that “maintaining the remedial orders
\

despite the invalidity ﬁndings would run counter to the policy of eliminating bad patents that
hinder competition.” Id. at 14-15 (citing, e.g., SmithKline Beecham Corp. v. Apolex C0rp., 403
F.3d 1331, 1354 (Fed. Cir. 2005) (“[T]l1e Supreme Court ha[s] recognized that there is a

signiﬁcant public policy interest in removing invalid patents from the public arena”)). Arista
further argues that “maintaining the remedial orders would [

KM

H

H

M H

H

']andwould’also“cause

'8 Although supporting Arista’s petition, OUII likewise notes this distinction between the present
case and Three-Dimensional Cinema. OUII Resp. at 5-6.
'
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[

]....”Id.atl5.
Arista asserts that, although it “is [

] for the ’577

patent, doing so will [

] Arista’s First Pet. at 7. In particular, Arista asserts that [

] and would require them to [

] Id. at 7-8. Similarly, regarding

the ’668 patent, Arista contends that [

] “would be

[

] Arista’s Second

Pet. at 6.

The Commission engaged in a careful evaluation of the section 337 public interest factors
before issuing the Network Devices (H) remedial orders, including considering the effect of the
orders on consumers and competitive conditions in the United States. See Comm’n Op. at 130
36; 19 U.S.C. §§ l337(d)(1), (t)(1). The Commission found that

‘

the evidence presented by Cisco shows that there are numerous
altemative networking technologies, including those supplied by
Cisco and others in the industry . . . [arid] that Cisco has the
resources and supply chain to scale production to meet any
increase in demand. The evidence also indicates that there would
be no harm to competitive conditions if Arista’s products were
excluded.



Id. at 134. The only change in the facts previously before the Commission is that the PTAB has

found the relevant claims of the ’557 and ’668 patents unpatentable in ﬁnal written decisions.

As discussed above, however, absent a certiﬁcate of cancellation regarding those claims, there
has been no change in the legal status of those patent claims. Thus, Arista has failed to
15
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demonstrate any change in circumstances that would warrant revisiting the Commission’s prior

determination concerning the public interest.
Arista further contends that, while it “would [

] if the remedial orders are maintained
despite the ’577 and ’668 patents having been found invalid[,]” any harm to Cisco would be

negligible. Arista’s Second Pet. at l6. Speciﬁcally, Arista notes that Cisco “has done nothing to
stop [

] found to

infringe the ’577 patent [

] Id.

at 18. Moreover, Arista asserts, “Cisco has also done nothing to stop the widespread use of the

accused technology of the ’668 patent by other vendors in the market.” Id. Nor, Arista contends,
did Cisco “stop Arista from allegedly using the technology claimed in the ’577 and ’668 patents

for many years.” Id.

Arista presented many of these same arguments to the ALJ in alleging equitable estoppel,

laches, and unclean hands. The Final ID ﬁnds that Arista failed to prove the applicability of any

of these defenses. Final ID at 263-271, 273-277. Arista did not petition for review of any of the

ﬁnal ID’s ﬁndings on those points, and they became the ﬁnal determinations of the Commission.
The Commission declines to entertain Arista’s attempt to resurrect those arguments now.
Arista also asserts that there would be no harm to Cisco in temporarily rescinding the
remedial orders because “Cisco will be able to seek a full recovery for any possible harm it might

sidaai

the interim,” noting in pmtiar

the presently stayed wan

in ih@'N@a'1~i¢m
it C C

District of California. Arista’s Second Pet. at 18. As the Commission has explained, however,

the possibility of a complainant receiving monetary damages for the same behavior that entitles it
16
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to a Commission exclusion order does not warrant denying the complainant of the unique
remedy available from the Commission. See Certain Semiconductor Chips with Minimized Chip
Package Size, lnv. No. 337-TA-605 (“Semiconductor Chips”), Comm’n Op., 2009 WL 2350644,
at *5 (July 29, 2009) (“The statute provides, however, that the remedies available for violation of
Section 337 are ‘in addition to any other provision oflaw . . . .’ 19 U.S.C. § 1337(a)(1).

Therefore, we reject Respondents’ contention that money damages will make up for the loss of

Section 337 relief”).
We also note Cisco’s argument that, because “the ’577 patent is only a year away from

expiration . . . Arista’s so-called temporary relief would effectively be permanent.” Cisco Resp.
at 26.19 Cisco argues that the “unfairness to Cisco in this proceeding [if rescission is granted] is

greatly magniﬁed because there were [] multiple delays in issuing an ID, resulting in an

investigation that took approximately 29 months to complete.” Cisco Resp. at 27. The

Commission has considered the length of the remaining patent term as a factor in deciding
whether to stay enforcement of its remedial orders in Semiconductor Chips, where a patent
exa.miner’sdecision during a reexamination proceeding before the PTO found the relevant patent

claims unpatentable. The Commission rejected the request to stay enforcement of its orders, in

part, because the patent had a limited time remaining (approximately 14 months) and the “full

19Although OUII supports Arista’s petition, -itacknowledges that “suspension of the remedial T
orders would prevent Cisco from obtaining relief on patents that will only be cancelled upon
completion of the (potentially long) appellate process,'and there is a strong public interest in the
enforcement of intellectual property rights.” OUII Resp. at 7 (citing Certain Gaming and
Entertainment Consoles, Related Software, and Components Thereof, Inv. 337-TA-752,
Recommended Determination on Remedy and Bonding, 2012 WL 1881021, at *2 (May 7,
2012)).
17
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examination process, including appeals, will take at least the remaining terms of the patents.”
Inv. No. 337-TA-605, Comm’n Op., 2009 WL 2350644, at *3.

C.

Likelihood of the PTAB’s Final Written Decision Surviving Appeal

Arista and Cisco make extensive arguments concerning the soundness of the PTAB’s
decisions and the likelihood that they will be afﬁnned on appeal. These arguments, however,
have no bearing on the Commission’s decision. Given the vast differences between the if

administrative records in the Commission and PTAB proceeding, and the differing burdens

(invalidity may be proved by a preponderance of the evidence in PTAB decision), the
Commission declines to consider Cisco’s invitations to examine the merits of the PTAB’s
invalidity decisions. Cisco complains in particular about the PTAB’s decision not-to apply
assignor estoppel. 20 However, Cisco has not shown that it is within the Commission’s purview

tocomment on another agency’s interpretation of its organic statute.
Although both Arista and Cisco make various references to the traditional stay factors

throughout their brieﬁng, Arista has not speciﬁcally requested a stay of the remedial orders. The
traditional four-prong test for determining whether a stay is warranted includes: (1) likelihood of
success on the merits, (2) irreparable harm to the movant in the absence of a stay, (3) balance of

hanns, and (4) consideration of the public interest. See Standard Havens Prods, Inc. v. Gencor
Indus. Inc, 897 F.2d 511, 512 (Fed. Cir. 1990). In Certain Agricultural Tractors Under 50‘
Power Take-Oﬂ Horsepower, Inv. 337-TA-3 80, Comm’n Op. at 10, 13 (Public Version) (April

24,1997), the 'Commission'found that the ﬁrst prong is satisﬁed if the Cominissionihas ruledon
20Cisco also notes that the Supreme Court has taken up the issue of whether the IPR process is
constitutional. Oil States Energy Services LLC v. Greene ’sEnergy Group, LLC, S. Ct. No. 16
712 (certiorari granted June 12, 2017) (“Oil States”). Cisco Resp. at 28.
18
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“an admittedly difﬁcult question.” Arista makes some traditional stay arguments conceming the
public interest and balance of harms, but it does not allege that it will suffer irreparable harm if
the order is not rescinded, nor does it argue that the Commission’s decision to ﬁnd a violation in
the Network Devices (H) investigation involved an admittedly difﬁcult question.

‘ D.
_

Cisc0’s Request for Retroactive Penalties

Cisco requests, should the Commission grant Arista’s petition and temporarily rescind the

remedial orders, that the Commission “preserve the enforceability and effect of the [cease and
desist order (CDO)] if Cisco prevails on its appeal of the PTAB’s decision” by levying

retroactively any penalties for violating the CDO that may accrue between the suspension of the
CDO and when (or it) the Federal Circuit‘overturns the PTAB’s decision. Cisco Resp. at 29

30.2‘ Because the Commission has determined to deny Arista’s petition, this issue is moot.

V.

Arista’s Request for Leave to File a Reply
As noted above, Arista ﬁled a motion for leave to ﬁle a reply in support of its petition,

with its reply attached. It asks that it be permitted to reply to arguments made in Cisco’s

response submission conceming: (1) the legal effect of the PTAB decisions; (2) the merits of the
PTAB decision not to apply assignor estoppel; (3) citation of the grant of certiorari in Oil States

to consider the constitutionality of PTAB decisions; (4) the allegedly incomplete record in the
PTAB conceming alleged copying; (5) Cisco’s declaration that it is highly dubious that the
PTAB’s decisions will be affirmed; and (6) Cisco’s alternative request for retroactive

2' OUII notes that, in Composite Wear, the Commission “addressed the possibility of temporary
relief (in the fonn of importation under bond) in conjunction with suspension of remedial orders”
but ultimately found that the record did not support such a remedy under section 337(e). OUII
Resp. at 7-8 (citing Composite Wear, Comm’n Op. at 9-10).
'
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enforcement of the CDOs. Arista’s Mot. for Leave at l-4. Cisco opposes the reply, arguing that
Arista’s request is “a transparent and unwarranted attempt to grab the last word.” Cisco’s Opp.
to Reply at 1. OUII did not respond.

The Commission has determined to deny Arista’s request for leave to ﬁle a reply because
it has not shown that it could not have addressed these issues in its petitions. The only new issue
raised in Cisco’s_response to Arista’s petitions is Cisco’s request for retroactive enforcement of
the CDO. As discussed above, this request is moot.

VI.

CONCLUSION

‘

For the reasons discussed above, the Commission has determined to deny Arista’s

petitions to temporarily rescind the remedial orders issued in the Network Devices I]
investigation and also to deny Arista’s motions for a shortened response time and for leave to ﬁle
a reply.

By order of the Commission.

W%@
-

Lisa R. Barton

Secretary to the Commission
Issued: August 16, 2017

20

CERTAIN NETWORK DEVICES, RELATED SOFTWARE
AND COMPONENTS THEREOF (II)

Inv. N0. 337-TA-945

PUBLIC CERTIFICATE OF SERVICE
I, Lisa R. Barton, hereby certify that the attached COMMISSION OPINION has been
served by hand upon the Commission Investigative Attorney, Monica Bhattacharyya, Esq., and
the following parties as indicated, on August 16, 2017.

Lisa R. Barton, Secretary
U.S. International Trade Commission
500 E Street, SW, Room 112
Washington, DC 20436

On Behalf of Complainant Cisco Svstems, lnc.:
Adam R. Alper, Esq.
KIRKLAND & ELLIS LLP
555 Ca1if°"1ia SW6‘
San Francisco, CA 94104

U Via Hand Delivery
Via Express Delivery
II}Via First Class Mail
E] other

On Behalf of Respondent Arista Networks. Inc.:
Bert C. Reiser, Esq.

»

Cl Via Hand Delivery

LATHAM & WATKINS LLP
'
555 Eleventh Street, NW, Suite 1000

E Via Express Delivery
U Via First Class Mail

Washington, DC 20004

1:] Other:

K

UNITED STATES INTERNATIONAL TRADE COMMISSION
Washington, D.C.

In the Matter of
CERTAIN NETWORK DEVICES,
R E L A T E D S O F T W A R E AND
COMPONENTS T H E R E O F (II)

Investigation No. 337-TA-945

N O T I C E O F COMMISSION D E C I S I O N TO R E V I E W IN PART A FINAL INITI A L
D E T E R M I N A T I O N FINDING A V I O L A T I O N O F S E C T I O N 337;
R E Q U E S T F O R W R I T T E N SUBMISSIONS
AGENCY:

U.S. International Trade Commission.

ACTION:

Notice.

SUMMARY: Notice is hereby given that the U.S. International Trade Commission has
deteimined to review in part the presiding administrative law judge's ("ALJ") final initial
determination ("Final ID") issued on December 9, 2016, finding a violation of section 337 of the
Tariff Act of 1930, as amended, 19 U.S.C. § 1337 ("section 337") inthe above-captioned
investigation.
F O R F U R T H E R INFORMATION CONTACT: Megan M . Valentine, Office ofthe General
Counsel, U.S. International Trade Commission, 500 E Street, S.W., Washington, D.C. 20436,
telephone (202) 708-2301. Copies of non-confidential documents filed in connection with this
investigation are or will be available for inspection during official business hours (8:45 a.m. to
5:15 p.m.) inthe Office ofthe Secretary, U.S. International Trade Commission, 500 E Street,
S.W., Washington, D.C. 20436, telephone (202) 205-2000. General infonnation concerning the
Commission may also be obtained by accessing its Internet server at https://www, usitc. gov. The
public record for this investigation may be viewed on the Commission's electronic docket (EDIS)
at https://edis. usitc. gov. Hearing-impaired persons are advised that information on this matter can
be obtained by contacting the Commission's TDD terminal on (202) 205-1810.
SUPPLEMENTARY INFORMATION: The Commission instituted this investigation on
January 27, 2015, based on a Complaint filed by Cisco Systems, Inc. of San Jose, California
("Cisco"). 80 FR 4313-14 (Jan. 27, 2015). The Complaint alleges violations of section 337 of
the Tariff Act of 1930, as amended, 19 U.S.C. § 1337, in the sale for importation, importation,
and sale within the United States after importation of certain network devices, related software
and components thereof by reason of infringement of certain claims of U.S. PatentNos.
7,023,853; 6,377,577; 7,460,492; 7,061,875; 7,224,668; and 8,051,211. The Complaint further
alleges the existence of a domestic industry. The Commission's Notice of Investigation named
Arista Networks, Inc. of Santa Clara, California ("Aiista") as respondent. The Office of Unfair
Import Investigations ("OUII") was also named as a party to the investigation. The Commission
previously terminated the investigation in part as to certain claims ofthe asserted patents. Order

No. 38 (Oct. 27, 2015), unreviewed Notice (Nov. 18, 2015); Order No. 47 (Nov. 9, 2015),
unreviewed Notice (Dec. 1, 2015).

On December 9, 2016, the ALJ issued her Final ID, finding a violation of section 337
with respect to claims 1, 7, 9, 10, and 15 of the '577 patent; and claims 1, 2, 4, 5, 7, 8, 10, 13,18,
56, and 64 of the '668 patent. The ALJ found no violation of section 337 with respect to claim 2
ofthe '577 patent; claims 46 and 63 ofthe '853 patent; claims 1, 3, and 4 of the '492 patent;
claims 1-4, and 10 of the '875 patent; and claims 2, 6, 13, and 17 of the '211 patent.
In particular, the Final ID finds that Cisco has shown by a preponderance of the evidence
that the accused products infringe asserted claims 1, 7, 9, 10, and 15 ofthe '577 patent; and
asserted claims 1, 2, 4, 5, 7, 8, 10, 13, 18, 56, and 64 ofthe '668 patent. The Final ID finds that
Cisco has failed to show by a preponderance of the evidence that the accused products infringe
asserted claim 2 ofthe '577 patent; asserted claims 46 and 63 of the '853 patent; asserted claims
1, 3, and 4 of the '492 patent; asserted claims 1-4, and 10 ofthe '875 patent; and asserted claims
2, 6, 13, and 17 ofthe '211 patent.
The Final ID also finds that assignor estoppel bars Arista from asserting that the '577
and '853 patents are invalid. The Final ID finds, however, that i f assignor estoppel did not apply,
Arista has shown by clear and convincing evidence that claims 1, 7, 9, 10, and 15 ofthe '577
patent and claim 46 of the '853 patent are invalid as anticipated by U.S. PatentNo. 5,920,886
("Feldmeier"). The Final ID further finds that Arista has failed to show by clear and convincing
evidence that any of the remaining asserted claims are invalid. The Final ID also finds that
Arista has not proven by clear and convincing evidence that Cisco's patent claims are barred by
equitable estoppel, waiver, implied license, laches, unclean hands, or patent misuse.
The Final ID finds that Cisco has satisfied the economic prong of the domestic industry
requirement for all of the patents-in-suit pursuant to 19 U.S.C. § 337(A), (B), and (C). The Final
ID finds, however, that Cisco has failed to satisfy the technical prong of the domestic industry
requirement with respect to the'875,'492, and '211 patents. The Final ID finds that Cisco has
satisfied the technical prong with respect to the '577, '853, and '668 patents.
The Final ID also contains the ALJ's recommended determination on remedy and
bonding. The ALJ recommended that the appropriate remedy is a limited exclusion order with a
certification provision and a cease and desist order against Arista. The ALJ recommended the
imposition of a bond of 5% during the period of Presidential review.
On December 29, 2016, Cisco, Arista, and OUII each filed petitions for review of various
aspects ofthe Final ID. As described below, some of the issues presented for review were in the
form of contingent petitions.
Cisco petitions for review of the Final ID's construction of certain limitations recited in
claim 46 of the '853 patent and the resulting finding that Arista's accused products do not
infringe that claim. Cisco also petitions for review of the Final ID's findings of noninfringement and non-satisfaction of the technical prong ofthe domestic industry requirement
with respect to the '875,'492, and '211 patents. Cisco requests contingent review of the Final
2

ID's finding that Arista does not indirectly infringe the asserted claims of the '577 patent should
the Commission review the Final ID's finding that Arista's post-importation direct infringement
cannot alone support a finding of violation of section 337. Cisco also requests contingent review
of the Final ID's finding that Feldmeier anticipates the asserted claims of the '577 patent should
the Commission review the Final ID's finding that assignor estoppel applies.
Arista petitions for review ofthe Final ID's construction of certain limitations recited in
the asserted claims of the '577 and '668 patents and the resulting finding that certain of Arista's
accused products infringe those claims. Arista also petitions for review of the Final ID's
findings of indirect infringement with respect to the '577 and '668 patents. Arista further
petitions for review of the Final ID's finding that assignor estoppel precludes Arista from
challenging the validity of the '577 and '853 patents. Arista requests contingent review of the
Final ID's finding that claim 46 of the '853 patent is invalid as anticipated and indefinite should
the Commission review the ALJ's non-infringement findings with respect to that claim. Arista
also requests contingent review of the issue of indirect infringement regarding
the '853, '211, '875, and '492 patents should the Commission review the Final ID's findings of
no direct infringement with respect to those patents.
OUII petitions for review of the Final ID's finding that the "configurable PiP CoPP"
implementation in Arista's accused products infringes the asserted claims of the '668 patent.
OUII also petitions for review of the Final ID's reliance on the Patent Trial and Appeal Board
decision in finding that claims 1 and 12 of the '211 patent are invalid as anticipated. OUII
requests contingent review of the Final ID's finding that Feldmeier anticipates the asserted
claims ofthe '577 patent should the Commission review the Final ID's finding that assignor
estoppel applies. OUII further requests contingent review ofthe Final ID's construction of
certain means-plus-functions claims recited in claim 46 of the '853 patent should the
Commission review the Final ID's finding that the accused products do not infringe that claim.
On January 10, 2017, Cisco, Arista, and OUII filed responses to the various petitions for
review.
On January 11, 2017, Cisco and Arista each filed a post-RD statement on the public
interest pursuant to Commission Rule 210.50(a)(4). No responses were filed by the public in
response to the post-RD Commission Notice issued on December 20, 2016. See Notice of
Request for Statements on the Public Interest (Dec. 20, 2016); 81 FR 95194-95 (Dec. 27, 2016).
Having examined the record of this investigation, including the Final ID, the petitions for
review, and the responses thereto, the Commission has determined to review the Final ID in part.
With respect to the '577 patent, the Commission has determined to review the Final ID's
finding that Arista has indirectly infringed the '577 patent by importing Imported Components,
as referenced at page 110 in the Final ID. The Commission has also determined to review the
Final ID's finding that Arista's post-importation direct infringement cannot alone support a
finding of violation of section 337. The Commission has further determined to review the Final
ID's finding that Feldmeier anticipates claims 1, 7, 9, 10, and 15 of the '577 patent.

3

With respect to the '853 patent, the Commission has determined to review the Final ID's
claim construction findings with respect to claim elements (c), (d), and (!) of claim 46. The
Commission has also determined to review the Final ID's findings concerning direct and indirect
infringement regarding the '853 patent. The Commission has further determined to review the
Final ID's fmding that assignor estoppel applies to validity challenges based on indefiniteness.
The Commission has also deteimined to review the Final ID's finding that Feldmeier does not
anticipate claim 46.
With respect to the '875 and '492 patents, the Commission has determined to review the
Final ID's finding of no direct infringement and the related finding of no indirect infringement.
The Commission has also deteimined to review the Final ID's finding that Cisco has failed to
satisfy the technical prong of the domestic industry requirement with respect to the '875
and '492 patents.
With respect to the '668 patent, the Commission has determined to review the Final ID's
finding of direct infringement and the Final ID's finding of indirect infringement, in particular as
concerns Arista's importation of Imported Components.
With respect to the '211 patent, the Commission has determined to review the Final ID's
finding that Cisco has failed to satisfy the technical prong with respect to claims 1 and 12 of
the '211 patent, including the Final ID's finding that claims 1 and 12 are invalid.
The Commission has determined not to review the remaining issues decided in the Final
ID.
The parties are requested to brief their positions on the issues under review with reference
to the applicable law and the evidentiary record. In connection with its review, the Commission
is particularly interested in responses to the following questions:
1.

Discuss the relevant case law regarding the requirement, pursuant to 3 5 U. S.C.
§ 271(c), that to be found liable for contributory infringement, the accused
infringer must import into the United States or sell within the United State a
device that constitutes a "material part of the invention." In addition, please
address whether the Imported Components satisfy this requirement with respect
to the '577, '853, and '668 patents. Please cite to and discuss any relevant
evidence in the record.

2.

Please address whether the Accused ACL Products infringe asserted claim 46 of
the '853 patent i f the 35 U.S.C. § 112, 6 (means-plus-function) limitation
"means for matching matchable information, said matchable information being
responsive to said packet label, with said set of access control patterns in parallel"
is construed to require as the corresponding structure an access control memory,
including one or more content-addressable memory units of the type shown in
Figure 2 ofthe '853 patent.
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3.

Please address whether the Accused ACL Products infringe asserted claim 46 of
the '853 patent i f the 35 U.S.C. § 112, ^ 6 (means-plus-function) limitation
"means for generating a set of matches in response thereto, each said match
having priority information associated therewith" is construed to require as the
corresponding structure an access control memory, including one or more
content-addressable memory units of the type shown in Figure 2 of the '853
patent.

4.

Please address whether the Accused ACL Products with the Petra chip infringe
asserted claim 46 of the '853 patent, in particular with respect to the 35 U.S.C.
§ 112,^6 (means-plus-function) limitation "means for selecting at least one of
said matches in response to said priority infonnation, and generating an access
result in response to said at least one selected match."

5.

Regarding the 35 U.S.C. § 112,16 (means-plus-function) limitation "means for
making a routing decision in response to said access result" recited in asserted
claim 46 of the '853 patent, please address whether any coiTesponding structure
disclosed in the specification of the '853 patent satisfies the claimed function,
other than the structure recited in the Final ID's claim construction or the
structures previously proposed by the parties.

6.

With reference to question five, please address whether the Accused ACL
Products infringe claim 46 of the '853 patent under the proper construction of
the 35 U.S.C. § 112, *\\ 6 (means-plus-function) limitation "means for making a
routing decision in response to said access result."

7.

Please address whether the Accused Loop Guard Products and the D I Loop
Guard Products practice the limitation "including a discarding state" recited in
claims 1 and 10 ofthe '875 patent and/or the limitation "including a discarding
port state" recited in claim 1 of the '492 patent under the ALJ's claim
construction of "discarding [port] state," which requires "a port state in a
spanning tree protocol or algorithm in which data frames are neither forwarded
to nor received from the port." Please cite to and discuss any relevant evidence
in the record.

8.

Please address whether the Accused Loop Guard Products and the D I Loop
Guard Products practice the limitation "including . . . a listening state" recited in
claims 1 and 10 of the '875 patent and/or the limitation "including . . . a
listening [port] state" recited in claim 1 of the '492 patent. In particular, please
discuss the disclosure in exhibit CX-0653 at pages 63, 66, and 67. In addition,
please cite to and discuss any other relevant evidence in the record.

9.

With respect to the '668 patent, please address whether the Pip CoPP feature in
the '668 Accused Products is a physical port service. In particular, please
address the significance of the ALJ's finding on page 196 of the Final ID. In
addition, please cite to and discuss any relevant evidence in the record.
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The parties have been invited to brief only these discrete issues, as enumerated above,
with reference to the applicable law and evidentiary record. The parties are not to brief other
issues on review, which are adequately presented in the parties' existing filings.
In connection with the final disposition of this investigation, the Commission may (1)
issue an order that could result in the exclusion of the subject articles from entry into the United
States, and/or (2) issue one or more cease and desist orders that could result in the respondent(s)
being required to cease and desist from engaging in unfair acts in the importation and sale of
such articles. Accordingly, the Commission is interested in receiving written submissions that
address the form of remedy, i f any, that should be ordered. I f a party seeks exclusion of an
article from entry into the United States for purposes other than entry for consumption, the party
should so indicate and provide information establishing that activities involving other types of
entry either are adversely affecting it or likely to do so. For background, see Certain Devices for
Connecting Computers via Telephone Lines, Inv. No. 337-TA-360, USITC Pub. No. 2843
(December 1994) (Commission Opinion).
I f the Commission contemplates some form of remedy, it must consider the effects of that
remedy upon the public interest. The factors the Commission will consider include the effect
that an exclusion order and/or cease and desist orders would have on (1) the public health and
welfare, (2) competitive conditions in the U.S. economy, (3) U.S. production of articles that are
like or directly competitive with those that are subject to investigation, and (4) U.S. consumers.
The Commission is therefore interested in receiving written submissions that address the
aforementioned public interest factors in the context of this investigation.
I f the Commission orders some form of remedy, the U.S. Trade Representative, as
delegated by the President, has 60 days to approve or disapprove the Commission's action. See
Presidential Memorandum of July 21, 2005, 70 FR 43251 (July 26, 2005). During this period,
the subject articles would be entitled to enter the United States under bond, in an amount
determined by the Commission and prescribed by the Secretary of the Treasury. The
Commission is therefore interested in receiving submissions concerning the amount of the bond
that should be imposed i f a remedy is ordered.
W R I T T E N SUBMISSIONS: The parties to the investigation, including the Office of Unfair
Import Investigations, are requested to file written submissions on the issues identified in this
notice. Parties to the investigation, including the Office of Unfair Import Investigations,
interested government agencies, and any other interested parties are encouraged to file written
submissions on the issues of remedy, the public interest, and bonding. Such submissions should
address the recommended determination by the ALJ on remedy and bonding. Complainant and
the Office of Unfair Import Investigations are also requested to submit proposed remedial orders
for the Commission's consideration. Complainant is further requested to state the dates that the
patents expire, the HTSUS numbers under which the accused products are imported, and any
Icnown importers of the accused products. The written submissions and proposed remedial
orders must be filed no later than close of business on March 15,2017. Initial submissions are
limited to 50 pages, not including any attachments or exhibits related to discussion of the public
interest. Reply submissions must be filed no later than the close of business on March 24, 2017.
Reply submissions are limited to 25 pages, not including any attachments or exhibits related to
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discussion of remedy, the public interest, and bonding. No further submissions on these issues
will be permitted unless otherwise ordered by the Commission.
Persons filing written submissions must file the original document electronically on or
before the deadlines stated above and submit 8 true paper copies to the Office of the Secretary by
noon the next day pursuant to section 210.4(f) of the Commission's Rules of Practice and
Procedure (19 C.F.R. 210.4(f)). Submissions should refer to the investigation number ("Inv. No.
337-TA-945") in a prominent place on the cover page and/or the first page. (See Handbook for
Electronic Filing Procedures,
. https://www.usitc.gov/documents/handbook_on_filing_procedures.pdf). Persons with questions
regarding filing should contact the Secretary (202-205-2000).
Any person desiring to submit a document to the Commission in confidence must request
confidential treatment. A l l such requests should be directed to the Secretaiy to the Commission
. and must include a full statement of the reasons why the Commission should grant such
treatment. See 19 CFR 201.6. Documents for which confidential treatment by the Commission
; is properly sought will be treated accordingly. A l l information, including confidential business
information and documents for which confidential treatment is properly sought, submitted to the
Commission for puiposes of this Investigation may be disclosed to and used: (i) by the
Commission, its employees and Offices, and contract personnel (a) for developing or
maintaining the records of this or a related proceeding, or (b) in internal investigations, audits,
reviews, and evaluations relating to the programs, personnel, and operations of the Commission
. including under 5 U.S.C. Appendix 3; or (ii) by U.S. government employees and contract
personnel - , solely for cybersecurity purposes. A l l nonconfidential written submissions will be
available for public inspection at the Office of the Secretary and on EDIS.
1 11

The authority for the Commission's determination is contained in section 337 of the
Tariff Act of 1930, as amended (19 U.S.C. § 1337), and in Part 210 ofthe Commission's Rules
of Practice and Procedure (19 C.F.R. Part 210).
By order of the Commission.

Lisa R. Barton
Secretary to the Commission
Issued: March 1, 2017

A l l contract personnel will sign appropriate nondisclosure agreements.
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Lisa R. Barton, Secretary
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Adam R. Alper, Esq.
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Other:

On Behalf of Respondent Arista Networks, Inc.:
Bert C. Reiser, Esq.
L A T H A M & WATKINS L L P
555 Eleventh Street, NW, Suite 1000
Washington, DC 20004

