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using face or touch unlock

Create your account Check your email

® You have confirmed your email address

We sent an email to michael.motorist@email.com with a link

Enter your email address to confirm your email address. Follow the link to continue

Create a strong password

creating your account.

Select your email language preference . . .
y guage p Didn’t receive an email? Resend

Login.gov allows you to receive your email communication in
English, Spanish or French. Or, use a different email address

Password

_ You can close this window if you're done.
O English (default)

Confirm password

(O Espanol

O Francais
(J Show password

Password safety tips

[J | read and accept the Login.gov Rules of Use @

Cancel

Security Practices and Privacy Act Statement (&  Cancel account creation

Privacy Act Statement (4

The user begins by creating an account.

They enter an email address, select language preference, and

then confirm their email address. Once confirmed, the user
creates a strong password.

AN

O ® Face or touch unlock was added to your account.

Add face or touch unlock ‘ [ \

© You'll need to set up an additional authentication
method after you set up face or touch unlock.

You've added your first
Save your face or fingerprint as a credential on your device, so aUthentication methOd' Add a
you can access your account with it. Login.gov does not store second methOd as a baCkU p.

your face or fingerprint.

You may need to use the same device to sign in each time. Adding another authentication method prevents you from

Learn more about face or touch unlock. getting locked out of your account if you lose your only
authentication methods.

Device nickname

If you add more devices for face or touch unlock, you'll Add another method
know which one is which.

My Desktop PC

(] Remember this browser

« Choose another option

Face or touch unlock

Your password must be 12 characters or longer. Don’t use
common phrases or repeated characters, like abc or 111.

Account creation and authentication setup

Authentication method setup

Add another layer of security by selecting a multi-factor
authentication method. We recommend you select at least (2)
two different options in case you lose one of your methods.

N
(\ Face or touch unlock
\ Use your face or fingerprint to access your
account without a one-time code.
OJ Authentication application

Download or use an authentication app of your
choice to generate secure codes.

Text or voice message

Receive a secure code by (SMS) text or phone
call.

Backup codes

S 4 2O

A list of 10 codes you can print or save to your
device. When you use the last code, we will
generate a new list. Keep in mind backup codes
are easy to lose.

OJ & Security key

A physical device, often shaped like a USB drive,
that you plug into your device.

O E Government employee ID

PIV/CAC cards for government and military
employees. Desktop only.

« Cancel account creation

The user selects a

multi-factor

authentication (MFA)
method.

Authentication method setup

Add another layer of security by selecting a multi-factor
authentication method. We recommend you select at least (2)
two different options in case you lose one of your methods.

Authentication application

Download or use an authentication app of your
choice to generate secure codes.

Text or voice message

Receive a secure code by (SMS) text or phone
call.

Backup codes

A list of 10 codes you can print or save to your
device. When you use the last code, we will
generate a new list. Keep in mind backup codes
are easy to lose.

OJ @ Security key

Plug in a physical device, often shaped like a USB
drive, to verify your login.

O E Government employee ID

PIV/CAC cards for government and military
employees. Desktop only.

The user can scan their face or fingerprint to The user adds

access their Login.gov account without another MFA.

entering a one-time code. In case the user loses
their device, Login.gov requires that users with
face or touch unlock set up a second MFA
method.

Here, the user
selects backup
codes and goes
through the

process to save
them.

® Backup codes were added to your account.

ﬁ

You've created an account with
Login.gov

We'll share this information with Partner Agency:

® Email address
michael.motorist@email.com

Partner Agency will only use this information to connect to
your account.

Agree and continue

Cancel

Extra security

With two MFA
methods, the user
IS well-protected
against losing
access to their
account.
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Account creation and authentication setup

using an authentication application

Authentication method setup

Add another layer of security by selecting a multi-factor
authentication method. We recommend you select at least (2)
two different options in case you lose one of your methods.

O ‘(\' Face or touch unlock
\ Use your face or fingerprint to access your
account without a one-time code.
Create your account Check your email ® You have confirmed your email address Authentication application

Download or use an authentication app of your
choice to generate secure codes.

We sent an email to michael.motorist@email.com with a link

Enter your email address to confirm your email address. Follow the link to continue

Create a strong password

creating your account.

Your password must be 12 characters or longer. Don’t use

common phrases or repeated characters, like abc or 111. Text or voice message

Select your email language preference

Didn’t receive an email? Resend Receive a secure code by (SMS) text or phone

call.

Login.gov allows you to receive your email communicationin Password

English, Spanish or French. Or, use a different email address

_ You can close this window if you're done.
O English (default)

Backup codes

S 4 2O

Confirm password . .
P A list of 10 codes you can print or save to your

device. When you use the last code, we will
generate a new list. Keep in mind backup codes
are easy to lose.

(O Espanol

O Francais
(J Show password

: O Security ke
Continue vy ey
A physical device, often shaped like a USB drive,

that you plug into your device.

(J I read and accept the Login.gov Rules of Use @

Cancel

<

Password safety tips

O E Government employee ID

PIV/CAC cards for government and military
« Cancel account creation employees. Desktop only.

« Cancel account creation

Security Practices and Privacy Act Statement (&

Privacy Act Statement (4

The user begins by creating an account. The user selects a

They enter an email address, select language preference, and multi—fa_ctor_
then confirm their email address. Once confirmed, the user authentication (MFA)
creates a strong password. method.

Add an authentication app ® An authentication app was added to your account. ® An authentication app was added to your account.

Set up an authentication app to sign in using temporary
security codes. What is an authentication app? &

ﬂ Give it a nickname

If you add more than one app, you'll know which one is
which.

You've added your first
authentication method. Add a
second method as a backup.

You’ve created an account with
Login.gov

Open your authentication a : . . : _
e peny PP Adding another authentication method prevents you from We'll share this information with Partner Agency:

getting locked out of your account if you lose your only
e Scan this QR barcode with your app

[=] af :[a] Add another method

authentication methods.
® Email address

michael.motorist@email.com

- Partner Agency will only use this information to connect to
- X 4 ] : Skip for now your account.
_ i
E '’ L Add a second authentication method. You will have to
delete your account and start over if you lose your only
Or enter this code manually into your authentication app authentication method.

3ING3PROBDDCVVIQ7BAIGDL4AD7XXWHQ

Agree and continue

Cancel

[ T Copy ]

Q Enter the temporary code from your app
Example: 123456

Remember this browser

The user has set up The user

an authentication successfully

method. creates their
account.

« Choose another option

Authentication application

The user sets up an authentication
app and enters a one-time code.
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Account creation and authentication setup

using text or voice message

Authentication method setup

Add another layer of security by selecting a multi-factor
authentication method. We recommend you select at least (2)
two different options in case you lose one of your methods.

O ‘(\' Face or touch unlock
\ Use your face or fingerprint to access your
account without a one-time code.
Create your account Check your email ® You have confirmed your email address 0] Authentication application

Download or use an authentication app of your
choice to generate secure codes.

We sent an email to michael.motorist@email.com with a link

Enter your email address to confirm your email address. Follow the link to continue

Create a strong password

creating your account.

Your password must be 12 characters or longer. Don’t use

common phrases or repeated characters, like abc or 111. Text or voice message

Select your email language preference

Didn’t receive an email? Resend Receive a secure code by (SMS) text or phone

Login.gov allows you to receive your email communication in call.

English, Spanish or French. Or, use a different email address

Password

_ You can close this window if you're done.
O English (default)

Backup codes

S £ O

Confirm password . .
P A list of 10 codes you can print or save to your

O Espanol . .
device. When you use the last code, we will

generate a new list. Keep in mind backup codes
O Francgais are easy to lose.

(J Show password

: O Security ke
Continue vy ey
A physical device, often shaped like a USB drive,

that you plug into your device.

[J I read and accept the Login.gov Rules of Use @

Cancel

<

Password safety tips

O E Government employee ID

PIV/CAC cards for government and military
employees. Desktop only.

Security Practices and Privacy Act Statement (&

« Cancel account creation

Privacy Act Statement (4

« Cancel account creation

The user begins by creating an account. The user selects a

They enter an email address, select language preference, and multi—fa_ctor_
then confirm their email address. Once confirmed, the user authentication (MFA)
creates a strong password. method.

Get your one-time code Enter your one-time code ® A phone was added to your account. ® A phone was added to your account.

We'll send you a one-time code each time you sign in. We sent a text (SMS) with a one-time code to +1
555-123-4568. This code will expire in 10 minutes.

Phone number

One-time code
Example: 123456

How you'll get your code You've added your first
O Text message (SMS) O Phone call Remember this browser authentication method. Add a
o | second method as a backup.
You can change this anytime. If you use a landline number,

select “Phone call” m Adding another authentication method prevents you from WEe'll share this information with Partner Agency:
getting locked out of your account if you lose your only

You’ve created an account with
Login.gov

authentication methods.
Send code ® Email address
[ %~ Send another code michael.motorist@email.com
Add another method
Message and data rates may apply. Do not use web-based

(VOIP) phone services or premium rate (toll) phone numbers.
Mobile terms of service Having trouble? Here’s what you can do:

Partner Agency will only use this information to connect to
Skip for now your account.

« Choose another option Use another phone number Add a second authentication method. You will have to
delete your account and start over if you lose your only
authentication method.

| didn't receive my one-time code £

Learn more about authentication options £
Agree and continue

« Choose another option

Cancel

Text or voice message The user has set up The user

an authentication successfully

method. creates their
account.

The user enters a phone number and receives a
one-time code via text or phone call.


https://www.login.gov/help/get-started/authentication-options/#didn-t-receive-your-one-time-code
https://login.gov/help/get-started/authentication-options/
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Account creation and authentication setup

using backup codes

Authentication method setup

Add another layer of security by selecting a multi-factor
authentication method. We recommend you select at least (2)
two different options in case you lose one of your methods.

O ‘(\' Face or touch unlock
\ Use your face or fingerprint to access your
account without a one-time code.
Create your account Check your email ® You have confirmed your email address 0] Authentication application

Download or use an authentication app of your
choice to generate secure codes.

We sent an email to michael.motorist@email.com with a link

Enter your email address to confirm your email address. Follow the link to continue

Create a strong password

creating your account.

Your password must be 12 characters or longer. Don’t use

common phrases or repeated characters, like abc or 111. Text or voice message

Select your email language preference
y guagep Receive a secure code by (SMS) text or phone

call.

Didn’t receive an email? Resend
Login.gov allows you to receive your email communication in Password

English, Spanish or French. Or, use a different email address

_ You can close this window if you're done.
O English (default)

Backup codes

S & 2O

Confirm password . .
P A list of 10 codes you can print or save to your

device. When you use the last code, we will
generate a new list. Keep in mind backup codes

(O Espanol

O Frangais are easy to lose.

(J Show password

: O Security ke
Continue vy ey
A physical device, often shaped like a USB drive,

that you plug into your device.

[J | read and accept the Login.gov Rules of Use @

Cancel

<

Password safety tips

O E Government employee ID

PIV/CAC cards for government and military

. . . -
Security Practices and Privacy Act Statement (¥ . Cancel account creation employess. Desktop only.

Privacy Act Statement (4

« Cancel account creation

The user begins by creating an account. The user selects a

They enter an email address, select language preference, and multi—fa_ctor_
then confirm their email address. Once confirmed, the user authentication (MFA)
creates a strong password. method.

Are you sure you want to use Save these baCkUp codes & Backup codes were added to your account. ® Backup codes were added to your account.
baCkuP COdeS? Generated on June 21, 2021

Backup codes are the least preferred authentication method . , .
If you lose your device, you'll need these codes to sign into

because the codes can easily be lost. Try a safer option, like . .
y y P Login.gov. Save or print them and put them somewhere safe.

an authentication application or a security key.

We'll give you 10 codes that you can download, print, copy or H3P8-SZNH-D4M5 MDJ9-FHSB-ZBAP

write down. You'll enter one code every time you sign in. Y Y dd d f t
SREE= ) 3= e ou've added your irs You’ve created an account with

authentication method. Add a Login.gov
. JZ43-VKE9-84YF VKQG-P6Q7-GNFW )
Continue Q Q second method as a backup.

EM6F-0S4AN-MG8T ACQ7-ZJCO-MPAT Adding another authentication method prevents you from We'll share this information with Partner Agency:

Ch th ¢ getting locked out of your account if you lose your only
O T W7PX-48V0-8F01 YXSF-K65J-YDRP authentication methods.

Each code can only be used once. We'll give you new
/ sey Add another method
codes after you use all ten.
Partner Agency will only use this information to connect to

Skip for now your account.

® Email address
michael.motorist@email.com

I’ve put my backup codes in a safe place.
Add a second authentication method. You will have to

¥ Download ] [ = Print [ D Copy ] delete your account and start over if you lose your only
authentication method.

Agree and continue

Cancel

Backup codes The user has set up The user

o an authentication successfully
The user is given 10 codes that they can nethod. creates their

download, print, copy or write down. They'll use account
one code each time they log in and receive new
ones when they run out.
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Account creation and authentication setup

using a security key

Authentication method setup

Add another layer of security by selecting a multi-factor
authentication method. We recommend you select at least (2)
two different options in case you lose one of your methods.

Face or touch unlock

)

Use your face or fingerprint to access your
account without a one-time code.

Create your account Check your email

® You have confirmed your email address O Authentication application

Download or use an authentication app of your
choice to generate secure codes.

We sent an email to michael.motorist@email.com with a link

Enter your email address to confirm your email address. Follow the link to continue

Create a strong password

creating your account.

Your password must be 12 characters or longer. Don’t use

common phrases or repeated characters, like abc or 111. Text or voice message

Select your email language preference

Didn’t receive an email? Resend Receive a secure code by (SMS) text or phone

Login.gov allows you to receive your email communication in call.

English, Spanish or French. Or, use a different email address

Password

_ You can close this window if you're done.
O English (default)

Backup codes

S 4 2O

Confirm password . .
P A list of 10 codes you can print or save to your

device. When you use the last code, we will
generate a new list. Keep in mind backup codes

(O Espanol

O Frangais are easy to lose.

(J Show password

: Security ke
Continue i
A physical device, often shaped like a USB drive,

that you plug into your device.

[J I read and accept the Login.gov Rules of Use @

Cancel

<

Password safety tips

O E Government employee ID

PIV/CAC cards for government and military

. . . - |
Security Practices and Privacy Act Statement (¥  Cancel account creation employees. Desktop only:

Privacy Act Statement (4

« Cancel account creation

The user begins by creating an account. The user selects a

They enter an email address, select language preference, and multi—fa_ctor_
then confirm their email address. Once confirmed, the user authentication (MFA)
creates a strong password. method.

& A security key was added to your account.

D g
&

Add your security key & You’ve created an account with

Add a security key that meets the FIDO standard as your Login_gov
authentication method. You can add as many security keys as

you want. To get started, first give your security key a You've added your first
nickname. authentication method. Add a
Device nicknames second method as a backup.

If you add more devices for face or touch unlock, you'll know
which one is which.

We'll share this information with Partner Agency:

® Email address

Adding another authentication method prevents you from michael. motorist@email.com
getting locked out of your account if you lose your only
USB-C Yubikey authentication methods.

Partner Agency will only use this information to connect to
your account.

Remember this browser
Add another method
| Agree and continue
: Skip for now
Continue

« Choose another authentication method

The user has set up

Security key an authentication The user
method. successfully

The user adds a creates their
hardware security account.

key, such as a
Yubikey.
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Account creation and authentication setup

using a government employee ID

Authentication method setup

Add another layer of security by selecting a multi-factor
authentication method. We recommend you select at least (2)
two different options in case you lose one of your methods.

O ‘(\' Face or touch unlock
k Use your face or fingerprint to access your
account without a one-time code.
Create your account Check your email ® You have confirmed your email address 0] Authentication application

Download or use an authentication app of your
choice to generate secure codes.

We sent an email to michael.motorist@email.com with a link

Enter your email address to confirm your email address. Follow the link to continue

Create a strong password

creating your account.

Your password must be 12 characters or longer. Don’t use

common phrases or repeated characters, like abc or 111. Text or voice message

Select your email language preference
y guagep Receive a secure code by (SMS) text or phone

call.

Didn’t receive an email? Resend
Login.gov allows you to receive your email communication in Password

English, Spanish or French. Or, use a different email address

_ You can close this window if you're done.
O English (default)

Backup codes

S IR S

Confirm password . .
P A list of 10 codes you can print or save to your

device. When you use the last code, we will
generate a new list. Keep in mind backup codes
are easy to lose.

O Espanol

O Francais
(J Show password

: O Security ke
Continue v ey
A physical device, often shaped like a USB drive,

that you plug into your device.

[J I read and accept the Login.gov Rules of Use @

Cancel

<

Password safety tips

E Government employee ID

PIV/CAC cards for government and military

. . . ),
Security Practices and Privacy Act Statement (¥  Cancel account creation employees. Desktop only.

Privacy Act Statement (4

« Cancel account creation

The user begins by creating an account. The user selects a

They enter an email address, select language preference, and multi—fa_ctor_
then confirm their email address. Once confirmed, the user authentication (MFA)
creates a strong password. method.

Add y0ur PIV or CAC & A government employee ID was added to your account. & A government employee ID was added to your account.

Set up your PIV or CAC as a two-factor authentication method
SO you can use it to signin.

o Give it a nickname

If you add more than one PIV or CAC, you'll know which
one is which.

You've added your first
authentication method. Add a
second method as a backup.

You’ve created an account with
Login.gov
Insert your PIV/CAC into your card reader

Adding another authentication method prevents you from We'll share this information with Partner Agency:
Add your PIV/CAC getting locked out of your account if you lose your only

authentication methods.
You'll need to choose a certificate (the right one likely ® Email address

has your name in it) and enter your PIN (your PIN was michael.motorist@email.com

created when you set up your PIV/CAC).
Add another method
Partner Agency will only use this information to connect to
Add PIV/CAC card Skip for now your account.

Add a second authentication method. You will have to

« Choose another option delete your account and start over if you lose your only

authentication method.

Agree and continue

Government employee ID The user has set up The user

| | an authentication successfully
The user inserts their PIV/CAC nethod. creates their
iInto their card reader and account
enters their PIN.
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g How a user authenticates with multiple
authentication methods

Multiple multi-factor authentication (MFA)
methods, with the most secure one shown
to the user first when they sign in. Example:

R .. %

Face or touch Text or voice
unlock message

e—‘- AND

Email address
and password
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Account creation and authentication setup

using face or touch unlock and text or voice

message

Authentication method setup

Add another layer of security by selecting a multi-factor
authentication method. We recommend you select at least (2)
two different options in case you lose one of your methods.

Face or touch unlock

)

Use your face or fingerprint to access your
account without a one-time code.

Authentication application

Create your account Check your email ® You have confirmed your email address u

Download or use an authentication app of your

We sent an email to michael.motorist@email.com with a link

] choice to generate secure codes.
Enter your email address 8

to confirm your email address. Follow the link to continue

| Create a strong password
creating your account.

Your password must be 12 characters or longer. Don’t use Text or voice message
] —— | :
common phrases or repeated characters, like abc or 111. _
Select your email language preference Receive a secure code by (SMS) text or phone

Didn’t receive an email? Resend call.
Login.gov allows you to receive your email communication in Password
English, Spanish or French. Or, use a different email address

You can close this window if you're done.
O English (default) y OJ Backup codes

A list of 10 codes you can print or save to your
O E =0l Confirm password device. When you use the last code, we will
Spano generate a new list. Keep in mind backup codes

are easy to lose.

OJ & Security key

A physical device, often shaped like a USB drive,

O Francais
(J Show password

[J I read and accept the Login.gov Rules of Use @

Password safety tips b O E Government employee ID

that you plug into your device.

PIV/CAC cards for government and military

Cancel employees. Desktop only.

Security Practices and Privacy Act Statement & «Cancel account creation

Privacy Act Statement &

« Cancel account creation

The user begins by creating an account. The user selects two

| multi-factor
They enter an email address, select language preference, and authentication (MFA)

then confirm their email address. Once confirmed, the user methods.
creates a strong password.

N\ Get your one-time code Enter your one-time code ® 2 authentication methods were added to your account.

‘ \ WEe'll send you a one-time code each time you sign in. We sent a text (SMS) with a one-time code to +1
555-123-4568. This code will expire in 10 minutes.

Add face or touch unlock Phone number

One-time code
Example: 123456

l
2]

&

© You'll need to set up an additional authentication
method after you set up face or touch unlock. How you'll get your code

You’ve created an account with
O Text message (SMS) (O Phone call Remember this browser

Save your face or fingerprint as a credential on your device, so Logl n.gOV

m We'll share this information with Partner Agency:
. ’ ® Email address

michael.motorist@email.com

you can access your account with it. Login.gov does not store You can change this anytime. If you use a landline number,

your face or fingerprint. select “Phone call”

You may need to use the same device to sign in each time.
Learn more about face or touch unlock.
Send code

Device nickname
If you add more devices for face or touch unlock, you'll

[ 2> Send another code

know which one is which. I(\\/I/gsliz)aiij:: ::rt\igzzejrr;]raeyn?izl?rl]yr.al?[z ;l(z)tlll)ii\o/vneeb;:j:E:rs Partner Agency will only use this information to connect to
My Desktop PC Mobile terms of service Having trouble? Here’s what you can do: your account.
(J Remember this browser « Choose another option Use another phone number > Agree and continue
| didn't receive my one-time code &£ >
Continue Cancel
Learn more about authentication options &£ >
« Choose another option « Choose another option

Adding both authentication methods Extra security

The user sets up both face or touch unlock and text or voice message as With two MFA
authentication methods. methods, the user
IS well-protected
against losing
access to their
account.

When the user completes setup of one authentication method, they proceed
to setting up their next selected method.


https://www.login.gov/help/get-started/authentication-options/#didn-t-receive-your-one-time-code
https://login.gov/help/get-started/authentication-options/

